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Microsoft lists Windows 10 group policiesthat you
should avoid touching

Microsoft has just released alist of 25 policies that administrators should not touch on Windows 10 and
Windows 11. The reason is because they do not provide optimal results or cause unexpected things.

Since Windows 10 version 1511 was released in November 2015, Microsoft has continued to develop this
operating system based on customer feedback, security improvements, new features, and overall optimization.

However, this creates a confusing and confusing bunch of group policies. These policies are no longer working
properly, causing unexpected behavior, or have been replaced with new policies that provide better performance
and user experience.

In December 2021, Windows Senior Program Manager Aria Carley suggested that administrators avoid using
some of the different group policies on Windows 10 and Windows 11.

On January 20, 2022, Carley continued to publish an article on the Windows IT Pro Blog to further clarify the
group policiesthat Admins should not use, why they should not be used, and what they have been replaced with.
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Setting State

2| Do not display 'Install Updates and Shut Down' option in Shut Down Windo.. Not configured
\iz| Do not adjust default option to 'Install Updates and Shut Down' in Shut Do..  Not configured
iz Enabling Windows Update Power Management to automatically wake up th..  Not configured

iz Specify deadline before auto-restart for update installation Not configured
iz Configure auto-restart reminder notifications for updates Not configured
:i2) Turn off auto-restart notifications for update installations Not configured
:iz| Configure auto-restart required notification for updates Not configured
iz Do not allow update deferral policies to cause scans against Windows Update  Not configured
2] Allow non-administrators to receive update notifications Not configured
\iz) Specify Engaged restart transition and notification schedule for updates Not configured
2 Turn on Software Notifications Not configured
iz Allow Automatic Updates immediate installation Not configured
iz Turn on recommended updates via Automatic Updates Not configured
iz No auto-restart with logged on users for scheduled automatic updates insta.. Not configured
iz Re-prompt for restart with scheduled installations Not configured
\iz| Delay Restart for scheduled installations Not configured
iz Reschedule Automatic Updates scheduled installations Not configured
i Configure auto-restart warning notifications schedule for updates Not configured

"We've listened to your feedback and learned alot about what experiences work and what doesn't. We've worked
hard to improve and simplify the controls needed to support those experiences. experience isimproved and
identify old policies that are no longer relevant or are replaced with better options,” shared Carley.

"As aresult, the Windows update policy set contains policies that no longer work; do not work as described
anymore on devices running Windows 10 version 20H2 or later; or work but not as well as they should. New
policies are added to achieve the same experience in a better way.

For administrators, thislist isinvaluable as it helps them review their existing group policy configurations and
replace outdated policies with newer options. Thereby, the Admin has more control and gets the expected
results.

You can view alist of group policies that Microsoft recommends against using by visiting the following link:
List of 25 policies that admins should not use

On Windows 11, Microsoft also provides away for usersto easily distinguish policies that should not be used. In
the Group Policy Editor under Windows Update policies, you will see anew Legacy Policiesfolder. All group
policiesin Legacy Policies should not be used.
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| Windows Media Digital Ri %] Do not display 'Install Updates and Shut Down' option in Shut Down Windows dialog box
Windows Media Player (i) Do not adjust default option te ‘Install Updates and Shut Down' in Shut Down Windows dialog box
7 Windows Messenger iz] Enabling Windows Update Power Management to automatically wake up the system to install scheduled updates
Windows Mobility Center (i) Specify deadline before auto-restart for update installation

Windows PowerShell i| Configure auto-restart reminder notifications for updates
] Turn off auto-restart notifications for update installations

Windows Reliability Analy
=] Configure auto-restart required notification for updates

| Windows Remote Manage

Wi Borreii Sl ££] Do not allow update deferral policies to cause scans against Windows Update

2] Allow non-administrators to receive update ntifications

W WindcwsSancbox &| Specify Engaged restart transition and hotification schedule for updates
Windowe Sacurity ] Tum on Software Notifications
M Windows lipate 2] Allow Automatic Updates immediate installation
Legacy Policies ;i2) Turn on recommended updates via Automatic Updates
1 Manage end user expe i) No aute-restart with logged on users for scheduled automatic updates installations
Manage updates offer || :-| Re-prompt for restart with scheduled installations
1 Manage updates offer || -] Delay Restart for scheduled installations
Work Folders ££] Reschedule Automatic Updates scheduled installations
Al Settings £2] Configure auto-restart warning notifications schedule for updates
v §& User Configuration

Software Settings
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In addition to policies to avoid, Microsoft warns that administrators need to decide whether they want to use
Windows 11 or Windows 10 ADMX files on the Active Directory Central Store.
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Y ou finished reading the article "Micr osoft lists Windows 10 group policies that you should avoid touching"”
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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