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Microsoft hasjust patched a critical security holein
Windows 10 discovered in 2018

In Patch Tuesday released August 2020, Microsoft patched a vulnerability that allowed hackersto turn M Sl files
into Javafiles that could spread malicious code on Windows 10. And more importantly, maliciousfiles. This
harm retains the legal digital signature.

The vulnerability is codenamed CV E-2020-1464 and described by Microsoft as an impersonation flaw in the
way Windows authenticates digital signature files. An attacker who successfully exploits this vulnerability can
bypass security features and download malicious, malicious files into the system.

However, two security researchers Tal Be'ery and Peleg Hadar revealed that the vulnerability was reported to
Microsoft two years ago, on August 18, 2020. At that time, Microsoft announced it would not patch the
vulnerability.

VirusTota discovered that the Javafile contained malicious code in 2018, according to security researcher
Bernardo Quintero. back that they won't patch this flaw.

In January 2019, Quintero also announced more details about CV E-2020-1464. After checking the Javafile for
malicious code, he discovered that it was an M S| file appended to a Javafile. Although it has been modified,
Windows still considersthisfile to have avalid digital signature from Google, which you can see in the photo
below.
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Because some security solutions use digital signatures to determine whether the file has launch permissions,
hackers can use this technigue to bypass the security system. After that, they take control and cause
unpredictable damage to the victim.

After updating the patch for CVE-2020-1464, Windows 10 will remove the digital signature of M Sl filesif they
areturned into a Javafile containing malicious code. Y ou can compare the properties of a Javafile containing
malicious code on Windows 10 1909 and Windows 10 2004 (right) in the picture below.
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Hacker can aso add other filesto MSI file however only Javafile can be used to deploy malicious code.

Itisstill not clear why Microsoft refused to patch the vulnerability in 2018 but proceeded to fix it after two
years. Microsoft also does not recognize Quintero as the first to discover this vulnerability.

Y ou finished reading the article "Micr osoft hasjust patched a critical security holein Windows 10
discovered in 2018" edited by the TipsM ake team. We hope this article has provided you with many useful tech
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tips and tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.

© 2019 TipsMake.com



