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Microsoft Forefront TMG - TM G Storage 101

In thistutorial we will show you where Forefront TMG stores configuration settings and how Forefront TMG
saves a copy of the TMG configuration.

In this tutorial we will show you where Forefront TMG stores configuration settings and how For efront
TMG saves a copy of the TM G configuration in theinternal registry .

Before we begin to show you how Forefront TMG stores its configuration data, | want to show you a new
technigue used in Forefront TMG. There are two different terms that we need to familiarize:

o EMS (Enterprise Management Server)
e CSS (Configuration Storage Server)

EMS

Enterprise Management Server is a server used to manage TMG Enterprise Array or even a standalone server.
EMS must be installed on a member server that does not have other Forefront TMG services. Installation on the
Windows Domain Controller is also not supported. Y ou do not have to purchase the TMG registration for EMS
installed. If you are an experienced user with ISA Server 2006 Enterprise, then Forefront TMG EMS is amost
the same as the Configuration Storage Server (CSS) used in ISA Server 2006 Enterprise with a few other points.
With Forefront TMG, you can join or digoin into an array array after installing TMG. This allows the enterprise
configuration to be more flexible because you do not have to uninstall and reinstall the Forefront TMG Server to
join other TMG arrays. Y ou can also upgrade the Forefront TMG Standard version to Forefront TMG Enterprise
without reinstalling.

CSS

The Configuration Storage Server (CSS) isused for al internal TMG installations and provides storage space for
the TMG Server configuration. EveryForefront TMG server has an internal CSS. When the TMG Administrator
joins the server into a TMG Array, the internal TMG Server will use the Enterprise Management Server (EMS).
When Enterprise CSSis applied, internal CSS (AD-LDS instance) will be disabled.

Let'stake alook at installing the Active Directory Lightweight Directory service. The Forefront TMG Setup tool
will install Windows Server AD-LDS. AD-LDS will be used by Forefront TMG to store TMG configuration
data.
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Figure 1: Installed AD-LDS services

The ISASTGCTRL service is the AD-LDS service for the Windows AD-LDS instance. The Forefront TMG
storage service (ISASTG) isresponsible for storing TMG configuration in AD-LDS and in the internal Windows

registry.
Connect to the Forefront TM G configuration via ADSIEDIT

Because the AD-LDS instance uses the same directory structure as Active Directory, we can connect to the AD-
LDS instance through tools like the LDP ADSIEDIT and other LDAP tools. For example in this article, we will
use ADSIEDIT to connect to the AD-LDS instance. Launch ADSIEDIT and select CN = FPC2 as the CN,
specify the server name with port 2171, then you can connect to the data store of the AD-LDS instance.



Connection Settings ] El

Mame: I'I'I'-ﬂG-Sb::ragE

Path: |LDAP://TMG-EN:2171/CN=FPC2

— Connection Point
" Select or type a Distinguished Name or Naming Context:

| cu=FpPc2 |

" select a well known Naming Context:

IDefﬁuIt naming context j

— Computer
% Select or type a domain or server: {Server | Domain [:port])

| TMG-EN:2171 |

™ Default (Domain or server that you logged in to)
™ Use 55L-based Encryption

Advanced... | QK Cancel

Figure 2: Connection with AD-LDSvia ADSIEDIT
Asshown in the figure, you will see the entire Forefront TMG configuration.

Note : We can change and add entries in the TMG configuration through ADSIEDIT, but we do not recommend
using ADSIEDIT to change the settings, if you do not like the results of the changes. there.
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Figure 3: Configuring Forefront TMG in ADSIEDIT
Microsoft Forefront TMG Storage

During the installation of Forefront TMG, a service called Microsoft Forefront TMG Storage (ISASTG) will be
created to provide Forefront TMG configuration storage space and allow interaction with the internal registry
used to save the configuration. TMG locally.



Microsoft Forefront TMG Storage Properties (L -al Com x|

General | Log On | Hecnvequ Dependencies I

Service name:; ISASTG
Digplay name: Micrasoft Forefront TMG Storage

Description: Provides Forefront Threat Management Gateway — « |
orfiguration storage LI

Path to executable:
Program Files'Microsoft Forefront Threat Management Gatewayisastg exs”

Startup type: Automatic j

Help me configure service startup options.

Service status:  Started

Start | Stop | Fauze Hesume

“fou can specify the start parameters that apphy when you start the service
from here.

Shart paranetens: |

QK Cancel Spply

Figure 4: Forefront TMG storage (ISASTG)
ADAM _ISASTGCTRL

The AD-LDS instance will install a service called ADAM_ISASTGCTRL, which is the service used to control
the locally installed AD-LDS instance. This service will be stopped and set to start type DISABLED when the
Forefront TMG Enterprise Server joins an array managed by Forefront EMS.



ISASTGCTRL Properties (Local Computer) x|

General |Lng Dﬂl H.ecuvewl Dependendesl

Service name: ADAM ISASTGCTRL

Display name: ISASTGCTRL

Prcieing rxn LDS instance =]
Path to executable:
CAWindows System 32 dsamain .exe =n:|SASTGCTRL
Startup type: Automatic ;I
Help me configure service startup options.
Service status:  Started

Shart | Stop | Fatze Hezume

ou can specify the start parameters that apply when you start the service
from here.

Stark parameters: |

QK Cancel Apply

Figure 5: AD-LDS instance

AD-LDS database location

The Microsoft Forefront TMG AD-LDS instance is stored in the Forefront TMG installation directory in a
subdirectory called ADAMData.
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Figure 6: Location of AD-LDS database
Configure Forefront TM G in the Registry

The Forefront TMG configuration will be stored in the internal AD-LDS instance if Forefront TMG Server is a
standalone server or managed by alocal array. A copy of the Forefront TMG configuration is also stored in the
local registry under HKEY_LOCAL_MACHINE. Each time anew TMG configuration change is applied by the
Forefront TMG management interface, the local registry will also be updated. The Forefront TMG Storage
serviceisresponsible for this task.



&' Registry Editor
File Edit WView Favorites Help

=8 Computer Name | Type | Data
- | HKEY_CLASSES_ROGT 25 (Default) REG_SZ (value not sef)
- | HKEY_CURRENT_USER.
|_——_| HKEY _LOCAL MACHIME
. BCDOOOQO00

, COMPOMENTS

. HARDWARE

, IsaStg_Cache

- |, Isa5Stg_CacheArrPolicy
- || Attack-Detection

H- ConnectionLimitPolicy

&= 1y IPvG5ettings

----- ) LowLevelSettings

; PolicyRules

#- | RestrictedPorts

[ | WebProxy

- |, IsaStg_CacheArrProt

-1 IsaStg_CacheEntPolicies

----- . IsaStg_CacheEntProt

H- | IsaStg_Dynamic

{- | IsaStg Effi

t- |, IsaStg_EffiPolicy

t- |, IsaStg_EffiProt

H- | IsaStg EFF2
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Figure 7: Forefront TMG configuration in the registry
TMG services have been stopped (TM G Storage)
If you stop the Forefront TMG Storage service, the registry keys will be deleted and automatically re-created

after the service has been successfully restarted.

:: Registry Editor

Fie Edit Vew Favorites Help

= 8 Computer Name | Type | Data
) HKEY_CLASSES_ROOT ab) Mefault) REG_SZ (value not set)
#1- |, HKEY_CURRENT_LSER

SR HEY LOCAL_MACHINE
- L, BCDO0OOGO00
# J. COMPONENTS
#- |, HARDWARE

- J. SAM
SECURITY

- | SOFTWARE

& L SYSTEM

B || HKEY_USERS
31 |, HKEY_CURRENT_CONFIG

Figure 8: No Forefront TM G registry entries after the TMG storage service has been stopped



Join Array

If you decide to join the Forefront TMG server into an array managed by an EMS (Enterprise Management
Server), it is possible without canceling and reinstalling Forefront TMG. Launch the TMG Management console
and start the Join Array Wizard.

Join Array Wizard ] ]

Amay Membership Type
Select the type of amay this Forefront TMG server will join.

Array options:

%' Join an array managed by an EMS server,

{~ Join a standalone array managed by a designated array member (array manager).

< Back Mext = Cancel

Figure 9: Join an array managed by an EMS Server
During the join of the TMG EMS, the local ISASTGCTRL service will be stopped and disabled.
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Figure 10: The ADAM ISASTGCTRL serviceisdisabled

Conclude

In this tutorial we introduced you to where Forefront TMG saves Forefront TMG configuration settings.
Forefront TMG Standard and Enterprise use AD-LDS to save the configuration but copy the TMG configuration
stored in the local registry. If the Forefront TMG Enterprise Server joins an array managed by an EM S, the local
AD-LDS instance (controlled by the ISASTRGCTRL service) will be disabled.

Y ou finished reading the article "Microsoft Forefront TMG - TM G Storage 101" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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