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M icrosoft Forefront TM G - Publish RD Web Access
using RD Gateway (Part 2)

In the second part of this article series, | will show you how to publish Remote Desktop Web Access with the
Remote Desktop Gateway via Microsoft Forefront TMG.

In the second part of thisarticle series, | will show you how to publish Remote Desktop Web Access with
the Remote Desktop Gateway via Microsoft Forefront TMG.
[#RelatedNews (7) #]

In part one, | showed you the configuration of the RD Web Access and RD Desktop Gateway services and in
this section we will introduce how to publish RD Web Access with Forefront TMG and how to access RD Web
Access viaaWindows 7 client.

The article assumes that the Remote desktop Session Host feature is properly installed and configured, so we
only need to install and configure the Remote Desktop Web Access and Remote Desktop Gateway components.

First, we need to issue a certificate named webmail.trainer.de. This name will be used by clientsin the Internet to
access the RD Web Access or RD Gateway service.
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Figure 1: Import the Webserver certificate for TMG publishing

The next step is to create a Webserver or Exchange Web client publishing rule. You can use both publishing
rules.
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Figure 2: Create a new Web publishing rule
Select Allow as the rule's action.
Select Publish a single Website or Load Balancer

Use SSL to connect to the Published Web server and enter the internal Hostname of the server you want to
publish.



New Web Publishing Rule Wizard N x|

Internal Publishing Details
Specify the internal name of the Web site you are publishing.

Internal site name: | trainer-de. trainer.intern|

The internal site name is the name of the Web site you are publishing as it appears internally.
Typically, this is the name internal users type into their browsers to reach the Web site,

e The internal site name must match the common or subject alternative name
' ! {SAN) on the certificate bound on the Web site that you are publishing.

If Forefront TMG cannot resolve the internal site name, Forefront TMG can connect using the
computer name or IP address of the server hosting the site,

[ Use a computer name or IP address to connect to the published server

Computer name or IP address: | Browses ., |
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Figure 3: Enter the site nameinside

Y ou can restrict access from clients to certain paths, with RD Gateway access you need to alow path / RPC / *,
the path used by RPC via HTTPS proxy service. After the wizard has finished, we must change the publishing
rule to aso allow accessto the/ RDWEB / * path, which will be used by the RD Web Access feature.
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Internal Publishing Details

Specify the internal path and publishing options of the published Web site. You
can publish the entire Web site, or limit access to a spedified folder.

Enter the name of the file or folder you want to publish, To incude all files and subfolders
within a folder use /=, Example; folder/*.

Path (optional): | rPC/H
Based on your selection, the following Web site will be published:
Web site: I https:/firainer-dc. trainer.intern/RPC,*

™ Forward the original host header instead of the actual one spedfied in the Internal site
name field on the previous page
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Figure 4. Select the / RPC path to publish

Now we have to enter the public Hosthame used to access the published server from the Internet.
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Public Name Details

Specify the public domain name (FQDM) or IP address users will type to reach the
published site,

Accept requests for: IThis domain name {type below): j
Only requests for this public name or IP address will be forwarded to the published site.

Public name: | webmail. trainer. de|

Example: www.contoso, com

Path (optional): | MRPC/*

Based on your selections, requests sent to this site (host header value) will be accepted:

Site: http:ffwebmall. trainer .de fRPC=
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Figure 5: Enter the public Hostname

Next we need to create a new Web listener for RD access. Since we want to use SSL Bridging, select Require
SS. Secured Connections With Clients . If there is only one IP address bound for the externa interface on
Forefront TMG, you do not need to change the Listener IP address. If there are multiple 1P addresses for
Forefront TMG's NIC interface, it is possible to select the 1P address you want to use to publish the RD server.
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Figure 6: Select Web listener

Now it's time to select the certificate that will be tied to the Web listener. Select webmail.trainer.de certificate

New Web Listener Definition Wizard x|

Listener SSL Certificates
Select a cerfficate for each IF address, or specify a single certficate for this Web
listener.

& Use a single cerificate for this Web Listener
I'nebmail trainer.de | Select Certfficate... I
€ Assign a certficate for each |P address

IF Address Network Server  Certfiicate |

21221210111 Extemnal Virtual IP

Select Ceriizate,

= Back Mext = Cancel

Figure 7: Use the Webmail .trainer.de certificate



The authentication method is HTTP Integrated Authentication with Active Directory.

x
Authentication Settings
Select how clients will authenticate to Forefront TMG, and how Forefront TMG will
validate their credentials.

Select how clients will provide credentials to Forefront TMG:
|HTTP Authentication 4|

[ Basic [" Digest ¥ Integrated

Select how Forefront TMG will validate client credentials:

f* Windows (Active Diractory)  FapUs OTE
1 LDAR [dctive Directon] = H5& Secull
£ FabUs
< Back Mea > Cancel

Figure 8: Select HTTP as the authentication method

Authentication authorization method is Kerberos constrained delegation (KCD). We must also enter the correct
Service Principal Name (SPN). The SPN for this lab environment is HOST / trainer-dc.trainer.intern.



New Web Publishing Rule Wizard ll

Authentication Delegation
Authentication delegation is the method Forefront TMG uses to authenticate the
session it opens with the published site,

Select the method used by Forefront TMG to authenticate to the published Web server:

Kerberos constrained delegation ﬂ

—Description
Forefront TMG is trusted to authenticate on behalf of the user using Kerberos. Active
Directory must be configured to trust the Forefront TMG computers used for
authentication delegation, and the Web server must be configured to accept Kerberos
authentication. If the Web server is 115, then it must be configured to accept Integrated
authentication.

Type the Service Principal Mame {SPM) used by Forefront TMG for Kerberos constrained
delegation:

| host/trainer-dc., trainer intern|

‘You may need to add this SPM to Active Directory.
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Figure 9: Select KCD and enter SPN
The rule appliesto all authenticated users.

Click Finish . You will see an additional message stating that you must configure the TMG Server to alow
authorization for RD server.

& For Kerberos constrained delegation to work, you must configure
! Active Directory to allow Forefront TMG to delegate
authentication to the selected service prindpal names {SPM).

Ok

Figure 10: Notice for additional KCD configuration

Click Apply.

After the configuration changes take effect, we must change the publishing rule to allow access to the sub-path /
RDWEB / *, the path used by the RD Web Access feature.
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This rule applies to requests for these extemal paths. Before
forwarding a request, Forefrort TMG modifies the extemal path and
maps it to the comesponding intemal path on the Web server.

Add...

Remoye

Faths must be distinct from each other. A path cannot be a prefic of
another path. This is true for extemal and intemal paths.

Example: /pathA"~ and /pathB/~ are distinct extemal and intemal
paths,

Test Rule oK Cancel Apphy

Figure 11: Add the path / RDWEB as an additional path

Asafinal step, we must configure the Trust for Delegation settings. Open Active Directory Computer and Users
Snap In on a Domain Controller and navigate to the Computer account of Forefront TMG Server, select the
delegation tab, select Advanced and select Server with RD services and choose Host as the service type.
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_ Standort | Vewshstvon | Objekt | Sicherhet | Enwahlen | Attribut-Edtor
Allgemein I Betrichssystem I Mitglied von Delegiening | Kennwortreplikcation

Die Delegierung solte varsichtig angewendet werden, da sie Diensten
emoglicht, Yorgange im Mamen anderer Benutzer auszufihren.

{” Computer bei Delegierungen nicht vertrausn
" Computer bei Delegierungen aller Dienste vertrauen jnur Kerberos)
{* Computer bei Delegierungen angegebener Dienste vertrauen

" Nur Kerberos verwenden

{* Beliebiges Authentfizienungsprotakoll verwenden

Dienste, fur die dieses Konto delegierte Anmeldeinformationen
verwenden kann:

Diensttyp | Benutzer oder Computer | Port
HOST TRAINER-DC trainer intem
HOST TRAINER-DC
1] | |
W Erwsitert Hinzuflgen... | Entfemen
OK | Abbrechen | Ubemehmen Hilfe

Figure 12: Trust RD Gateway for Kerberos Delegation

Configuring Forefront TMG is finished, we can now configure the Windows 7 client in the Internet to receive
RD Gateway and RD Web Access.

Launch the Remote Desktop connection utility (MSTSC.EXE) and enter the public domain name as the name of
the computer you want to connect to.
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| Remote Desktop
~>¢) Connection

General |Di3|:|la_lrll analﬂesnurcesl F"rn:gramsl Experence | Advanced

— Logonh settings
FLL' Enter the name af the remate computer.

Lt
Computer: webmail.trainer. de j

Idzer name: I

iou will be azked for credentials when you connect,

[ Allove me to save credentials

— Connection zettings

. Save the cument connection settings to an RDP file or open a
I' zaved connection,

Save Save ba | Opet... |

ks thin:lnsl Connect | Help

Figure 13: Connection to public hostname

Click Advanced and settings in the Connect from anywhere section
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Remote Desktop
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— Semwver authentication

¥—1 Server authentication vernfies that you are conneching to the
= intended remote computer. The strenagth of the verification
required to connect iz determined by pour spsten securiby

policy.

If zerver authentication fails:

I"-.-\-’arn e vI

Wwhhat are my server authentication aptions?

— Connect from anywhere

‘=~ Dptiohs | Connect Help

Figure 14: Connect from anywhere

Specify the RD Gateway settings and similar to the RD Gateway Server, enter the name of the internal Server
with the RD Gateway role installed. Make sure that the Bypass RD Gateway Server for local access dialog box is
checked.
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— Connection settings

 Automatically detect RD Gateway server settings

% lszethese D Gateway server settings:

Server name: ITMG.trainer.intern

Logat methad: Iﬁhsk for pazzword [MTLK] j

¥ Bupass RD Gateway server for local addresses

" Do not uze an BD Gateway server

— Logan settings
Llzer name: MHone zpecitied

“ou will be asked for credentials when pou connect to this BD
Gateway zerver.

¥ Usemy RD Gateway credentials for the remote computer

Wehat iz an BD Gateway gerver and how do | know if | need one?

k. Cancel

Figure 15: Enter the RD Gateway INTERNAL Server name

Now create a connection to the RD Gateway Server. If the connection is successful, you will see another iconin
the Remote Desktop console, indicating that you connect viathe RD Gateway service.

trainer-dc.trainer.intern

Figure 16: Connecting viaHTTPS to the RD Gateway service

If you are the administrator of the RD Gateway server, you can also check connections from the client to the RD
Gateway using the RD Gateway Manager console below the Monitoring button as you see in the figure below.
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Figure 17: Check the connection with the RD Gateway manager

Now open this website from the Windows 7 client and you will have access to RD Web Access after successful
authentication. Depending on the RD Web Access and RD RemoteApp settings that you can access the
application viathe web interface, access will be tunneled through the RD Gateway service.
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Figure 18: RD Web Access via Internet
Conclude

In this article, | have shown you how to publish the RD Gateway service and the RD Web Access feature with
the help of Microsoft Forefront TMG, and also showed you how to access the RD service. Gateway with Remote
Desktop client and how to access RD Web Access with the web browser on the client.

Y ou finished reading the article "Micr osoft Forefront TM G - Publish RD Web Access using RD Gateway
(Part 2)" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.

© 2019 TipsMake.com


https://tipsmake.com

