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Microsoft Forefront TMG - Forefront TM G SDK

Inthisarticle, I will show you how to use the Forefront TMG SDK tools to expand Forefront TMG functionality
and some of the information that the SDK provides.

In this article, | will show you how to use the Forefront TMG SDK tools to expand Forefront TMG functions
and some information that the SDK provides about Forefront TMG work. .

Forefront TMG 2010 SDK includes libraries, tools, templates, and documents to help developers and system
administrators deploy, configure, customize, and expand their Forefront TMG environment . Y ou can download
Forefront TMG SDK for free from here.

There are many tools that you can download but we will look through some important tools. Let's start with
ADAM Sitesfor Forefront TMG Enterprise.

ADAM Sitestool for Forefront TM G Enterprise

The ADAM Sites tool is used to define AD-LDS (Active Directory Lightweight Directory Service) sites for the
purpose of controlling traffic between Forefront TMG Enterprise Management Server (EMS). The Enterprise
Management Server is the server used to manage the TMG Enterprise Array or it can even be a standalone
server. The Forefront TMG uses EM S will receive the configuration from this EMS server. By default, the EMS
server is not aware of the site, so if you have multiple EMS servers in multiple locations, there is no way to
control the replication interval and the costs used by the federation. This link. The ADAM Sites tool allows you
to define AD-LDS site links, combining costs and replication time intervals between these links. Before you can
use the ADAM Sites tool, you need to copy the ADAMSTESEXE file to the Forefront TMG installation
directory. The following figure shows the command line options of ADAM Sites.
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Figure 1: ADAMSITES tool
Auto Discovery Configuration

Auto-Discovery Configuration can be used to configure Active Directory with a marker key that points to your
Forefront TMG server. This marker key is used by the TMG client (formerly the Firewall client) to locate the
Forefront TMG server and connect to it. Thisisacompletely different and safer method than using DHCP/ DNS
in finding Forefront TMG servers. If no marker for the Active Directory key is found, the Forefront TMG client
will return to using DHCP / DNS to find the Forefront TMG server.

= Admimstrator command prompt.

C:“Program Files “Microsoft Porefront THG Tools“AdConf ig>TmgAdConfig.exe f"'."
ont THG Auto-Discovery Configuration Tool
TngAdConf ig.exe add -sit ite-name?> —~type winsock —url < vice
TmgAdConfig.exe add -default —type winsock -url vice—url> [-F]

Ty Fig 2 del —site <site-name’?> —-type winsock
TmghdConf ig. del —default -type win k

TmgRdConf ig §1 [ 1 ite [<{site-name>]1]

site Hy-Site.

Figure 2: TMG Auto-Discover Tool



Cache Directory

Using Cache Directory can view the cache contents in real time, save the current cache information to the file
and mark the obsolete items that should not be stored in the cache. Cachedir utility in our opinion is the most
desirable utility from the Forefront TMG SDK and is also available in the previous ISA Server version. Before
you can use this Cachedir tool, you need to copy the CACHEDIR.EXE file to the Forefront TMG installation

directory.
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Figure 3: CacheDir Tool
CertTool

Certtool for TMG is only required when you use Forefront TMG Enterprise in a workgroup environment. In a
workgroup environment, TMG servers communicate with each other using certificates. Certtool makesit easy to
enforce installation or replace certificates in Forefront TMG. Before using Certtool for TMG, you need to copy
the ISACERTTOOL.EXE file to the Forefront TMG installation directory.
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Figure 4: 1SACerttool
DNS Cache

Using the DNS Cache on the Forefront TMG server can display the contents of the Domain Name System
(DNS) cache and delete entries in the DNS cache. For example, Forefront TMG clients use Forefront TMG DNS
settings for name resolution, and Secure NAT clients use local DNS settings to resolve names. In some cases it
may be necessary to delete the DNS Cache settings on Forefront TMG.



Note : Deleting the DNS cache on the TMG server with the IPCONFIG / FLUSHDNS command will only delete
the DNS Cache from the DNS client resolver.

To be able to use the DNS Cache tool, copy the DNSTOOLS.EXE file to the Forefront TMG installation
directory.

=+ Administrator: Command Prompt
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Figure 5: TMG DNSCache Tool
EE Single Server Conversion

Using this tool (EESingleServerConversion.exe) can help you switch from an independent server running ISA
Server 2004 Enterprise Edition or ISA Server 2006 Enterprise Edition to Forefront TMG also in standalone
mode. Before importing the configuration of I1SA Server Enterprise into Forefront TMG Enterprise in standalone
mode, Standalone Mode, you must convert other XML settings from the export format of the ISA Server into a
readable format for importing the configuration into Forefront TMG Enterprise. After installing this converter
and copying the ISA Enterprise configuration file to the Forefront TMG server, open the command prompt and
enter the command with the source and target XML file as shown in the figure below.

v Administrator: Command Prompt

B
1t THG ToolswEESingleS \.'l.'.rl]ulwuv::i:m"JFEI

on.exe s 4source HHL file} -t <target XHL File> [~
“u Run verhoze.

C:s\Program Files (x86>“\Microsoft Forefront THG Tool SingleServerConversion’

Figure 6: 1ISA to TMG Single Server conversion tool



This command will convert the ISA Server Enterprise configuration file to the supported format on Forefront

TMG Enterprise independently.

M SDEToT ext

The MSDEtoText tool can be used to convert Forefront TMG SQL Express Server logs into a text file, or to
display their contents so the screen. You can use the MSDEtoText utility with ISA Server 200x and Forefront

TMG. The following figure shows the syntax of the M SDEtoText tool.

Windows Script Host

Usage:
CScript MSDEToText, vbs ProductVersion DataBase Table [QutputFile]

Productyersion -ISA or TMG version. Possible values:
2006 (ISA 2006)
TMG (Forefront TMG)
DataBase - The file name of the MSDE database without the mdf

extension
Table - The type of log. Possible values:
WebProxyLog
FirewallLog

CutputFile - The name of the output file

X

Ok

Figure 7: MSDE to Text conversion tool

The figure below shows an example of exporting the Firewall log file.

IC:sProgram Files (xBé)“\Microsoft Forefront THG Tools“MEDEToText>

Figure 8: An example of an MSDE to Text converter



Remote Access Quarantine

Forefront TMG also supports the Remote Access Quarantine service, the service used in ISA Server 200x, to
quarantine VPN clients connected to ISA Server. You should use NAP (Network Access Protection) of
Windows Server 2008 in combination with Forefront TMG, which allows you to more easily and flexibly
configure RQS components from the TMG SDK.

Windows Script Host X

Remote Access Quarantine Service configuration utility
for Microsoft Forefront Threat Management Gateway

Usage:
To configure: cscript ConfigureRQS. vbs finstall AllowedSet
To remove: cscript ConfigureRQS.vbs fremove

Motes:
* AllowedSet contains version strings separated by 0.

Examples:
cscript ConfigureRQS.vbs finstall Key1\0Key2

Ok

Figure 9: RQS tool
RSA Test Authentication

The RSA Test Authentication utility can be used to verify that a computer running Forefront TMG can
authenticate to a computer running RSA Authentication Manager. To use the RSA Test Authentication utility,
copy the SDTEST.EXE and SDUI.DLL filesto the Forefront TMG installation directory.
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Figure 10: RSA SecurlD Authentication tool

Upgrade the Security Configuration Wizard (SCW) for Forefront TMG Standard and Enterprise
versions

Windows Server 2008 and Windows Server 2008R2 have integrated a tool called the Security Configuration
Wizard (SCW). Thistool can be used to ssimplify the task of "hardening” the underlying operating system during
preparation of deploying Forefront TMG. The SCW will create a policy to configure services, registry settings,
authentication policies, and . based on the roles and features installed. By default, SCW does not know that
Forefront TMG isinstalled. The Forefront TMG SDK comes with an extension of SCW.

There are two files to be copied into the WindowsSecurityM sscwkbs fol der:
e SCW_TMG_W2K8R2_SP0.XML
e SCW_TMGEMS W2K8R2 SPO.XML

Then open the command prompt and enter the following command: scwemd register / kbname: TMG
/kbfile: SCW_TMG_W2K8R2_SP0.xml



Administrator: Command Prompt

Figure 11: TMG SCW tool

Then create a new Security policy and the SCW will see the rolesinstalled on the Forefront TMG server.

x

Select Server Roles l_j ‘
These server roles are used to enable services and open ports. A server can perform multiple = Al
roles, &8

View: |[installed roles |

Select the server roles that the selected server performs:

I~ [+ Distributed Transactions

File Server

rd Microsoft Forefront Threat Management Gateway (TMG)

Description: Microsoft Forefront TMG is an extensible firewall and Web proxy server,
providing policy-based traffic control between multiple networks,

Required services: Microsoft Forefront TMG Storage, ISASTGCTRL, Microsoft Forefront
TMG Contral, Microsoft Forefront TMG Managed Control, Microsoft Firewall, Microsoft
Farefront TMG Job Scheduler, SQL Server (M3FW), SQL Server (ISARS), SQL Server
Reporting Services (ISARS)

Required roles: Core, Security and Network, Microsoft Metworking Client, Time
Synchronization, DNS Client, Windows Update, WINS dlient

[~ [+ MicrosoftisSCSI Initiator Service
[ [ Middle-tier Apolication Server (COM-+H/DTC) _."_J

Learn more about server roles,

Figure 12: SCW with the TMG role
Forefront TM G 2010 SDK

Forefront TMG SDK has a useful ISASDK.CHM file, which contains a lot of technical information about
Forefront TMG and some examples to develop Application and Web filtersin Forefront TMG.

ISASDK.CHM



The ISASADK.CHM file contains information about the Forefront TM G architecture and its subsystems, as well
as some example code that helps configure and extend programming capabilities for Forefront TMG.
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Figure 13: Support documentation of TMG SDK

Samples/ Admin directory

Forefront TMG Array Examples

property to return the name of an individual server.

Dim root As Mew FPCLib.FPC

Dim serverdame As String

Dim arrayl As FPCArray

set arrayl = root.Aarrays(i)
Serveriome = arrayl.servers(l).Name
MsgBox serverlame

The following code retrieves the name of the
containing array by using the GetContainingArray
method.

Dim root As Mew FPCLib.FPC

pim currentArray As String

curreéntarray = root.GetContainingarray. Name
MsgBox currentArray

Build date: 11/30/2005

|»

There are many useful VBS scripts in the samples / Admin directory installed by the Forefront TMG SDK
installation routine. In this article, we will show you two examples. The first scenario is HT TPFilteconfig.vbs,
the script can be used to import or export HTTP filter settings from afirewall policy policy.

ront THG Tools“EDKuzamples“Admin3

ion 5.8
All rights reserved.

sage:
httpfilterconfig.vhs Action RuleName FileName

Action:

export — Exports the HITP Filter configuration From the specified policy rul

import — Inmpo z the HITPF Filter configuration to the = ied policy rule.

C:sProgram Piles (xB86>-\Hicrosoft Porefront THG Toolz \SDHszamples“fidminZ_

Figure 14: TMG SDK sample script to export HTTP Filter



Another script is called ActiveSession.vbs, which gives you an overview of the current connection sessions on
Forefront TMG.

Figure 15: TMG SDK sample script to display Active Session

Y ou finished reading the article "Micr osoft Forefront TM G - Forefront TM G SDK" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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