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M eta tracing the wher eabouts of the man who
created mor e than 39,000 phishing websites
targeting Facebook, Instagram and WhatsApp users

Meta has just issued an urgent notice to track down the identity of a group of hackers who are said to have
created atotal of 39,000 fake websites, in order to carry out alarge-scale login-stealing phishing campaign
against the Internet. users of the Facebook, Instagram and WhatsApp platforms around the world.

Necessary legal action was also taken by the company on Monday, including alawsuit filed with US federal law
enforcement agencies. According to Meta's preliminary investigation, the malicious activity of this hacker group
has been deployed since 2019. In which, they have created more than 39,000 fake websites to copy the
company's services, all of which are all designed to trick Facebook, Instagram and WhatsApp usersinto
providing their login information.

For the phishing operation to work, the hackers used arelay service called Ngrok. This service helps send
internet traffic to fake login pages that hackers create, while hiding their identities and locations. Starting this
past March, Meta worked with forwarding service Ngrok to suspend "thousands" of URL s associated with this
phishing campaign.

Also in the complaint, Meta a'so mentioned copyright infringement. The hackers used the company's logo and
trademarked name on fake login pages to deceive users.

Infact, thisis not the first time legal actions have been taken by Meta to warn and prevent a phishing campaign.
In 2019 and 2020, Meta also filed lawsuits against OnlineNIC and Namecheap, two domain name management
companies that allowed cybersguatters to claim potentially confusing domains like instagrambusi nesshelp.com
and whatsappdownload.site.
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Y ou finished reading the article "M eta tracing the wher eabouts of the man who created more than 39,000
phishing websites tar geting Facebook, I nstagram and WhatsApp users' edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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