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Managing certificatesin Exchange - Part 2

In this section we will introduce the requirements that need to be considered when working with certificates.

Managing certificates in Exchange - Part 1
IIse Van Criekinge

Network Administration - In this section we will introduce the requirements that need to be considered when
working with certificates.

Introduce

Certificates can be used to encrypt communication data streams between two end points, which can be clients
and servers. They are also used by endpoints to authenticate themselves. There are several components in
Exchange 2007 that rely on certificates for encryption and authentication. In the first part of this article series, |
talked about an overview of Exchange components that use their certificates and their uses. In addition, the first
part also introduces some features of the default self-signed certificate. In Part 2 of this series, we will introduce
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the requirements of a certificate you need to know when working with them. To conclude, in part three of this
article series, |1 will give you a closer look at the Exchange Management Shell commands used to create,

manage, and delete Exchange certificates.
How to trust the self-signed certificate?

As introduced in part 1 of this series, it is possible to configure Exchange to use a self-signed certificate for
internal scenarios. To ensure that your clients do not encounter any security warning messages when connecting
to the Exchange 2007 Client Access server, you need to make the user trust the self-signed certificate.
Remember, it is not an absolute perfect idea to educate users to remove security warnings! Figure 1 shows that
the Self-Signed certificate is not trusted when using Outlook Web Access.

x

General | Details | Certification Path |

'ﬂ'ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  webmail.proexchange. global

Issued by: webmail proexchange. global

Valid from 2/12/2008 to 2/12/2009

Install Certificate. .. Jssuer Statement

Learn more about certificates

Figure 1: Self-signed certificate is not trusted

There are several methods to ensure that a user who recognizes a self-signed certificate is a trusted certificate.
However, we will only introduce one method, which is the method that does not require any action from the user
itself and this method publishes a self-signed certificate using Group Policies. Note, however, that you still need
to repeat this action every time you renew the self-signed certificate!



Export self-signed certificate

To export a self-signed certificate, you can use the Export-ExchangeCertificate command. Since this command
will group the private key automatically, you need to define the password, you can see the example we did in
Figure 2. Note that you can only export the self-signed certificate if marked a certificate to obtain a private key
with export capability (see introduction in section 1).

: AFGEFE493DACDADG21F771CB3
ed : True : ;
- IMAP, POP, IIS. SMTP

ficate -Thumbj t AFAE JGD621F 7171CB3
Path c:\Sel xport.Pf;

Figure 2: Export certificate
Publish the certificate asa trusted certificate through Group Policy

You can publish an exported certificate in the user's persona repository using Group Policy. In the example
below, we used the Group Policy Management interface to create a new policy and apply it to the domain
(Figure 3).
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Figure 3: Creating and linking a new GPO to the domain

We call the new GPO Trust Self Signed Certificate and do not use any Source Starter GPO (Figure 4).
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Mame:
ITrust Self Signed Certfficate]

Source Starter GPO:;

I{nnne} j

oK Cancel

Figure 4. Name of the new GPO

Because we want to import an exported self-signed certificate, go to User Configuration, Policies, Windows
Settings, Public Key Policies, and right-click Trusted People to launch the Certificate Import Wizard (see Figure

5).
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Figure 5: Launch the Certificate Import Wizard

Specify the previously created file by running Export-ExchangeCertificate, and click Next (Figure 6).



Certificate Import Wizard ) x|

File to Import
Spedfy the file you want to import.

File name:

I V\EX 2007EE\c$\5elfSignedExport. pfx| Browse. .. |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)
Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

< Back I Mext = I Cancel

Figure 6: Select File to Import

Next, enter the password that was used to export the private key, then click Next to continue (Figure 7).



Certificate Import Wizard '

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

I™ | Enablestromg private hey protection. You wil be prompted every bime the
private key is used by an application if wau eqable this option,

[~ Mark this key as exportable. This wil allow you to back up or transport your
keys at a later time.

¥ Indude all extended properties.

Learn more about protecting private keys

< Back Mext = Cancel

Figure 7: Typing the password used to protect the private key

The certificate store will be set to Personal Store, click Next to continue (Figure 8).
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Figure 8: Select where to store the certificate

To finish, click Finish after reviewing the settings (Figure 9).
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Figure 9: Complete the Certificate Import Wizard

The Certificate Import Wizard will tell you that the import process has been successfully performed. When you
click OK and import is done, Group Policy is now ready for you to use (Figure 10).

Certificate Import Wizard x|

| The import was successful,

‘ 84 I

Figure 10: The import process is successful

The next time the user logs in to the domain, or refreshes the group policy, then the self-signed certificate will be
trusted. Y ou can see when increasing access to Outlook Web Access (Figure 11).
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General |DE13iIs | certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):
*» Ensures the identity of a remote computer

Issued to: webmail.proexchange. glabal

Issued by: webmail.proexchange. global

Valid from 2/12/2008 to 2/12/2009

Install Certificate...| Issuer Skatement

8.8

Figure 11: Self-signed certificate has been trusted
Get a certificate from a public assessor

Although Exchange 2007 has the ability to create a self-signed certificate during the installation process, you can
enable clients to trust it, but keep in mind what was introduced in part one:

1. Self-signed certificates are only valid for one year
2. The self-signed certificate is only trusted by itsissuer
3. Self-signed certificates are not supported for Outlook Anywhere without Exchange ActiveSync

So you need to get a certificate from the appraiser. You can deploy your own certification authority or get a
certificate from a public assessor. The second way is advised by Microsoft in the following situations:

e Access external clientsto Exchange (POP, IMAP, Outlook Web Access, Outlook Anywhere, Exchange

ActiveSync, Autodiscover)
e If you want to install Domain security with partner organizations



If you get a certificate from a public certificate authority, you will take a lot of hassle in letting the certificate
authority recognize a certificate trusted by clients that have not yet entered the domain, and the The partner
organization wants to configure domain security for the Exchange environment.

Microsoft has published an article titled Unified Communications Certificate Partners for Exchange 2007 and for
Communications Server 2007, which provides a list of Unified Communications Certificates issued certificates
for Microsoft Exchange and for Communications Server 2007. , can be used to deploy Domain Security features.

What isa public certification examiner?

A public certificate authority is a certificate issuer trusted by all mainstream browsers and applications. When
deciding to get a certificate from an appraiser, you need to consider whether the public certification authority is
trusted by al the applications you will use and see if it can allow you to get a certificate. only you need (mention
name, valid date and, .)

Namein a certificate

Observe a certificate and why a certificate is not acceptable to be used for encryption and authentication by
Exchange, it is encapsulated into one of the following reasons:

1. The security certificate must be issued by atrusted certificate authority;

2. The security certificate must not be revoked by the reviewer who issued it;

3. The security certificate must not expire;

4. The security certificate comes with a name that does not match the expected name.

Although some applications such as Outlook Web Access allow you to use a certificate that is not even issued by
a trusted appraiser or a security certificate that has been issued to a different website address, the user remains
Don't ignore these warnings because it's amost like someone or some process wants to attack you or block your
data (Figure 12).
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Figure 12: Security certificate warning

Outlook Anywhere and Exchange ActiveSync will not work if there is a problem with the certificate (Figure 13).



% There is a problem with the proxy server's security certificate,
®a¥ The name on the security certificate is invalid or does not match
= the name of the target site webmail proexchanae.global,

Cutlook is unable to connect to the praxy server, (Error Code 10)

Ok |

Figure 13: Outlook Anywhere fails when connecting because the name of the security certificate does not
correspond to the name of the target site.

We have to consider the names you need for a security certificate for your Client Access server:

NetBl1OS name of Client Access server;

Full Qualified Domain Name of Client Access server

Autodiscover domain of Exchange organization

The name is used to publish Outlook Web Access, Outlook Anywhere, Exchange ActiveSync, Pop, or
IMAP to other external computers.

The names you need for a security certificate for the Hub / Edge Transport server:

e Fully Qualified Domain Name
¢ All domains are accepted in the Exchange organization.

And with the Unified Messaging server, you only need Fully Qualified Domain Name of the Unified Messaging
server role.

Example situation

Imagine you have an environment as shown in Figure 14 below.

Edge

MBX+CASFHUB

FroExchange. Global
ProExchange.Omz and BelgianBeers. Rock




Figure 14: An example Exchange organization

In this Exchange environment, you will publish both Outlook Web Access and Outlook Anywhere using the |SA
server located at the DMZ. Mails sent to and from the organization will go through the Exchange Edge server
role, also placed in the DMZ. Your Exchange organization has two domains that are responsible for it:
ProExchange.Global and BelgianBeers.Rock. You have agreed to configure Domain Security between your
Exchange organization and one of your partner organizations Sunshine.Edu. EdgeSync is configured to create a
copy of your configuration and recipient information into the Edge server. Y ou will obtain two certificates from
a public CA, one to publish Outlook Web Access and Outlook Anywhere and one to establish domain security
between the Exchange organization and Sunhine.Edu.

Table 1 lists the Exchange servers that exist in this Exchange environment and their roles.
FQDN Exchange Server

Therole hasbeen installed

Edge.ProExchange.dmz

Edge Server role

Ex2007EE.ProExchange.Global

Mailbox + Client Access + Hub Transport server role

Ex2007SE.ProExchange.Global

Unified Messaging role server

Table1

Look closely at your Exchange organization showing the URLSs listed in Table 2 that have been used externally
and internally by users who connect to their mailbox.

Connecting to

Connect usngHTTP (s)
Connect with RPC
Outlook Web Access

https://webmail .proexchange.global
https.//webmail .bel gianbeers.rock

https://Ex2007EE.proexchange.global
Outlook Anywhere

https://webmail.proexchange.global



https.//Ex2007EE.proexchange.global

Free and Busy information
https://webmail.proexchange.global/EWS/Exchange.asmx
https.//Ex2007EE.proexchange.global/EWS/Exchange.asmx
Download OAB

http://webmail.proexchange.global/OAB
http://Ex2007EE.proexchange.global/OAB

Change Unified Messaging settings
https.//webmail.proexchange.global/UnifiedM essaging/Service.asmx
https://Ex2007EE.proexchange.global UnifiedMessaging / Service.asmx
Autodiscover

https:.//autodi scover.proexchange.gl obal/autodi scover/autodi scover.xml
https: //autodiscover.bel gianbeers.rock/autodi scover/autodiscover.xml

https.//Ex2007EE.proexchange.global/Autodi scover/autodiscover.xml
Table2: URLS

These URLs are also retrieved and changed using the Exchange Management Shell. Figure 15 shows the
command to retrieve the URLSs provided by Exchange Web service Autodiscover for Microsoft Office Outlook
2007 clients.



B rachine: Ex2007 | ScopeProbuchangeGlobal

[PS] C:\>Get l'!n:':l:iSJ.':r'-.-ir.'n::'.-'.‘."ir'lu.|l[}ir-:r::1|::-r'-J- | fl server,=url

: EH

K er
InternalNLBBypassUrl : hittp
das

InternalUrl

Externallrl

er 1 EX2¢
alUrl : ht /
alUrl : http://web

[PS] C:\»Get-UnVirtualDirectory | fl server,=url

: EX2007EL
: hitty 08 7ee. proexchange . global /UnifiedMHe

ebmail .proexchange.global /Unifie

Figure 15: Configuration settings for InteralUrl and External Url
Table 3 lists the records that are registered in DNS
Name

Type

Data

Autodiscover.ProExchange.Global

Alias 7?2(CNAME)

Webmail.ProExchange.Global
Autodiscover.BelgianBeers.Rock

Alias 72(CNAME)

Webmail.BelgianBeers.Rock
Webmail.ProExchange.Global

Host (A)

External IP ISA Server

rssaging/Servi

ging/Servic




Webmail.BelgianBeers.Rock
Host (A)

External IP ISA Server
ProExchange.Global

Mail Exchanger (M X)

[10] Edge.ProExchange.Dmz
BelgianBeers.Rock

Mail Exchanger (MX)

[10] Edge.ProExchange.Dmz
Edge.ProExchange.Dmz

Host (A)

External 1P Edge Server
Ex2007SE.ProExchange.Global
Host (A)

10.10.10.102
Ex2007EE.ProExchange.Global
Host (A)

10.10.10.101

Table 3: Logsregistered in DNS

To enable secure access to Outlook Web Access and publish Outlook Anywhere, the following names must be
present on the certificate that you will enable for the 1S service on the Client Access Server inside and export to
the ISA 2006 server. Spl.:

e Common Name = Webmail.ProExchange.Global, Outlook Anywhere requires generic name to match the
external host name used to activate Outlook Anywhere
e Subject Alternative Names:
Webmail.ProExchange.Global
Webmail.BelgianBeers.Rock
Autodiscover.ProExchange.Global
Autodiscover.BelgianBeers.Rock
Ex2007EE.ProExchange.Global



Ex2007EE
Ex2007SE.ProExchange.Global
Ex2007SE

To enable EdgeSync, provide TLS and configure domain security with partner organization Sunshine.Edu, you
need a certificate for the Microsoft Exchange Edge server role with the following names:

e Common Name = Edge.ProExchange.Dmz
e Subject Alternative Names:
ProExchange.Global
BelgianBeers.Rock

Conclude

Thisis al introduced in part two. In Part 3 of this series, we will give you detailed steps on how to create a
certificate request with Subject Alternative Names and how to import and activate the certificate obtained for
tranglations. Exchange service.

Y ou finished reading the article "M anaging certificates in Exchange - Part 2" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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