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Manage the Event L og with the command line

For many of us, using the command line - Command Line to control and use some of the functionsin the
Windows system will cause them to have headaches and problems. However, if you have to set up an automatic
function system in Windows and other server operating systems, the Command Line is an irreplaceable tool ...

In the following article, we will show you some of the functionsin Windows 7 Desktop that can be done and
controlled easily by the command line.

Manage Event L og:

First, open the Command Prompt ( Start> Run> type cmd and press Enter ) and find out about the utility
WEVTUTIL.EXE

C:> wevtutil /?

Windows Events Command Line Utility.Enables you to retrieve information about event logs and publishers,
install

and uninstall events manifests, run queries, and export, archive, and clear logs.Usage:B?n c6 th? s? d?ng nh? d??
i (cho example, ep / uni) or long (for example,

enum-publishers/ unicode) version of the command and options names. Commands,

céc tuy ch?n vatuy ch?n tuy ch?n khong c6 tuy ch?n-sensitive.

Theinitial default feature of this statement isto query directly to the log files on the local computer, if you want
to apply it to the remote computer - the remote control, then add the / r parameter. However, we can only execute
this query on a single computer at atime only. The basic syntax of WEVTUTIL isin the form of:C:> wevtutil
geThe following table are frequently used parameters:When you connect to the remote computer, the system will
use the identity information of the current account, but if you want to change, you use the syntax as below:/ u:
domainusername and / p:When pairing this information together, suppose that you want to gather information
about the 5 componentsin the System Event L og on the computer CHI-FP01:C:> wewvtutil ge System/c: 5/r:
chi-fp01 / u: globomanticsadministrator / p: * / f: text / rd: trueln fact, we should not type the password as text
here, but rather use the * character as shown below:
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B8 Command Prompt =R ===

C:\>wevtutil ge System fc:5 /r:chi-fp@1 fu:globomantics\administrator /p:* [f:text /rd:try
(=
Enter the password for 'globomantics\administrator' to connect to 'chi-fp@i':
Event[@]:

Log Name: System

Source: rvice Control Manager

Date: 2011-12-27T13:01:09.607

Event ID: 7036

Task: N/A

rel: Information

User Name: N/A
Computer: CHI-FP@1.GLOBOMANTICS.local
Description:
The Windows Modules Installer service entered the stopped state.

Manager
08.997

However, it is not easy to find and understand the component information in the log file log, because Windows
Event L og requires users to have knowledge of XML. If you want a specific record, you need to use the/ g
parameter, which requires an XPath. For experienced usersit is recommended to use the syntax form as follows:
"I q. * [[( xmlvalue=value>)]] "The XML value section here isthe XML node name, select that component to
check:

C:> wevtutil ge System / ¢: 1700104110100x200000000000000013218SystemCLIENT1.jdhlab.local 1S-1-5-21-
3957442467-353870018-3926547339-500

Assuming that we want to execute a query to Eventl D 7036 , we will use the following command:C: > wevtutil
ge System/ g: "* [ System [(EventID = 7036)]]" / c: 5/ r: chi-fp01/ f: text / rd: trueAnd the results show up at
this step:

BN Command Prompt =@ @
P

C:\>wevtutil ge System /q:"*[System[(EventID=7836)]]" /c:5 /r:chi-fp@l /f:text /rd:true

ce Control Manager
-27T13:01:09.607
Event ID: 76836
Task: N/A
Level: Information

Classic

ame: N/A
Computer: CHI-FP@1.GLOBOMANTICS.local
Description:
The Windows Modules Installer service entered the stopped state.

Event[1]:
Log Mame: System
Source ice Control Manager
Date: 2011-12-27T12:51:08.698
Event ID: 76836
Task: N/A
Level: Information

In addition, another frequently used function hereisto collect information about components and related
information, such asError or Warning . We can do it, but it must be based on the corresponding L evel :Level
Description Level 1CriticalLevel 2ErrorLevel 3WarningLevel 4lnformationTherefore, to get information about
the 5 most recent errorsin the System Event Log of CHI-DCOL1 , type the command:C:> wevtutil ge system"/
g: * [System[(Level = 2)]]" / f: text/ c: 5/rd: True/ r: chi-dcO1 | moreOr switch to text format with the
conversion command:C:> wewvtutil ge system”/ g: * [System[(Level = 2)]]" /f: text/ c: 5/ rd: True/ r: chi-
dcO01> d: dcOl1-system-err.txtOr make the order more complicated:C:> wevtutil ge system "/ g: * [System [(Level
= 2or Level = 3)]]" /f: text/ c: 5/rd: True/ r: chi-dcO1 | moreBut you need to be careful, because uppercase



and lowercase |etters here must be absolutely accurate.
Advanced Query command with Event Viewer Management Console:

For complex query statements, we should open the Event Viewer M anagement function and use the graphical
interface to create the query. Then, look at the XML file and save the necessary piece of information into the
Command Line. For frequently used components, you should save it as atext file, then enter it into the query.
Examples are as follows.Copy and save the above code into atext file, then we can use the query with the
Command Line:C:> wevtutil ge s. scmquery.txt / sg: true/ c: 5/ f: text / r: chi-fpOlinstead of the log file name,
we explicitly specify the path to the XML query statement and set the parameter / sq to True. If thereare no
matching events, the system will not return any suitable data. In the next section of the article, we will discuss
more about how to manage the Event L og . Good luck!

Y ou finished reading the article "M anage the Event L og with the command line" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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