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L ost Admin rightson Windows 10, thisis how to fix
It

For some reason, your Windows 10 computer has lost Admin rights. Every time you open an application on the
screen, you receive an error message. So how to restore lost Admin rights, please refer to the article below,

Option 1: Regain lost admin rightsin Windows 10 through Safe Mode

Step 1: Loginto your current Admin account where you have lost administrative rights.
Step 2 : Open the PC Settings panel and select Accounts.

Step 3: Select Family & other users, then click Add someone elseto thisPC..

“~ Settings - (| X

§5%  ACCOUNTS | Find a setting

Your account Your family

Sign in with a Microsoft account to see your family here or
add any new members to your family, Family members get
their own sign-in and desktop. You can help kids stay safe
Work access with appropriate websites, time limits, apps, and games.

Sign in with a Microsoft account
Family & other users

Sync your sattings

Sign-in options

Other users

Allow people who are not part of your family to sign in with
their own accounts, This won't add them to your family,

(+ Add someone else to this PC)

Step 4 : Click | don't have this person's sign-in information .



https://tipsmake.com
https://tipsmake.com/c/system/
https://tipsmake.com/lost-admin-rights-on-windows-10-this-is-how-to-fix-it

How will this person sign in?

Enter the email address or phone number of the person you want to add. If they use
Windows, Office, Outlook.com, OneDrive, Skype, or Xbox, enter the email or phone
number they use to sign in.

Email or phane

@DI‘I'I hawve this person’s sign-in information ',i

Privacy statement

B o

Step 5: Click Add a user without a Microsoft account.

Let's create your account

Windows, Office, Qutlook.com, OneDrive, Skype, Xbox. They're all better and more
personal when you sign in with your Microsoft account.* Learn more

| hrs'. name ] [ Last name I

| someone@example.com |

Get a new email address

| Password |
| United States ™ I
I Birth manth ot l I Day b l | Year v l

*If you already use a Microsoft service, go Back to sign in with that account.

Gdd a user without a Microsoft atcuum)
Bl




Step 6 : Enter the username, then click Next. Thiswill add a new local account on your PC.

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember
but hard for others to guess.

Who's going to use this PC?

Make it secure.

| Enter passwaord |

| Re-enter password |

| Password hint |

Step 7 : PressWin + R keysto bring up the Run dialog box , type cmd and press Enter.
Step 8 : After the Command Prompt window opens, type shutdown /r /o and press Enter.

Step 9 : After Windows 10 reboots to the " Choose an option™ screen, click Troubleshoot > Advanced
options > Startup Settings. Then click Restart.

© Startup Settings

Step 10 : On the Startup Settings screen , press number 4 to turn on Safe Mode.



Startup Settings

Press a number to choose from the options below:

Lse number keyvs o functions keys Fi

Enable boot logging
3) Enable low-resolution video
4) Enable Safe Mode
5) Enable Sate Mode with Networking
6) Enable Safe Mode with Command Prom ot
7} Disable driver signature enforcement
8) Disable early launch anti-malware protection

9) Disable automatic restart after failure

Press F10 for more options

Press Enter to return to your operating syste

Step 11 : After Windows 10 starts in Safe Mode, open Control Panel. Go to User Accounts> M anage another
account , select the new local account you added in step 6, then click the Change the account typelink . Select
Administrator and click Change Account Type to change the account from standard user to admin.

&=

v B« Change an Account » Change Account Type v O Search Control Panel

Choose a new account type for Jack

(ol Jack
fion Local Account

() Standard

Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC.

(®) Administrator

Administrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC.

Whiy is 2 standard account recommended?

—*Change.&:cnunﬂype [ Cancel

o

A~



Step 12 : Restart your PC to bring Windows 10 out of Safe Mode and back to normal mode. Log in to Windows
10 with anew admin account. Now, you have regained administrator rights in Windows 10 and can delete the
assigned Admin account that you lost administrator rights to.

Option 2: Modify account settings from Registry Editor

1. Open Settings.

2. Then, access'Update and Security' settings.

p Search O Cortana

Find my files, permissions Cortana language, permissions,
notifications

Update & Security

EI Privacy

Location, camera, microphone Windows Update, recovery,

'
K/
/ backup

3. Then, click " Recovery".

4. Then, inthe'Advanced Startup' section, click 'Restart Now'.

& Settings = B X%
® Home Recovery

Find a setting A Learn more
Update & Security

Advanced startup
W WIndows Secunty

Start up from a device or disc (such as a USB drive or DVD), change
T Backup your PC's firmware settings. change Windows startup settings, or

restore Windows from a system image. This will restart your PC.
& Recovery o

More recovery options
@ Activation

Learn how to start fresh with a clean installation of Windows
A Find my device

5. The next stepisto click 'Troubleshoot'.



Choose an option

Continue

Exit and continue to Windows 10

Troubleshoot

Reset your PC or see advanced options

Turn off your PC

6. To see more available options, you must click on " Advanced options'.

7. You need to access " Command Prompt"”. So let'sclick on it.

Uninstall Updates

System Imag

C

8. Set your account password to access the CMD terminal. Click 'Continue'.



© Command Prompt

Hi, saurav sharma
shor S el o

Enter the password for this account. (Keyboard Layout: English (Indza))

Change keyboard layout

9. In the Command Prompt window, type or copy " regedit” and press Enter to open the Registry Editor on
your computer.

NOTE: You need to create a Registry backup. Once you have opened the Registry Editor, you need to click File
and then select Export from the menu bar.

10. In the Registry Editor window , select the" HKEY_LOCAL_MACHINE" branch to highlight it.

B Registry Editor - O *
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE

VE Computer A || Mame
5 | | HKEY_CLASSES_ROOT
o | | HKEY_CURRENT_USER
S || ECDODDDDODD
v | | HARDWARE
© > [} AcP
- 5 | | DESCRIPTION
© 5 | | DEVICEMAP
- 5 | | RESOURCEMAP
. > [ Uer
5 || sam
5 | | SECURITY
5 | | SOFTWARE
s || SYSTEM o ez %

Type
ab] (Default) REG_

11. Now, click on 'File' from the menu bar and then click on 'L oad Hive'.



B Registry Editor - O >
View Favorites Help
Export... MNarme Type
Load Hive... b (Default Lo
Unload Hive..?
Connect Network Reg
Disconnect Network Registry...
Print... Ctrl+P
Exit
UEFT
SAM
SECURITY
SOFTWARE
SYSTEM vl < 3
12. In the L oad Hive window , navigate to this location:
systemroot drive > Wndows > SystenB2
13. In the System32 folder , double-click the ‘config' folder .
14. I1n the Config folder , scroll down to find and select the'SAM' file.
File Edit View Fovorites Help
B Load Hive
Look in: | corfig V| <) ¥ £ M
* Mame - Date modified i
_ Journal 3/18/2019 7:53 PM Fil
flickqoes RegBack 3/18/2019 7:53 PM Fil
— systemprofile 3/18/2019 7:53 PM Fil
™ xR 3/18/2019 7:53 PM Fil
Libraries [ 88 3/18/2019 7:47 PM Fil
I [ BCD-Template 3/18/2019 7:51 PM Fil
- [71 componenTs 1/9/2020 12:53 PM Fil
This PC [ perauLT 3/18/2019 7:57 PM Fil
[ privERs 1/9/2020 12:52 PM Fil
[ eLam o 3/18/2019 7:47 PM Fil
[ sam 3/18/2019 7:53 PM Fil
[ securiTy 3/18/2019 7:53 PM Fil
[ soFTwaRe 1/9/2020 12:53 PM Fi ¥
£ >
File name: SAM w | I Cpen
Files of type: All Files w Cancel

15. Now, click Open to load the hive in the registry branch.
16. Y ou need to provide a name for the hive.

17. Namethe key 'REM_SAM'. Click OK.



18. In the Registry Editor window, on the left side, navigate to this location:

HKEY_LOCAL_MACHI NEREM_SAMSAMDomai nsAccount sUser s HKEY_LOCAL_MACH NEREM_SAMSAMDom
?00001F4 0001F4

19. Now, in the same window, on the right hand side, double click on the binary value'F' to modify it.

20. In the Edit Binary Value window , go to line '00000038" .

llllll = ryp&' i
ab) (Defoult) REG_SZ (value not set)
F REG_BINARY 02 0001 0000 00 00 00 00 00 00 00 00 00 00 00 00 00...
74| SupplementalCr.. REG BINARY 00000000000000000100020010000000224...
" Edit Binary Value
o Domains Value narme:
| v | | Account F
» Aligses
y L Groups e oe e e ee . ....
v || Users e @0 e e ee .. ...
000001F4 (-] ee ] -] (- - I N
COO00TFS e ae ea 2a L2
FFFF FF FF  7F iy
0O000TE, LB
moooIF; @ @ 0@ @9 e’ . . ...
ik 88 @81 62 es oe s
| > || Nemes e @@ ee ee 88 . . ...
» Builtin °e ee e1 20 L - S
LastSkulpgrade R ae 35 2o ee L |
RXACT <
SECURITY \
s T SOFTWARE Press delete to the right side of 11 and change it to 10
» || sysTEM
HKEY_USERS

21. Place your cursor just to theright of '11" and press Delete from the keyboard.
22. Now, type '10' to change the value.

23. Finally, click OK to save the changes on your computer.

Close the Registry Editor and Command Prompt windows.

24. Return to the Choose an Option window , click Turn off your PC to turn it off.

Choose an option

furn off your PC

Restart your computer.



After restarting your computer, you will have administrative rights to your account again.

Note:

Trying to open file'SAM' , you may see this error message "The process cannot access the fileit is being used
by another process or the message 'Fileisin use' .

Load Hive e

| SAM .
This file is in use. |
Enter a new name or close the file that's open in another program.,

|

To resolve the issue, follow these steps:

1. In the Registry Editor window, select the" HKEY_LOCAL_MACHINE" branch to highlight it.

B Registry Editor — O x
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE

~ [ Computer A
. || HKEY_CLASSES ROOT
HKEY_CURRENT_USER
[ HKEV_LOCAL_MACHINE|
5 || BCDODDDOODD
v | | HARDWARE
P[] ach
DESCRIPTION
DEVICEMAP
RESOURCEMAP
UEFI
SAM
SECURITY
SOFTWARE
SYSTEM

MName Type
ab| (Default) REG_:

2. Now, click on'File' from the menu bar and then click on 'L oad Hive'.



B Registry Editor - O >

View Favorites Help

Export... MNarme Type
b (Default) REG.

Load Hive...
Unload Hive..?

Connect Network Reg

Disconnect Network Registry...
Print... Ctrl+P

Exit

EFT
SAM
SECURITY
SOFTWARE
SYSTEM Iz =

3. Now, click on 'L ook in:" to open the drop-down menu.
Note: You are facing trouble because you are selecting the 'BOOT (X:)' drive on which CMD is running.

4. Select the system root drive on the computer (for this computer, it isthe'Local Disk (D:)' drive, usualy
Local Disk (C:) ) and then click 'Open'.

5. Now, scroll down and double-click on the 'Windows' folder.

6. In the same way, scroll down, find the 'System32' folder and accessiit.

| B Load Hive X |
« L « Loca.. * Wind.. » v O Search Windows yel
Organize + Mew folder B @ @
P, o v A Name Date modified Type £
Speech 3/19/2019 10:22 AM  File folder
8 This PC Speech_OneCore File folder
B 3D Objects System File folder
B Desktop File folder
-. T A ¥
B Documents SystemApps File folder
SystemResources File folder
A SysWOwWe4 File fold
. ys ile folder
d Music APl Double File folder
[& Pictures Tasks click File folder
B videos Temp Siliaitaited File folder v
2 Local Disk(C) v < 5
File name: v | (Al Files |
Open Cancel

7. Now, double click on the'Config' folder to accessit.



| w Load Hive K
“ v &§ « Windows > System32 v O Search System32 =]
Organize + MNew folder Bz~ [ 9
<

Administrativeri ®  Name Daten |

Bluetooth icon is Bthprops 3119727

Fix- No device di CatRoot 2252 |

India China- Wh; catroot2 6/6/20 |

Codelntegrity 3192 |

@ OneDrive Com e |

[ This PC Bl ‘

= Configuratio 192 |

“J 3D Objects e . |

containers DO u b I e 10/24/ |

Bl Desktop es5-CZ e 10/6/2 |

P |

[ Documents da-DK click: 10/6/2 v |

< Downloads Vi i< > |

File narme: v | All Files | ‘

el

Then, follow the remaining instructions (from step 13) to modify the binary value and resolve the problem.

Option 3: Regain lost Admin rights on Windows 10 with the iSumsoft
Windows Password Refixer tool
To use this option, you need to borrow a PC that you can access as admin.

Step 1 : On another PC that you can access with admin rights, download and install i Sumsoft Windows
Password Refixer.

Step 2 : Launch thistool and follow the steps to burn it to USB and create a bootable drive.

iSumsoft

:ﬁ iSumsoft Windows Password Refixer Ultimate

Welcome o use iSumsoft Windows Password Refixer Ultimate. This program
can help you create a password reset disk with CD/DVD or USB. You can use this
password reset disk to reset local/domain user password and create user account
for all Windows system without current password

Step 1 of 2:Choose media type

Flease select the media fype you would like 1o use [0 creale a password reset disk,
You can choose to burn to USE or burn to CO/OVD.

USB device CD/DVD @h o
&

Step 3 : Connect the bootable USB drive to the Windows 10 PC on which you have lost admin rights and set the
PC to boot from USB.



Step 4 : After the " Windows Passwor d Refixer " screen appears, click Add User . Then, enter the usernamein
the dialog box and click OK. Thiswill add anew local user with admin rights on Windows 10.

iSumsoft

.l:‘:“ iSumsoft Windows Password Refixer Ultimate

Four Steps to Reset Windows Password:

s [
L ]

User Name: rPel!'
Step 2:Select a User 4 |
In User Name {
1 Admnistrator Uk
2 DefaultAccount Unknot
3 defautuserd Urkner
4 Guest Urbrion
5 isumsoft Uriknioy
P g = .
et Pasovors J( . o0 vror | )

Step 5: Click Reboot and exit the bootable USB drive to restart your PC. The new admin account will appear
on the Windows 10 login screen. Log in to it and you have regained admin rights.

Wish you success!

Y ou finished reading the article "L ost Admin rights on Windows 10, thisishow to fix it" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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