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Learn thefile system and folders on Linux operating
systems

Linux and Unix file systems are organized in a hierarchy similar to the structure of a hierarchical tree. The
highest level of the file system is the root directory, denoted by aslash /' (root directory).

Linux and Unix file systems are organized in a hierarchy similar to the structure of a hierarchical tree. The
highest level of the file system is the root directory, denoted by aslash /' (root directory).

Part 1. Linux directory structure (system file structure)

1. Foldersand file system

Linux and Unix file systems are organized in a hierarchy similar to the structure of a hierarchical tree. The
highest level of the file system isthe root directory, denoted by aslash'/' (root directory).

For Unix and Linux operating systems all devices connected to the computer are identified as files, including
components such as hard drives, hard disk partitions and USB drives. This means that all files and folders are
under the root directory, even the icon files for the hard drives.

For example, /home/nttvinh/nguyen/scnp.odt indicates the entire path to the scnp.odt file in the nttv folder is the
subdirectory located in the home directory, just below the root directory (/).

Under the root directory (/) there are a variety of important file system directories that are recognized in all
different Linux distributions. Below isalist of common directories seen under the root directory (/):
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1./- Root

- Open each file and folder from Root folder.

- Only root user has the right to write under this directory.

- Note that / root is the root directory of Root user.

2./bin - User Binaries

- Contains binary executables.

- The popular Linux command is used in Singer-user mode in this directory.

- All users on the system located in this directory can use the command.



- For example: ps, Is, ping, grep, cp.
3./ shbin - System Binaries
- Like/ bin, / shin also contains binary executables.

- The Linux command is located in this directory used by the system Admin, for the purpose of maintaining the
system.

- For example: iptables, reboot, fdisk, ifconfig, swapon.

4./ etc - Configuration Files

- Contains configuration of system configuration files, command files to launch system services.......
- Also / etc contains shell scripts startup and shutdown, used to run / stop individual programs.
- For example: /etc/resolv.conf, /etc/logrotate.conf.

5./ dev - Filesdevice

- Contains files for identification for system devices (device files).

- Includes terminals, USB or devices attached to the system.

- For example: / dev / ttyl, / dev / usbmonO

6./ proc - Process I nfor mation

- No information about System Process.

- This is a fake file system containing information about running processes. for example, the directory / proc /
{pid} containsinformation about pid's special process.

- Thisisavirtua file system with information about system resources. Such as/ proc / uptime.
7./var - Variable Files

- Var is an abbreviation of variable file, saving the file to record variable data.

- Content files are expected to increase at this directory.

- Include: log file system (/ var / log), packages and data files (/ var / lib), email (/ var / mail), print queues (/ var
/ spooal); lock files (/ var / lock); Temporary files need to be rebooted (/ var / tmp).

8./tmp - Temporary Files (temporary files)
- The directory contains temporary files created by the system and the user.
- These folder creation files are del eted when the system is rebooted.

9./ usr - User Programs



- Contains applications, libraries, documents and source code for secondary programs.

- [ usr / bin contains the files of the main applications installed for the user. If you cannot find the user binary in
the/ bin directory, you can find it in the / usr / bin directory. For example, at, awk, cc, less, scp.

- [ usr / shin contains application files for the system Admin. If you can't find the binary at / sbin, you can find it
at / usr / sbin. Such as atd, cron, sshd, useradd, userdel.

-/ usr / lib containsthe / usr / bin library and / usr / shin.

-/ usr / local contains user programs that you install from source.

For example, when you install apache from source, apache is under / usr / local / apache2.
10. / home - Home directory

- The main directory stores personal files of al users.

- Example: / home/ john, / home / nikita.

11./ boot - Boot L oader Files

- Contains configuration files for system startup.

- Kernd filesinitrd, vmlinux, grub are in / boot.

- Example: nitrd.img-2.6.32-24-generic, vmlinuz-2.6.32-24-generic.

12./lib - System Libraries

- Containslibrary files that support directories under / bin and / shin.

- Library filename can beld * or lib * .s0. *.

- For example: 1d-2.11.1.s0, libncurses.so.5.7.

13./ opt - Optional add-on Applications

- Opt stands for Optional (optional).

- Contains add-on applications from vendors.

- The add-on application isinstalled under the directory / opt / or / opt / sub directory.
14. / mnt - Mount Directory

- Mount temporary system folders (Temporary folders) where Sysadmins can mount system files.
15. / media - Removable M edia Devices

- Mount the Temporary folders created by the system when a removable media is plugged into such as CDs,
digital cameras.



- For example: / media / cdrom for CD-ROM; / media / floppy for floppy drives; / media/ cdrecorder for CD
writer.

16./ srv - Service Data
- Svr stands for service.
- Contains specific server servicesrelated to data.

- For example: / srv / cvs contains CV Srelated data.
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2. Disk and Partition (partition)

/ dev / hda First IDE hard drive (main)

/ dev / hdb Second IDE hard disk drive (secondary)
/ dev / sda SCSI hard drivefirst

/ dev / sdb Second SCSI hard drive

/ dev / fdO First floppy drive

/ dev / fd1 Second floppy drive

ouprwNE
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For example, if we run Is— firstdoc.txt, we see the following result:

-rwxrw-r-- 1 Userl Testers 512 Oct 24 19:42 firstdoc.txt
The meaning of thefieldsis:

1. File Access Permission: -rwxrw-r--
2. Number of links: 1

3. FileOwner: Userl

4. Group: Testers

5. File Size (bytes): 512

6. Last modified: Oct 24

7. Last Modification Time: 19:42

8. File name: firstdoc.txt

Also, through Is—, we will know firstdoc.txt isafile or directory based on:

1. If thefirst character is (-), then thisisthefile.

2. If thefirst character is d, then the object is the directory.

3. If thefirst character isl, then full isa symbolic link pointing to another file (similar to the shortcut on
Windows OS).

4. If thefirst character is b, the object isablock device such asadisk drive.

5. If thefirst character isc, the object is a character device like the seria port.

Object Ownership
In the above example we see that the files all have a group owner and the owner file. In case you want to change

the ownership for another group or user, log in as root and execute the following command to change the
ownership permission for the file payroll.doc for the user vp_finance

chown vp_finance payroll.doc

If you want to change ownership for group accounting, execute the command



chown vp_finance.accounting payroll.doc

In case you want to transfer ownership of all directories and internal files, execute the chown command with the
option -R:

chown -R vp_marketing.marketing / marketing / June
chown -R .marketing / marketing / June

In addition, if you want to transfer ownership without root, you can use the chgrp command, but now you have
to belong to a group that has ownership and group rights.

To manage files and folders on Linux, in addition to the Nautilus File System utility, we can install and use
Webmin to manage files and folders using the web interface. However, it is recommended to use the latest
version to ensure system safety. Download and install Webmin at www.webmin.com
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Part 2: Exercisesfor installing WebMin under Task 3A4

On Windows we can see processes running with taskmanager, but for Linux systems we use the ps command to
display active processes.



R oo RR = Rl
Eile Edit View Temminal Go Help Er
[cootdRHZ root]# ps { {:‘

PID TTY TIME CMD ’

26604 pis/2 00:00:00 bash
31340 pts/2 00:00:00 pan
31349 pts/2 00:00:00 sh
31350 pts/2 00:00:00 sh
31355 pts/2 00:00:00 less
3018 pts/2 00:00:00 tfpap
3919 pts/2 00:00:00 pap <defunct>
3020 pts/2 00:00:00 tfpap <defunct>
166883 pts/2 00:00:00 top
18910 pts/2 00:00:00 top
18020 pts/2 00:00:00 ps
[root8RH2 root]# l

A

To see more details, use the aux option with:

1. a— displaysall processes.
2. u— display additional user information
3. X — expand the list of processes

e -
Ele Edt Yew Jeminal Go Help

root 20319 0.0 0.3 3180 g9z ? 5 Nov2s  0:00 cafd ——ac—dctiﬂ
root 26327 0.0 0.8 10808 1068 7 5 Nov28  0:00 bonobo-moniker
root 26331 0.0 1.5 22432 1908 ? 5 Nov2sa 0:04 E"_lmlll.t'ion-iddr
root 26336 0.0 1.3 20036 1676 ? S Now28  0:00 gvalution-exec
ront 26340 0.0 1.6 GHOS2 2052 ¥ s NoOV2E  0:05% m-_ollit-!on-uui‘l
root 26344 0.0 1.4 22756 1760 7 5 Nov28 0:00. evdlutionZcale
root 26349 0.0 1.4 19864 1760 7 5 KNav2a 0:00_evolutlon-alar
root 26355 0.0 0.0 0 0? Z Nov28 / 0:00 [netsrat <defu
root 26362 0.0 1.2 22556 1540 7 5 Nov28| (0:00 worbat --vaf-a
root 26604 0.0 0.9 4164 1224 pts/2 5 “Moavae tr2D0bash

root 31346 0.0 0.3 3400 396 pts/2 T Hov e “0;00 sian groupadd
root 31349 0.0 0.6 3812 760 pts/2 T/~_Nov28 ~a:00 sh -c (cd fusr
root 31350 0.0 0.6 3812 800 pts/2  T. Nay28 ~.0:00 sh -c (cd jusr
root 31355 0.0 0.2 1728 2902 pits/2 T “Nov28.~0:00 Jusc/bin/less
roat 3918 0.0 0.4 2500 544 pts/2 O Deto3 /o0:00 tfpap --help
Ireot 3819 0.0 0.0 0 o pts.fz-'- 2™ DecO3 0:00 [pap <defunct>
root 3920 0.0 0.0 0 0 pts/2 & pecd3  0:00 [tfpap <defunc
root 3936 0.0 4.7 34064 588& P & “Dec03  0:04 yelp

root 18883 0.1 0.0 3676 1120 ptsy2' T ) »14:27 0:00 top

root 18910 0.2 0.9 3680 1i20/pts/2_ ¥ 14:32  0:00 top e
root 18929 0.0 0.6 2668/ 7506 ptsy2 R 14:3¢  0:00 ps aux
Eﬁot@!mz roat]# l &S S ~

We can use the top command to see the list of active processes that are updated by the specified time. For
example, to refresh the list of displayed processes after 7 seconds we use the command:

#topd7

In addition, using the System Monitor graphical interface is also a good solution for managing and reviewing the
operating processes as shown below:
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View hard disk usage information using the df -h command:

L s g i e = T %
Ele Edt View Terminal Go Help- NN
[root@RH rootl# df -h L

Filesysten size/\Used Avail Usex Vounted on|
Jdev/hda2 [ 13G-.4.2G 8.66 33% /
/dev/hdal L 99 27M 7 67M 20% /boot

none BN N9 60M 0% /dev/shm
[root@RH root]# : \\ )

2.1. Task Task 3A-5
Mounting device, drive

To be able to use drives like CDROM, FDD . we need to mount these drives with the mount command like:

# mount / dev / cdrom / mnt / cdrom



The order result will be :

Mount: block device/ dev / cdrom iswrite-protected. mounting
read-only

However, for new Linux versions, the use of CDROM is mostly mounted automatically by the system. In
addition, we can mount cdrom or usb drives, fdd to the directories we create as:

mkdir / cdrom
mount / dev / cdrom / cdrom

And after using it, we can use the umount command before removing the disk (there are many cases that the CD
must be removed by turning off the power).

Accessrights

All files of a Linux file system are linked with different access rights according to each user of the system,
regarding read, write and execute operations. The system administrator (super user "root") has access to any file
of the system. Each file is owned by a certain person and attached access restrictions depending on the user and
attached to a user group.

So each file is secured by 3 sets of access rights that are attached to the following 3 user groups, in order from
high to low:

1. The user access rights of this group apply to file owners,
2. group (user groups) the access rights of this group apply to the group attached to the file,
3. other (these) accessrights of this group apply to al others.

Each access set will specify the actual access rights to the files and directories as follows:

1. read (read)
Right to view file contents or open files
permission to view the contents of the directory file
2. write (write, write)
Theright to record and correct the file contents or delete the file
permission to edit the contents of the directory file
3. execute (execute)
This permission is attached to the command file, the user group that has received this permission can
execute command files and permissions into the directories.

Permissions on Linux systems can be described through numbers from O to 7 in the decima system. For
example, a user or group has the right to R (read), W (write), E (execute) for 1 file/ folder, which is denoted by
1, otherwise O if there is no corresponding permission (-). And with the conversion from binary to decimal we
have the following table of values:



Binary Number Octal Equivalént

000 0
001 1
010 2
o1 3
100 4
101 5
10 6

7

111
1000

=]

So if auser / group has rights to certain files / folders, it corresponds to establishment 111 in binary or 7 in the
decimal system, so 777 is alowed to allow RWE for all.

Octal Number Binary Equivalent Permissions
0 000 -

1 001 L

2 010 -

3 011 WX

4 100 [--

& 101 r-X

] 10 -

7

i WX

Usersand user groups

To add users, or groups of users, to the system, you can use the Users And Groups program, in the System
menu -> Administration -> Usersand Groups.

To add a new user, click on Add user , fill in the required information and then click the OK button. To edit the
properties of each user, you can click the Properties button in the Users main window.

To add a new group of users, select the Groups tab tab and click on Add group . Specify the name of the new
group and, if desired, change the number assigned to the group (Group ID). If you plan to use some already used
Group IDs, the system will notify you.

To add users to the newly created group, ssmply select a user from the list on the left and click the Add button.
Wanting to exclude a user from a group is as simple as adding: after selecting the user name in the right window,
click on the button you have written.

Remove . When done, click the OK button to finish and actually create a new user group, along with the users of
that group.

To edit the properties of a group of users, select the name of a group in the Groups window and click the button
that says Properties.

To completely delete a user, or a group of users, from the system, select the user name or user group name you
want to delete and click the Delete button .



Similar to the Windows system, when installing Linux (FC Core) will create an account with administrative
rights and can be used to create other accounts, thisis the most advanced account called root. . To grant accessto
the system we need to create user accounts, and each user account is assigned a UID. Accounts with the same
attributes will be grouped as on Windows systems and each group will have its own GIDs.

On Linux systems we can view existing Users through the contents of the file/ etc / passwd as shown below:

b4 passwd g
File Edit View Go Bookmaks Help

@, % 0 & O

Back Fonwa Up 5S¢ Reload Home

Location: | fetc/passwd|

deskrapox 80 80 desktop:/varfdib'menu kde: /shin/naogin
postgres:x 26'26:PostgreSOL Setver variib/pgsal fhinfbash
apache:x.4&48: Apache jvaitwww,/sbinynologin

postiix x:89:83. jvas/spocifpostiix: febin/nologin

squid:x:23:23: varfspoal/s quidjdev/null

webalizerx 67 67 Webalizervarwawhtml/usage:/shin/rolagi
amanda:x: 33:6-Amanda uservarib/amanda:/birybash
mailman x4 4T GNUMaling List Managervarmalmai/binfalse
mysqle:27:27 MySQL Server: fvarflibfmysgl: fbin/bas b
netdumpex: 34 34 Network Crash Dump user varfcrashinn/bash
Idap:x:55: 55 L0AR Uservarlibiddap: binfdals e

ident x 98.98 pident user. /. fsbinynologin

privowy:x: 73.73: et/ pivony:

pyincx: 24240 fust/share/pvm 3:/binfbash

ragvd %175 75:/advd user/infalse
charles:x.500.100.;/home/c harles /bin/hash

bobix509: 100 /home/bob. fbin/bash

cora;x: 502:500:fhome/cora:/bin/bash

telportést % 503:501: /hometelnette stybivbash

chugk <. 504.504. . fhome/chug ko bivbash
chilcky:x:505:505:;/home/c hucky!/[bin/bash

bohby e:501:502 fhome/babby’/bingbash

In this passwd file, we see that there are many different filed records such as:

=

User Account Name: login name of user account.

N

encrypted and protected in the shadow password file.
User ID: user number (UID)

Full Name: Full name of the user.
Home Directory: the user's home directory after logging in.
Shell: show command interpreter, for example bash.

No gk

Group ID: Grioup number where this user is amember (GID).

|
View as Texi| ¥

o

Password: login password of user account. If only the x character in this cell isfound, the password is

When a new account is created it will be assigned a UID, starting from 500 onwards and increasing as new

accounts are created.

Aswith Windows operating systems, after installing some default accounts and groups will be created as.



User uD | GID | Home nureciury Shol_l"'.t-{".;_-,'f-; |

root 0 0 .fro-cvl ) bin/bash, Y

bin 1 1 :fbm = f rsbimﬁ;idg'i'ﬁ

daemon 2 ,i - _.i'_fsbi_n !sﬂnfmlogln

adm 3 §~ “Fnr;r.'adm e I%piﬁfnoloain
shutdown 6( {16y ) |ssbin N A———__

mail .-’r'_a _'.-:s:-"' | ivar/spool/mail = Isbin/nologin
news__'_"' sl S ' -.9 Ivar/spool/news

s " 14 50 | varmp Isbin/nelogin

Default users
Group GID | Default Members

root 0 root |
bin 1 root, bin, daemon
daemon 2 root, bin, daemm
adm 4 root, admdaamnn .
mail 12 | mai )y
fip 50 :

The default group

Create User and Group

We can create user accounts on Linux using the command line or graphical interface. To create a Linux1 user
account using the command line, do the following:



useradd -g UsersLinuxl
passwd Linuxl1

New password: qwerty
Retype new password: gwerty

If you want to identify home folders and shells for users, you can use the -d and -s options

The following example will create a group with GID of 1024 (the -g option used to determine GID, if not using
this option, the system will automatically determine the GID for the group in ascending order).

2.2. Exercise Add Linux User and Group

1. To Add aNew User on aLinux system, click System => Administration => Usersand Groups.
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2. User management interface is as follows:



User “.Il'l.|HE-l'

File Preferences Help

B & L & B8 ®

Add User  Add Group Help Refresh

Search filter: | | Appty filzer

Uszers Gmum'
User Name User ID  Primary Group | Full Name | Login Shell | Home Directory |
testuser 500 testuser Test User /binfbash  /homeltestuser

3. Click Add Group in the toolbar then create 2 group finance and managers as shown below:

ﬂ Create New Group ST E_' Create New Group =l
Group Name: finance| | ' Group Name |managers I
[ Specify greup ID manually ] Specify group ID manually

Xcarce | | Dok | Mcancet | Dok

&

File Prefesences Help

% - L3 | &
Add Uzer Add Croup Help Refrech
Search fiker Apely files
Users Croupe |
Gmoep Mame  Group 10 + Iﬁwmm
o luser SO0 e siser
firance 501

managers 502

—————

4. Select the User stab and select Add User to create Sam Randol ph accounts with the following information:

User Name srandolp

Full Name Sam Randolph
Password Fishing123

Confirm Password F ishing123



rs Create New User = o

L ser Mame: Iﬁmr-dﬂlp

Full Name: ' Sam Randclph

e [

Confirm Passwornd rvirieeey

Login Shell: | /birvbash ~

[<] Create home direciory
Home Directory:  [homesrandolp

|| Create a private group for the user

[C] Specify user 1D manually

[ X Cancel | & oK l

Click OK tofinish

User Manager

Eiie Prelemaces Help

®» @& = L8 W

Add User  Add Group Help Retresh

Search fiver Apply fiter |

'um. Gromipn

[&mup I;I-ame_}:hu.rp D~ -ﬂ'-n.:q Members I
tesuser 500 testuser

finance 501 srandalp

managers 502 jchen, srandolp

srandolp 503 srandolp

jchen 504 jchen

Assign rights on filesand folders

1. Create a folder called Share by double-clicking the Computer icon and then opening File System . Right-
click and select Create Folder .
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|DI v Create a new empty folder inside this foider

2. Enter the folder name as Shares and press Enter .

Ble Edit Yiew PBlaces Help

mnt net opt g
[ I =

proc ook shin
[, = B
selinu shares Siy J
(s = =

sys test tmp -

IED/ | “shares® selected (containing 0 items)

3. Next create two sub-folders: Finance Reports and Managersin Shares Folder

Eile Edit Yiew Places Help

= =

Finance Repors Managers

4. Now that we will assign the appropriate permissions to the users on the newly created folders, right-click on
the Finance Reports folder and select Properties . On the computer window select the Per missions tab (if you
do not see the Permissions tab, restart the system)



Flle e Rt |

File group: roo —

owner: ] Read [+]1Write [¥] Execute
Group: ] Read [ ]Wnte [~ Execute
Others: <] Read [|Write [~ Execute

Special flags: [ ] Set yser ID
L] Set group ID
L] Siicky

Text view: drwxi-xi-x
Number view: /55
Last changed: Fn 24 Feb 2006 03:21°47 PM MST

& Help | X Close

5. Change the permissions on this folder as follows:

File Group = finance
Group Permissions = Read , Write, and Execute
Other Permissions = Read only (if you want to browse the directory, select Read & Execute)

After assigning permissions as above, Group Finance can access this folder and other users only have Read
permissions.



Finance Reporis Fropertes = ||

|Ba.|m|; Emblems Permissions ﬂplm"l'ﬁl'i!l'llf'dutnl

File owmner: [ == 4 -
‘EII group: [ finance = ’
Orwnier: FlBead [ Wnte (] Execute
oo =] Read [ Wite [2] Execute
Others: ] Read || Wre [~] Execute

Special flags: | | Set user 1D
] Set group 1D
L] Stcky

Text view: draxraxr-x
mMumber view: 775

Last changed: Sun 26 Feb 2006 OF-21:27 AM MST

[ Buer | [ % Close
6. Similarly, assign permissions to Managers folder as follows:

File Group = managers
Group Permissions = Read , Write, and Execute
Other Permissions = (none)

To check the results of assigning permissions to folders and groups, log in with the respective accounts and
perform file, folder, read or deletefiles.

Refer to some of the following articles:

1. Ubuntu Bash tutorial on Windows 10

1. Certain deadly commands never run on Linux

1. How to access Linux partitions on Windows?
Good luck!

Y ou finished reading the article "L earn the file system and folders on Linux operating systems" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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