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L earn about the Security Configuration Wizard in
Exchange Server 2007 - Part 1

In the following article, we will introduce you some basic characteristics of Security Configuration Wizard -
SCW of Exchange Server 2007, with the main purpose of minimizing the possibility of attack on the system.
Exchange server by turning off services, ports, features and programsis not really necessary ...

TipsMake.com - In the following article, we will introduce you some basic characteristics of security tool
Security Configuration Wizard - SCW of Exchange Server 2007, with the main purposeisto minimizethe
possibility Attack the Exchange server system by turning off services, ports, features and programs that
are not really needed . In fact, SCW is a feature of Windows Server 2003 SP1, but is not pre-installed in the
default mode, and is not part of the Exchange Server server, but only with afew basic setup steps. can overcome
this shortcoming and fully support Exchange Server 2007.

Install SCW in Windows:

First, you need to make sure that the system is installed or upgraded to Service Pack 1 for Windows Server
2003 . Then, click Start> All Programs> Control Panel> Add / Remove Programs> Windows Components
, scroll down and check the Security Configuration Wizard box as shown below:

Windows Components Wizard Eq

Windows Components
“ou can add or remove components of Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
Dietails,

LComponents;

!:! 29 0ther Network File and Prirk Services GAME 4]
™ §° Secunty Configuration ‘Wizard 0.6 ME
[ @ Subsystem for UMIX-based Applications 13ME |
[ 5 Temingl Server 0.0 MB

[ & Teminal Sereer | inensinn nzme X

Deszcription;  Provides guided attack surface reduction for Windows Servers,

Total disk space required: 0.3 B
Space avalable on dizk; 11458.8 MB

Detarls
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Then click Next> Finish . We will see the system displaying a shortcut outside the desktop, you can refer to
some information here during the operation later.

Register file Exchange 2007 XML.:

Once we have completed the installation of SCW, we need to go to the next step: register - register the
Exchange Server 2007 configuration file. As mentioned above, SCW is not really part of Exchange 2007 , so
you need to do this process to assign the configuration and set up to SCW.

Technically, when Exchange Server 2007 is installed, the default XML configuration file will be copied to the
Exchange Server scripts directory. Back up 1 copy of the original XML file with the* .bak extension, then copy
it to the installation directory on the server. When done this way, the XML file will contain the correct path to
the related services. The scripts folder created in the default mode is c: Program FilesMicrosoftExchange
Serverscripts

In fact, there are two ways to register XML files, first is the manua way - use Command Prompt and the
second way is to use the Power Shell command. For Command Prompt, you type:

scwemd  register  / kbname:  Ex2007KB /  kbfile: "%  programfiles%  MicrosoftExchange
Server scriptsExchange2007.xml™

After pressing Enter, the system will display the results as shown below:

@Machine: sh-email? | Scope: innervation.local

[PS]1 GC:~Program Files“MicrosoftsExchange Server Scriptsliscuc
md register <kbname:Ex2887KB ~<khfile:"<programfilesx“Microsoms
ft“Exchange Serversscripts“ExchangeZ2BB87.xml"

Command completed successfully.

[PS]1 C:»Program Files“Microsoft“Exchange ServersScriptsr_

For serversthat are serving the Edge Transport role, we can use the following command:

scwemd  register  /  kbname:  Ex2007EdgeKB /  kbfilee "% programfiles%  MicrosoftExchange
Server scriptsExchange2007Edge.xml”

For Power Shell , open the Exchange M anagement Shell , then go to the scripts folder and type the command:

Regi ster-ExchangeSCW.psl —register



@Machme sh-email? | Scope: innervation.local

[PS]1 C:~Program Flle.,\l'llclu.,u{-‘t\E)cchange Server~Scripts )Regln
ster—ExchangeSCUW.psl —register

Executlng scucnmd.exe register skbName:"ExchangeZB@7" /khFll
e:"C:“Program Files“Microsoft“Exchange Serversscripts:\Exchan
qe2B@7 _xml"

Command completed successfully.

[PE]1 C:~Program Files“Microsoft:Exchange Server:Scriptsr_

Quite simple and easy to understand, the above script will indicate the exact role of the server and install the
appropriate XML file. If you want to reverse the above process, we just need to type the command:

Regi ster-ExchangeSCW.psl -unregister

The next thing to do here is to create and apply policies to the server. One very important point to note here is
that all applications and utilities, services must be installed on the server before running SCW. Because when
applying policies, then installed applications will not work properly, the relevant ports - Ports can be turned off,
so SCW should be the last step.

And before applying any policy, check the entire installation process on the server by reading the log file. With
the Edge Transport server, the system will display strange messages during the policy creation process
compared to other server types, but the same process is till the same, nothing else.

Create Exchange policy for SCW:

To do this, we need to have the highest level of control and access to the server. Click Start> All Programs>
Administrative Tools> Security Configuration Wizard to start. In the Welcome screen for the Security
Configuration Wizard screen, select Next> Create a new security policy and Next . In the Select Server
section , enter a name or just the path to the server to create the policy, then click Next as shown below. The
selected server will be the basic basis of al the policies that were created afterwards, if in case you have
multiple servers that need to be processed, you only need to do it on 1 server and apply to al the remaining
components. :



Security Configuration Wizard 5[

Select Server
The configuration of the server wou select will be used as a baseline Far this security palicy,

Select a server to use as a baseline for this security policy, ¥ou can apply this policy ko the selected
server of bo any ather server with a similar configuration,

Server (use DNS name, NetBIOS name, ot IP address):

CHAMGEL Browse. .. |

& ‘fou must have administrator privileges on the selected local server, IF wour current user account
does not have administrator privileges on the selected local server, click Cancel, rerun the
wizard using Run As, and specify another account,

& The IS 6.0 common files are required on the local machine when remotely scanning an IS 6.0
SEPVEL,

Learn more about selecting and configuring groups of servers,
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At the Process Security Configuration Database screen , the overall server inspection system again, we click
Next to continue:

Security Configuration Wizard 3 x|

Processing Security Configuration Database
The security configuration database contains information about roles and other Features,

Processing complete

Wew Configuration Database |

Learn more abouk security configuration dakabase.
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Then, select Next at the Role-Based Service Configuration section . Check the selected roles on the Select
Server Roles screen, as shown in the figure below including Client Access, Hub Transport, and Mailbox. Click
Next:



Security Configuration Wizard

Select server Roles

These server roles are used to ensble services and open ports. & server can perforn mulkiple
roles.

Wi IInstaIIed roles j

Select the server roles that the selected server performs:

[ &0 Federation Service Or AD Federation Service Proxy
™ [+ Application server

¥ [+ B5P.MET session stake server

[T [+ DF5 server

W [# Exchange 2007 Cliert Sccess Services

W [» Exchange 2007 Hub Transport

W [» Exchange 2007 Mailbox

W [» File server

W [ Middle-tier application server (COM+/DTC)

[~ [» Print server

[~ [» Remote access/VPN server

Learn more about server roles,

|»
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Verify that the included features are installed in the Select Client Featur es section:

Security Configuration Wizard

Select Client Features

Servers also act as clients, These client Features are used to enable services, A server can
support mulkiple client features,

Wigw: IInstaIIed features j

Select the client Features that the selected server performs:

[» Automatic update client
[T [» DHCP client

™ [» DNS client

¥ [» DNS reqistration client

v [+ Domain member

[T [+ FTP client {normal rode)
[T [ Group Policy administrative disnt
W [+ Microsoft netwarking dient
[T [# Remote access dient

I~ [» 5GL client

[ [» webDay client

Learn more about dient features,

|»
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And the options at the screen Select Administration and Other Options:




Security Configuration Wizard . x|

These administration and ather options are used ko enable services and open ports,

Select Administration and Other Options @

Wiew: IInstaIIed options L!

Select the options used to adminiskrate the selected server:

™ [+ Application Experience Lookup Service

¥ [+ application installation from Group Palicy

™ [ sudio

™ [# Background Inteligent Transfer Service (BITS)

W [» Backup (MT or 3rd party)

W [» Backup to local hardware

[~ [» Browse master

[~ [» Browser

[~ [» Content indexing

[~ [» DFS remate administration LI

Learn more about administration options.
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The servicesinstalled in the Select Additional Services section:

Security Configuration Wizard . x|

select Additional Services
There are services installed on the selected server that were found while processing the
security configuration database,

Select the additional services that the selected server requires:
[ .MET Runtime Optimization Service v2.0.50727_%86
W [+ Wirtual Machine Additions Services Application

W [ wirtual Machine Additions Shared Folder Service

Learn mare about additional services,
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The system will ask the user how to deal with unclear or unspecified services, we will have 2 options here: Do
not change the startup mode of the service and Disable the service. Y ou can change it again later:



Security Configuration Wizard 5[

Handling Unspecified Services
Unspecified services are services that are nat installed on the selected server and not listed in

the security corfiguration database,

This security policy might be applied ko servers with services not specified by the palicy. When an
unspecified service is found, perform the following ackion:

' Do not change the skartup mode of the service:

" Disable the service

Learn more abouk unspecified services.

% Back I Mext = I Cancel |

After that, the system will display the list of changes that will be applied when the policy is launched. You
should consult carefully here to avoid possible confusion, click Next to continue:

Security Configuration Wizard 3 x|

Confirm Service Changes
Before continuing, confirm that the service changes resulting from waur role and other Feature
selections are correct.

If applied to the selected server, this security policy would use the Following service configuration:

Service | Current Startup Mode | Policy Startup Mode | Used B -
Application Layer Gateway 5...  Manual Disabled Internet Connection Sk
Background Inteligent Transf... Manual Aukomatic SMS Management Point
Computer Browser Automatic Disabled SMS Logon Point, Brow |
Distributed File Systen Manual Disabled DFS server, Dormain cot
File Replication Manual Disabled Dormain controller (At
IPSec Services Automatic Disabled [Psec Services

Metwork Provisioning Service Manual Disabled Wireless Mebworking ar
Portable Media Serial Mumber  Manual Disabled Independent

Prlint Spoaler Aukamatic IDisabled File and Prink serverioill
4 3

& To undo any of the above changes, go back to the previous pages and change the selection listed in the
Used By colunin,

Learn more about confirming service changes.
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Once in the Network Security section, we can configure and set up the port server with the Firewall. Click
Next:



Networlk Security

IUse this section to configure inbound ports using Windows Firewall based
on the roles and administration options that vou selected. In addition, you
can restrick access to ports and indicate if port traffic is signed or
encrypted using Internet Protocol Security (IPsec),

Answering these questions incorrectly might prevent the selected
seryer From communicating with other computers.

[~ Skip this section

If ywou skip this section, this security policy will not configure Windows
Firewall or IPsec settings, IF you do not skip this section, Windows
Firewall will be enabled, and IPsec may be enabled as necessary, to
support configuration and use of the firewall,

Learn more about petwork security,

% Back Cancel |

The system will display the portsin use in the Open Ports and Approve Applications section:

Security Configuration Wizard _ E’

Open Ports and Approve Applications
The inbound ports listed below are used by the roles and administration options that vou

selected, Selecked ports are opened, unselected ports are blocked,

igw: l.ﬁ.ll ports j
Select the ports to open:

¥ [» 80 (HTTF)

W [» 123 (NTF)

¥ [» 135 (RPC endpoint mapperDCOM)

W [# 139 (MetBIOS session service)

W [ 443 (HTTPS)

W [ 445 (5MEB)

v [+ 3359 (Remate Deskkop Pratocal)

W [+ 42424 (43P.NET Session Skate)

¥ [+ Paorks used by DCOM (dihost, exe) ﬂ

Add. .. Edit .. Rermove advanced,,, |

Learn more about opening ports and approving applications,
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At the next Confirm Port Configuration screen, check if there is any change compared to the previous screen:



Security Configuration Wizard [ x|

Confirm Port Configuration
Before continuing, confirm that the inbound port configuration resulting From wour selections is
correct,

If applied to the selected server, this security policy would use the Following inbound part configuration:

Security Opki Restrictions
125 (NTP)
135 (RPC endpoint raapper/DCOM) Cpen
139 (MetBIOS session service) TCP Cpen
443 (HTTPS) TCP Cpen
445 (SME) TCP Cpen
3389 (Remote Deskkop Protocal) TCP Cpen
42424 (ASP MNET Session State) TCP Qpen
Ports used by DCOM (dihost, exe) Approved
Ports used by EdgeTransportPorts (... Approved
Ports used by Remote administration. .. Approved _ILI
| | »

& Tao change any of the sbove settings, go back to the previous pages and change the appropriate
selections,

Learn more about confirming port configuration.
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Select Next at the Registry Settings screen, check both of All computers that connect to it satisfy the
following minimum requirements oper ating system and It has the surplus processor capacity that can be
used to sign thefileand print traffic in the Require SMB Security section. Signatures:

Security Configuration Wizard 1 5’

Require SMB Security Signatures
The Following information determines whether Server Message Elock {SME) security signatures
are enabled or required.

The selected server has the Following attributes:

v All computers that conneck to it satisFy the Following minimum operating system requirements::

+ Windows NT 4.0 Service Pack 6a or later

* ‘\Windows 95 with the Directory Services Client Pack installed

* \Windows 95 or Windows Millennium Edition

+ ‘Windows CE .MET 4.2 (for example ‘Windows Mobile 2003 Second Edition) or later

¥ It has surplus processor capacity that can be used ka sign file and prink teaffic
This option digitally signs all file and print traffic. This signing is processor intensive, sa it is

recommended only if the server does not notmally exceed 70% processor utilization.

These settings affect the RequireSecuritySignature walue in
HELISywstermt Current ControlSeth ServicesiLaniManServer | Parameters,

Learn more about SMB security signatures,
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Select the Domain Accounts check box at the section shown below as Outbound Authentication M ethods:



Security Configuration Wizard

i X
Outbound Authentication Methods

The Following information is used to determine the LAM Manager authentication level used when
making outbound connections,

Select the methods the selected server uses to authenticate with remate computers:

!

5:

[™ Local Accounts on the remote computers

[ File sharing passwords on Windows 95, Windows 98, or Windows Millennium Edition

These settings affect the Imcompatibilitylevel value in
HELIMSystemt Current ControlSethConkroliL 54,

Learn more about outbound suthentication methods,
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Next, select Windows NT 4.0 Service Pack 6a or later in the Outbound Authentication section using Domain
Accounts, uncheck the other fieldsif the server isadomain controller and hold the FSMO role and click Next
. At the next Registry Settings Summary screen, double check the settings again and select Next as shown
below:

Security Configuration Wizard

i X
Registry Settings Summary

Before continuing, confirm that vour registry settings are correct,

If applied to the selected server, this security policy would use the Following registry settings:

Registry Value

CurrentData ) PolicyData

!
d
LAN Manager authentication

Imcompatibilitylevel
Require LDAP Signing

Send MTLMw1 re...

i1
Send MTLM+1 re... HKE'\";LO(
|dapserverinteqgrity Mot Defined Mot Defined HKEY_LO
Require SME Security Signat... requiresecuritysi...  Enabled Enabled HKEY_LOC

|

To change any of the above settings, go back to the previous pages in this section and change the
selections that determined the setting.

2

Learn mare about confirming reqiskry settings.
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The SCW Audit Policy section will set up the operation, monitoring and inspection of the Exchange server,
click Next at the Audit Policy screen. Next is the System Audit Policy section , you choose the option that best



suits the system. However, we should not choose the Do not audit section , because the options here are sorted
in ascending order, and similarly that the server will have to work more to record the events that happened. .
Then click Next :

Security Configuration Wizard ] _5!

System Audit Policy
Dekerming an audit policy based on vour auditing objectives.,

Select vour auditing objective:

¢~ Do not audit
This option does not perform any auditing.

o i
This option audits successful changes ko system and configuration Files, allowing wou to

reconstruct events after the Fact to determine who changed svstem or configuration files. Tt will
degrade system performance slightly,

" pudit successful and unsuccessful activities
This option audits both successful changes and Failed attempts to system and configuration Files,
allowing you to determine who changed system or configuration files, as well as detect attempts
to make unauthorized chanages. It will degrade system performance more than auditing just
successful activities,

Learn more about suditing policy,
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When you arrive at the Audit Policy Summary screen, double-check the changes here and click Next:

Security Configuration Wizard | 5’

Audit Policy Summary
Before continuing, confirm that vour auditing selections are correct,

If applied to the selected server, this security policy would use the Following auditing configuration:

1 ]

Account Management Mot audited SuCcess
Direckory Service Access Mot audited Success

Logon Events Success Success, Failure
Chject Access Mot audited Success

Policy Change Mot audited SuCcess
Privilege Use Mot audited Mot audited
Process Tracking Mot audited Success
Swsterm Events Mot audited Success, Failure

v also include the SCwaudic.inf security template. SCWALdE.nf sets System Access Contral Lists (S8CLS)
in order to audit access of the file system

& Once applied, these SCWaLdit.inf SACLs cannot be removed using the SCW rollback action,

Learn mare about confirming auditing changes.
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Select Next at Internet Information Services, check al related services selected at the Select Web Service
Extensions for Dynamic Content screen . For a normal Exchange server, you need to have ASP.NET



v2.0.50727, Microsoft Exchange Client Access Server, and Microsoft Exchange Server, select Next to
continue:

Security Configuration Wizard i x|

select Web Service Extensions for Dynamic Content
By defaulk, IS serves only skatic content, To serve dynamic content, vou must enable the Web

service extensions that vour content requires,

Select the Web service extensions that the selected server requires:

¥ [+ ASP.NET v1.1.4322

W [+ ASP.MET v2.0.50727

™ [ Internet Data Conneckar

¥ [ Microsoft Exchange Client Access Server
¥ [» Microscft Exchange Server

[~ [» Server Side Includes

[T [ webDay

[ Prohibit all other 'Web service extensions not listed above

Learn more about Web service extensions.
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In the Select the Virtual Directoriesto Retain section , select the virtual directory as part of the application to
allow. For example, in the picture below, we omit the check mark in all cells:

Security Configuration Wizard i x|

Select the ¥irtual Directories to Retain
The Following legacy wirkual directories pose a potential security risk and should be removed iF
unneeded,

Select the wvirtual directaries to retain on the selected server:
[ [ 11SAdmin

[ [+ 1I1SHelp

[T [ 155amples

[ [» M3aDC

[T [ Scripts

Learn more about retaining wirtual directories.

< Back I Mext = I Cancel |

Similarly, do not select the Deny Accessing Content box at the Prevent Anonymous Users from Accessing
Content Files screen , because if checked, the system will prevent access to some other features such as



Outlook Web Access. Click Next :

Security Configuration Wizard 1 _5!
Prevent Anonymous Users from Accessing Content Files
Increase the security of vour Web site content by setting additional restrictions For anonymous
Users,

‘fou can improve the security of wour Web site content by preventing anonymous users, In addition
to preventing access via [IS authentication settings, wou can deny write access to anonymous Users
with file system access control lists {ACLs),

o Dieny anonymous users write access to content files:

& This setting is effective only when IIS is using an MTFS file system volume.

Learn more abouk preventing file access by anonvmous users,
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When you switch to the |1 S Settings Summary section , check the changes after being applied. If you are not
really satisfied, click Back to reset, then click Next :

Security Configuration Wizard B x|

IIS Settings Summary
Before continuing, confirm that your 115 settings are correct,

If applied to the selected server, this security policy would use the Following IIS settings:

Setting I Sekting Item I Currenk Data l Policy Data | Metabase key &
Anonyrious File ACLs Unknown Unknown

Yirtual direckory Scripts Mot inskaled  Remowed JLMIW ISV L,
Wirtual directory M3ADC Mot installed  Remowed I3V,
Wirtual directory 1155amples Mot inskalled  Remowed JLMIM ISV L,
Wirtual directory 1I5Help Mot inskaled  Remowed JLMM ISV L,
Yirtual direckory 115Admin Mot inskaled  Remowed JLMIW ISV L,
web service extensions  *.exe Prohibited Prohibited JLMI IS
web service extensions  *.dll Prohibited Prohibited JLM IS
web service extensions  M3ExchangeClientAccess Allowed Allowed JLM IS
Web service extensions  WEBDAY Prohibited Prohibited JLMM IS
web service extensions  SSINC Prohibited Prohibited ,I'LM,I'WSS\-'C_JLI
| | »

& Ta change any of the sbove settings, go back ta the previous pages in this section and change the
selections that determined the setting.

Learn more about confirming 115 settings,

Cancel

At the Save Security Policy screen, you name and briefly describe the policy:



Security Configuration Wizard L x|

Security Policy File Name
The security policy file will be sawved with the name and description that vou provide.,

Security policy File name (a '.xml' file extension will be appended if not provided):

| CHWINDOWS, securitymsscw! Policiestexchangel Browse. ., |

Description {optional):

I

Wiew Security Policy Include Security Templates. ..

Learn more abouk saving security policies.
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At this point, the system will display a message asking if you want to apply the policy now or later, and this
application will need to restart the system once. Select 1 of the 2 options and click Next:

Security Policy File Name
The security policy file will be sawved with the name and description that vou provide.,

& apply later

Run this wizard again to apply this security policy at a later time.

" apply naw
7 il 1 i i x
ithiers i dlick Security Configuration Wizard x| .

: Applving this security policy to the selected server
! will require a reboaot after the policy is applied.
This is required for the configured applications
ar services to run propetly.

Learn more abouk applving security policies.
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If you select Apply now, the system will apply changes from policy and server as shown below. Continue
clicking Next when done:



Security Configuration Wizard 1 x|

Applying Security Policy
The Security Configuration Wizard is applving the security policy ko the selected server.

Application complete

Completing the Security Configuration
Wizard

‘ou hawve successfully completed the Security Configuration Wizard,
The security policy wou created is located at:

CHAWINDOWS\securityimssowh Policiesiexchange 1, xml

To apply this security policy to the selected server or other servers later,
run this wizard again,

Ta clase this wizard, click Finish,

< HaGH, Zance |

After that, you need to verify all the newly installed services, features and applications work properly and
according to our requirements, check the log files if the system If there is an error or give warning information,
the email data is sent and received correctly or not . In the later part of the article, we will learn how to apply
policy on many other servers. each other, aswell as the restoration of the original policy. Good luck!

Y ou finished reading the article "L earn about the Security Configuration Wizard in Exchange Server 2007 -
Part 1" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us
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regularly.
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