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L earn about firewalls, Windows Firewall on
Windows Server 2012

Windows Firewall with Advanced Security isafirewall running on Windows Server 2012 and enabled by
default. Firewall installations in Windows Server 2012 are managed in the Microsoft Management Console
Windows Firewall.

Windows Firewall with Advanced Security is a firewall running on Windows Server 2012 and enabled by
default. Firewall installations in Windows Server 2012 are managed in the Microsoft Management Console
Windows Firewall.

This article will detail how to perform the most common tasks with Windows Firewall on Windows Server 2012,
including: managing firewall settings and creating inbound and outbound firewall rules.

To set up firewall settings on this server, follow these steps:

Step 1. Click Server Manager from taskbar> click on the Tools menu and select Windows Firewall with
Advanced Security .
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Step 2: To see the current configuration, select Windows Firewall Properties from MMC. From here you can
access the settings to adjust settings for 3 firewall profiles: Domain, Private and Public and 1Psec settings.
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Step 3: Applying custom rules is done through the following two steps:

Select Inbound Rules or Outbound Rules under Windows Firewall with Advanced Security in the list in the
management pane on the left. (As you know outbound traffic is the traffic generated from the server to the
Internet and inbound traffic is the opposite). The active rules will have a green icon in the checkbox, gray is
disabled. You right-click on the rule to activate or deactivate it.
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How to create a new Firewall rule?

To create anew rule for Firewall, you must follow these steps:

From the right Actions pane, under Inbound Rules or Outbound Rules, select New Rule.
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Select Custom in What type of rule would you like to create ? > Next.

Rule Type

Select the type of frewal rule 1o Greate.

Steps:

& Rule Type What type of nule would you like to create?

& Program

@ Protocol and Pods ) Program

@ Scope Rule that controls connections for 3 program.

@ Action ) Port

@ Profie Rue that controls connections fora TCP or UDP port.

@ MName ) Predefined:
[ Active Directory Domain Services vl
Rube that controls connections for a Windows sxpenence,

® Custom

Custom nle.

< Back

Select All programs (to apply al connections on the computer) or This program path (only for a specific
program)> click Next.



Program
Spaciy the full program path and executable name of the program that this rule matches.
Steps:
@ Fule Type Does this e apply 1o 3l programs of 3 specfic program ?
< Program
@ Protocol and Pors ®) Al programs
@ 5 Fule applies 1o al connections on the computer that match other rule propesties.
& Action

() Thie program path:
@ Profile  — Browss
i -Emwl:: c\path'\program exe

“WPregramfles ' browser browser s
Srvioos
Speciy which services this nule apphies to.
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Select the protocol typein Protocol Type > Next.

Protocol and Ports
Specfy the protocols and ports to which this rule apples.

Steps:
@ Ruie Type Ta which ports and protocols does this nde apply?
# Progam
& Protocol and Porta Pretacal type: |TCI’ v
o soo bt
& Action
@ Profie Local part: Specdic Pors hd
& MName B0
Example: 80, 443, 5000-5010
Remote port: |All’m vl

<Back || HQJ| Cancel

Select the | P address for both the address on the device and the remote control> click Next.



Scope

@ Protocol and Ports
@ Scope
@ Action
@ Profie
@ Mame

Specfy the local and remote IP addresses to which this nide applies.

Which lecal IP addresses does this rule apply to?
® Any IF address
O These IP addresses:

Customize the interface types to which this nule applies:
‘Which remote IP addresses does this nule apply to?
® Any IP address

() These IP addresses:

Select the action to apply to the appropriate traffic> click Next.

Action
Specfy the action to be taken when a connection matches the condtions specfied in the e,

Steps:
@ Fule Type

# Program

@ Protocol and Ports
# Scope

# Action

@ Frofile

& MName

What action should be taken when matches the ffied conditions ?

) Mlow the conneclion
This includes connections that are protected with IPsec a3 wel as those are not.

) Nlow the connection if it is secure
This includes only connections thal have been authenticated by using IPsec. Connections
will be secured using the settings in [Psec properties and nies in the Connection Securty
Rule node:

Ct.s'om:eJ

(® Block the connection

cBack || Med> |[ Conca |

Select the profile associated with the custom rule> Next.



Profile

Steps:

@ Rule Type When does this rule apply?

& Program

@ Protocol and Ports: [+ Domain

@ Scope Applies when a computer iz connected to #s corporate domain.

@ Action [ Private

@ Profie Applies when a computer iz connected to a private network location, such as a home
or work place.

@ Mame [ Public

Applies when a computer is connected 1o a public network lezation,

[ ook [ Ny [ comed |

Name the rulle and add a description> click Finish.

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
& Frogram
@ Protocol and Ports
@ Scope fiame:
[Example: Ibound Biock
& Action
& FProfile Description (mptional):
& MName This rule will biock incoming connectians on part 80
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Rules can be found in the corresponding Rule tab, Inbound or Outbound depending on the type of rule you
create. To disable or delete arule, smply find the rulein MMC, right-click it and select Disable Rule or Delete.
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Previous article: Remote management on Windows Server 2012 with Remote Management Service

Y ou finished reading the article "L ear n about firewalls, Windows Firewall on Windows Server 2012" edited
by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can
search for similar articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

