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L earn about Driver Verifier in Windows 10

Windows has the Driver Verifier tool that can help test drivers for your device. It detects bad drivers, because
any problems found can cause an instant blue screen of death.

Windows has a "Driver Verifier" tool that can help test drivers for your device. It detects bad drivers, because
any problems found can cause an instant blue screen of death. Therefore, most computer users should be careful.

This utility is available from Windows 2000 and XP, and today, it is still part of Windows 10.
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Driver Verifier isprimarily for developers

According to Microsoft's developer notes, Driver Verifier is a useful tool for developers who are creating and
testing device drivers. Thistool helps developers find problems with drivers and fix them.

Driver Verifier can perform avariety of tests that Microsoft lists on its website. For example, Driver Verifier can
allocate most of the memory requirements for drivers from a selected memory pool, and monitor that memory
for problems. Driver Verifier may cause random memory requests to fail to check whether the driver is working
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properly in low resource usage situations. Driver Verifier can also check for memory leaks, security holes and
other problems.

Thisis a useful tool for developers, so users are almost certainly not using it. This tool only emphasizes testing
device driver software. It does not emphasize hardware, so it may not find any problems, even if you have a
hardware component that has problems.

Computer driver can befully tested

On a modern Windows system, you almost certainly use verified drivers. Modern 64-bit versions of Windows 10
also require verified drivers. These verified drivers must go through the process of checking Windows
Hardwar e Quality Labs (WHQL) and they will be fairly stable.

When you run Driver Verifier, you can ask it to only check for unverified drivers. It is possible that Driver
Verifier will notify you that you have no unverified drivers on the system.
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Select what drivers to verify

(® Automatically select unsigned drivers

() Automatically select 0 Mo unsigned drivers have been found.

() Automatically select all drivers installed on this computer

Driver Verifier can cause problems

If your computer still works fine, there is no reason to run Driver Verifier, unless you are developing a driver.
Even if it detects a problem, Driver Verifier still insists on the drivers. That's the kind of strict test, aimost
certainly will find some problems with the driver if any, except the drivers are not likely to cause any real
problems, if used regularly.

Driver Verifier may aso cause Windows to fail. If you find a problem with a driver, you will see a blue screen of
death. Microsoft documentation says you should not run this tool on a regular computer. It indicates that "you
should only run Driver Verifier on the test computer or the computer you are testing and debugging”. It does not
mean atool to help users regularly check driver problemsin the production system.

If your Driver Verifier isinstalled causing the blue screen to die every time your PC boots, you may not be able
to boot normally. Y ou can try restarting in Safe Mode and turn off Driver Verifier.

When can you want to run Driver Verifier?



If you have blue screen problems and other system problems or you suspect a faulty driver may be a problem,
you can run Driver Verifier for more information. For example, if you run Driver Verifier and see a dead blue
screen error message, the BSOD can tell you the driver file name, which will tell you which driver is causing the
problem. This driver islikely to be adriver causing other problems on the system.

However, there are two problems with this. First, it may be due to the life of the tested driver. System errors are
more likely to be caused by faulty hardware, malware or operating system errors, not by device drivers. Second,
you can investigate the basic reason for BSOD, which has started the whole mess now, and it may lead you to a
faulty driver if any.

If you recently updated a specific driver and you are having trouble, that driver may be the cause. But you can
easily revert to that driver or perform a system restore. Both help you save time than using Driver Verifier.

If you are trying to identify a bad driver that is causing the problem, all you can do is try another version of the
device driver and hopefully the driver problem will be fixed. If not, remove the related hardware device from
your PC.

How torun Driver Verifier?

Warning : Before running this tool, you should create a system restore point. Y ou can recover from this point if
you encounter a serious problem.

Y ou can actually run thistool if you want (but as a warning, you should not do this). To do so, open a Command
Prompt or PowerShell window with Admin rights. On Windows 10, right-click the Start button and select '
Windows Power Shell (Admin) .

Computer Management
Windows PowerShell

‘Windows PowerShell (Admin)

Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out

Desktop

Enter verifier at the prompt and press Enter.

(You can also just open the Start menu on Windows 10, enter the verifier in the Start menu search box and
press Enter. But the official Microsoft document recommends using the command line for a number of reasons).



Corporation. All rights r

verifier

Select ' Create standard settings ' and then click "Next'.

Instead, you can select ' Create custom settings (for code developers) ', if you want to choose individual tests
to apply to your drivers.
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Select a task

(®) Create standard settings H

(") Create custom settings for code developers)
() Delete existing settings
() Display existing settings

() Display information about the cumently verfied drivers

Click Next to create standard settings.

“You will then be asked to select the drivers to verify.

< Back Cancel

Select the driver you want to check. " Automatically select unsigned drivers ™ will check for any unverified
drivers on the system. ' Automatically select drivers built for older versions of Windows ' will check for any
drivers designed for older versions of Windows . A list of driver types will be displayed after you select this
option. On amodern PC, Windows is more likely to tell you that the system has not installed any drivers.



Select what drivers to verify

() Automatically select unsigned drivers

() Automatically select drivers buitt for older versions of Windows

(7 Automatically select all drivers installed on this computer

(®) Select driver names from a list

Click Mext to manually select the drivers to verify from a list of all the drivers installed on this computer.

Click Back to review or change the settings you wart to create.

< Back Next > Cancel

You can also select " Select driver names from a list " to see a list of your installed drivers and select
individual drivers.

For the most thorough checking, you can even choose " Select driver namesfrom alist " to check everything.

You may not need to check any Microsoft drivers included with Windows. To avoid Microsoft drivers, select
Select driver namesfrom alist ' and select driversthat are not provided by '‘Microsoft Corporation'.

After you have selected the driver you want to check, click 'Finish'. You will have to restart your computer
before the testing process begins.



Select al Deselect all Invert selection
Select drivers to verify
Verfy? Drivers Provider Version L]
O rdyboost sys Microsoft Corporation 10.0.17134.1 (WinBui...
O focomm sys Microsoft Corporation 10.0.17134.7 (WinBui...
O rspndr.sys Microsoft Camporation 10.0.17134.1 (WinBui...
64064 sys Realtek 10.003.0723.2015
ithwhdG4 sys Realtek Semiconductor Corp. 6.0.1.7672 buitt by: ...
rzendpt sys Razer Inc 10511
rZpmark sys Razer, Inc. 1.0.2.8001
rzpnk sys Razer, Inc. 1.0.12.10155
rzudd sys Razer Inc 10511
O sgmagent sys Microscft Corporation 10.0.17134.1 (WinBui...
O sleepstudyhelpersys  Microsoft Corporation 10.0.17134.1 (WinBui...
O spaceport sys Microsoft Corporation 10.0.17134.1 (WinBui...
O srv 2 sys Microsoft Corporation 10.0.17134.7 (WinBui...
O srvnet.sys Microsoft Comporation 10.0.17134.137 (Win...
[ steamstreamingmicr...  <unknown <unknown> +d
Add currently not loaded driven(s) to the list...
Click Finish after selecting the drivers to verify. The cument settings will be saved and this program will exit.
Click Back to review or change the settings you want to create orto select another set of drivers to verify.
< Back Cancel

After restarting, Driver Verifier will start checking your drivers in the background. Some types of driver-related
problems will result in an immediate problem, while other problems may not appear, until after you have used
your PC for awhile.

You will know if any problems are found because your computer will have problems and you will see a screen
error message in blue. The error on the screen can display more information about the correct driver file that
caused the problem, and you can aso find dead blue screen information by checking Windows memory output,
created after Y our computer displays BSOD.

How to turn off Driver Verifier



Select a task

(") Create standard settings

() Create custom settings for code developers)
(®) Delete existing seﬁingsa
() Display existing settings

() Display information about the cumently verfied drivers

Click Finish to delete all the existing verffier settings and exit this program.

< Back Cancel

To know how to disable Driver Verifier, please refer to the following article: How to use Driver Verifier on
Windows 10

See more:

1. How to check the current version of the computer driver
2. The best driver update software for computers
3. How to automatically update drivers on Windows using Snail Driver

Y ou finished reading the article "L earn about Driver Verifier in Windows 10" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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