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|sTelegram safe? Hereare 6 risksto keep in mind!

While most chats on Telegram are trouble-free, malicious actors sometimes take advantage of the app - aswith
most instant messaging platforms.

While most chats on Telegram are trouble-free, malicious actors sometimes take advantage of the app - aswith
most instant messaging platforms. Here's what you should know about Telegram safety and how to avoid being
scammed on the platform.

|s Telegram safe?

Telegram is generally a safe platform to use. Reasons include end-to-end encryption for one-to-one calls and the
ability to self-destruct messages in secret chats. When you send messages to others, Telegram also uses
encrypted tunnels to provide additional protection against outside threats.

Although the app collects more data than Signal, the company claimsthat it only retains data for as long as
necessary. Furthermore, usersin the EEA and UK have information stored in data centers in the Netherlands.

Other features that make Telegram safe to use include two-factor authentication and passcode/Face 1D
verification. This guide on how to enable 2FA on Telegram shows you the steps you need to take to enable that
feature.

While end-to-end encryption works for private calls, you will need to enable secret chat on Telegram to use end-
to-end encryption in your messages as this feature is not enabled by default. Thisis different from other
messaging apps like WhatsA pp and Signal, which use end-to-end encryption by default.

Telegram's M TProto encryption has also received criticism (discussed in the next section).

Common ways scammer s use Telegram

However, fraudulent activities, such as phishing and impersonation links, can occur on Telegram. Here are some
of the most common scams on Telegram.

1. Fraudulent links
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@ SecureBot Alert @

Hello, this is an automated security message from Telegram
SecureBot. We've detected unusual activity on your Telegram
account that suggests unauthorized access. For your security,
immediate action is required.

¥ Account Security Alert ¥

- Suspicious Login Detected

- Location: Unknown

- Device: iPhone 12 Pro

To secure your account, please verify your identity immediately.
Click the link below to confirm your account details and follow
the instructions:

&

Failure to verify within 24 hours may result in temporary account
suspension as a precautionary measure.

Thank you for taking prompt action to protect your Telegram
account.

A\ Important: Do not share this link with anyone. This is a
confidential security process initiated by Telegram.

Phishing links are one of the oldest scams on the Internet, and Telegram is not immune to these problems.
Scammers will often send you alink and try to convince you to click on it. Users can disguise these phishing
links in many ways, such as:

1. Linksto products.
2. Link to register an account.
3. Payment link.

Messages can also look similar to phishing and phishing emails.

2. Imper sonation

User Info

October 18, 2023
|

Are you David?

Nope, this is Chuckie
ADD TO CONTACTS

Damn it, | got the wrong contact.

Notifications
Dang, what a pity. Good thing I'm an understanding per: Q

Thank you. | thought you were a business partner in our company.

Nope, I'm not much of a businessperson myself. What does your
company do? 57

I'm a shareholder in a mom-and-pop company and the CEO of a
clothing trading company.

Oh wow, | know most mom-and-{ s had
. And a CEO tool You mus all kinds of

om Singapore, ently living in Los Angeles. Where are

in LA but now live in Singapore. My
I decided to move back to rience




When scammers on Telegram impersonate someone else, they may choose someone you know. For example, a
scammer may pretend to be your friend and claim they are in trouble. Scammers on Telegram may aso
impersonate government, law enforcement, and other reputable agencies.

Sometimes, scammers will try to start a conversation before asking you to send them money. But in other cases,
they will be more direct and ask you to pay in cash up front. While you should do everything you can to avoid
being scammed, there are many things you must do if you become the victim of a scam.

3. Telegram bots

Telegram allows third parties to create bots, and the company clearly statesin its privacy policy that Telegram
does not maintain bots that were not created by it. Unfortunately, some criminals have created phishing
programs to create fake ads, auto-message victims, etc.

While not all bots on Telegram are dangerous, malicious bots can take alot of money from your account
(sometimes with your permission and other times without). For example, Group-IB reported in 2023 that
criminals used Classiscam to create bots that defrauded users of more than $60 million from the first half of
2021 to the first half of 2023.

4. Dating scams

Some dating scammers have used Telegram to trick unsuspecting users into sending them money, and they often
start by trying to manipulate their targets. For example, a scammer may be overly complimentary and even claim
that they love you.

Once the scammer has established a connection, they may ask you to send them gifts or money. Y ou can spot

and avoid online dating scammers on al apps through vague profiles, avoiding video calls, and many other
methods.

5. Scam cryptocurrency and investment groups
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@ Hidden

October 30, 2023 N

Notifications

Forwarded from Don't delete it so quickly

Dear friends. (%) 1 photo
How to discover high-quality US stocks

in 20237 Do you want an accurate trading

strategy? Contact me now to get high-quality

US stocks and make $2,000 a day easily!

Invest early and know that your money
works for you, not you for your money!

Add the following telegram and reply
"l want to get trading strategies" to

join, the number of places is limited!
Click to Contact ”

Wow! This sounds like an amazing opportunity! Can you just do one
thing for me so | can be sure this is legitimate, though? v

Users on Reddit and other social networks have reported that they have been invited to join Telegram groups
about personal finance, especially cryptocurrency and investing. Scammers will often try to take advantage of
users emotions and create a sense of urgency to get them to invest.

Criminals can try to extort money from you in many ways through fake cryptocurrency and investment groups.
For example, someone else may try to convince you to send them money so they can invest in stocks, funds or
currencies. After you deposit the initial amount, the scammer may ask you to pay what they claim is an account
activation fee.

6. Fake gifts

Another popular Internet scam you may encounter on Telegram involves fake gifts. Y ou've amost certainly seen
these on other apps or websites before; they often claim that you have won a certain gift or a certain amount of
money.

The scammers may then ask you to pay afee before you can receive the gift. Additionally, you may be asked to
provide your banking details.

Y ou finished reading the article "I s Telegram safe? Hereare 6 risksto keep in mind!" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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