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| nstructionsto remove Social Sear ch toolbar In
Chrome, Firefox and Internet Explorer browsers

The Socia Search toolbar is abrowser hijacker, which contains other free software installations. When the
Socia Search toolbar isinstalled on your computer, the program will change the search settings, change the
homepage to a search engine Conduit (search.conduit.com), redirect and display ads. origin.

The Social Search toolbar is a browser hijacker, which contains other free software installations. When the
Social Search toolbar is installed on your computer, the program will change the search settings, change the
homepage to a search engine Conduit (search.conduit.com), redirect and display ads. origin.

Socia Search can be installed on popular browsers like Internet Explorer, Chrome and Firefox, etc. To remove
the Social Search toolbar, please refer to the following article of Network Administrator.
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Remove the Social Search Toolbar on the browser:

Step 1: Remove applicationsinstalled by Social Search on Control Panel

1. Goto Start => Control Pand .

(If using Windows XP, go to Start => Settings=> Control Panel ).
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2. Double-click Add or Remove Programs if you use Windows XP or double-click Programs and Features if
you use Windows 7, 8 or Vista.
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3. Onthelist of programs, find and uninstall applications:

1. Social Search Toolbar

2. Uninstall any applications installed from Conduit
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Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or

Repair.
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Step 2: Remove Social Search Toolbar and install Search Social Search in your browser

- On Internet Explorer:

1. Open Internet Explorer on your computer and select I nternet Options.

To do this, click the jagged icon in the top right corner => Tools => Internet Options.
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2. On the Internet Options window, at the Gener al tab, delete the sear ch.conduit.com from the Home page and
enter the homepage you want to use, such as www.google.com.
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3. At Search, click Settings.

Note: If you want to edit the search settings on Internet Explorer, click the jag icon in the right corner of the
screen, select Manage Add-ons.
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4. On the Manage add-ons window, at Sear ch Providers section, select Set as default.



View and manage your Internet Explorer add-ons
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5. Next select Social Search Customized Web Sear ch and then click Remove.

View and manage your Internet Explorer add-ons
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6. In the left pane, select Toolbars and Extensions, then click Disable unwanted toolbar and extensions from
Conduit Ltd., including:

a. Socia Search Toolbar

b. Socia Search Toolbar
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View and manage your Internet Explorer add-ons
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Close al windows on Internet Explorer and follow the steps below.

- On Chrome browser:

1. Open the Chrome browser on your computer, then click the 3 dash line icon in the top right corner of the

screen, select Settings .
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2. On the Settings window, under On Startup , click Set Pages.
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3. Next, delete sear ch.conduit.com from the startup page by clicking the x icon on the right.
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5. In the Appear ance section, select the Show Home button option and click Change .
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6. In the Open this page box , delete the sear ch.conduit.com .
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7. Enter the page you want to open in the Open this page or leave it blank and click OK .
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8. At Search , you click on Manage sear ch engines.
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9. On the Search engines page, select a default search engine, then click make default.
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10. Next select the search engine sear ch.conduit.com and remove the tool by clicking on the x sign icon in the
right corner. Select OK to close the Search Engines window.
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11. Select Extensionsin the left pane.
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12. In Extensions section, proceed to remove the Social Search extension by clicking on the trash can icon in the
right pane.

7, Search = 1 & Edensions *
& - C A [ chrome//extensions wl =
Chrome Extensions Developer mode

History
' " Sedal Search 1016701 o Enabled ©
W <o s s, wintips. org

' Allaw in incegnite

— more extension

13. Close al Chrome browser windows and follow the steps below.
- On Mozilla Firefox browser:

1. On the Firefox browser window, click the Firefox Menu in the top left corner, then select Options.
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2. In the Options window, on the General tab, delete the page http://sear ch.conduit.com in the Home Page
frame and enter the Homepage page you want (such as http://www.google.com).

Click OK after finishing.
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3. From the Firefox Menu, click Tools => M anage Add-ons.
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4. In the | eft pane, select Extensions and make sure that the Social Search extension no longer exists.
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If the Social Search extension is still available, click the Remove button to remove the extension.

5. Select Plugin in the left pane and click Disable in each Conduit Plugin.
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6. Close all windows on the Firefox browser and proceed to the next step below.
Step 3: Remove plugin Conduit Floating Pluging at Windows Startup

1. Download CCleaner and install it.
Download CCleaner and install it here.

2. Open the CCleaner application that you just downloaded and installed, on the main window CCleaner, click
Toolsin the left pane.

Windows IMM
2 Internet Explorer

| Temporary Intermnet Fles

7] saw werds

1 windows Explorer
V] Recent Documents
| Run (in Start Menu)

3. At the Tool section, select startup.
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4. Select the Windows tab , then select and delete the following items (in case if items exist):
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6. Close the CCleaner application and proceed to the next step.

Step 4: Use AdwCleaner to clean up the Registry

1. Download AdwCleaner to your device and install it.



Download AdwCleaner to your device and install it here.
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2. Close al open programs on your computer, then double click to open AdwCleaner that you just downloaded.

3. Next click Delete.
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4. On the AdwCleaner - Information window, click OK, then click OK again to restart your computer.



- AdwCleaner - Informations -

I you have been brought to use AdwCleaner, t's probably because
your PC contained potentially unwanted programs or adware

Potentially unwanted programs are often proposed during the
nstallateon of software. They muy be present form of teolbars that
sometimes (hlnge the home page of the browser and slow inlernet
browiing

To avoid the instalistion of these programas polluting the computer, i is
essential to follow these tips

- Abwarys downldall a hflo\iflh'ifr'cm-ﬂblr"dl!'ih:-‘ﬂnk of a trusted site

- When installing & program, do not chek too fast [Next] without payng
A artention 10 Terms of Use and third-party programs svailable

« i third-party programs are svailable (toolbars, etc. ..), uncheck all
checkboues about ham,

= Enable detection of PUPs in your antrarus.

You can sbso install Hosts Anti-PUP/Adware from AdwCleaner by
chicking "7 and then "Download Hosts Anti-PUP/Adware™

5. After your computer has finished booting, close the "AdwCleaner” information window and proceed to the
next step.

Step 5: Clean up dangerous programs on your computer

Download and install the most effective free antivirus and malware program to "clean up" your computer such as
Malwarebytes Anti-Malware.

Download Mawarebytes Anti-Malware to your computer and install it here.

Tip: For your computer to be truly safe and free of viruses, you should access Safe Mode, then use
Mawarebytes Anti-Malware to scan your computer.

To start your computer in Safe Mode, you can refer to the steps here.
Follow the next step below.

Step 6: Wipe unwanted files

Use CCleaner to clean the system on Internet files and Registry files.
Refer to some of the following articles:

1. Summary of how to fix errors without downloading files, not accessing Y ouTube and Not Responding
errors on Chrome browser

1. When the network speed is slow, turn this feature off to browse the Web on browsers faster

1. Enable security Click to Play Pluginson al browsers



Good luck!

Y ou finished reading the article "I nstructions to remove Social Sear ch toolbar in Chrome, Firefox and
Internet Explorer browsers' edited by the TipsM ake team. We hope this article has provided you with many

useful tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following us regularly.
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