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| nstructionsto change Port value on router

We have conducted many tests on the process of accessing data files from inside and outside your network. And
in the article below, we continue to mention the problem that many people have trouble getting started, that is
forward port on the router.
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From within our network modd:

Below isamap of asimple network system:
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We can easily see that there are 3 computers with different addresses, all of which connect to a transceiver, so
that each computer can be connected easily, while on the other The Internet must al go through the router. In
essence, this transceiver has an |P address related to your network, and there is another |P address - used to
interact with other activities outside the network. . More specifically, each time a computer makes a request to
connect to the Internet, they will use a unique IP address, here is 127.34.73.214. For example, just a simple
request like downloading data from the website, this process is automated by the router and the data is returned
to the correct position. In essence, the whole process is not too complicated because each computer starts with
unique data requirements, and the router's task has become much simpler at this step.
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Understanding Port and Protocol: basically, the port will make this process faster and simpler. If the IP is
compared to the specific address of a certain building, the port is similar to the number of floors and rooms of
each apartment. Low-value ports that correspond to fixed programs, for example when accessing any web site,
use port 80, the software on the computer receives the signal that the port That 80 is used to "serve" the signal
through the http protocol, so the system will proceed to listen and respond to the corresponding signals. In other
cases, if you send arequired http signal from another port, for example, 143 the web server system will not be
ableto identify these signals.

Besides, security applications often use port 22, and VNC programs use ports with values ??greater than 5900.
However, these ports can be changed depending on the intended use, typically is when you have many programs
that work for many different purposes. In order to avoid conflicts between applications, users need to intervene
inside to configure. For example, Plex Media Server uses port 32400, and Minecraft server uses port 25565 .
Each port can be used via TCP - Transmission Control Protocol , or UDP - User Datagram Protocol.

Outside the network:
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External Request

Next, let's discuss what happens when the device is outside the system

In this case, assume that your computer is outside the network and wants access to use the data. Specifically, the
computer sends a request to the system's IP address - 127.34.73.214, and this signal continues to pass through
the router. And the truth is that the router doesn't know where this signa comes from. But it is not too
complicated to solve because we can configure the device to perform the forward port process. This means that
depending on the port number of the required signals being sent, the router device may switch to another range
of 1P addresses.
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Specifically in this example, when we go outside and intend to use a laptop to access it, it means using another
port to make the request. When you access the network system via | P address through port 22, the router device
will recognize this signal passing 192.168.1.100, and then the SSH daemon component on the Linux system will
send feedback. At the same time, we can send and receive signals through port 80, and the router will take care
of the remaining task of sending to the web server at 192.168.1.150. Or besides, you can try to control and
access your laptop with VNC software, the router will connect you to the network via 192.168.1.200.
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Besides, we can control the router to change the port. As shown above, we have 2 separate web server systems.
When users access the home network via port 80, they can configure the router to switch this signal directly to
192.168.1.150. The web server is responsible for listening to this signal at port 80 and responding. But besides
that, users can set up the router so that when accessing via port 10,000, the signal will be transferred directly to

another computer, the address is 192.168.1.250 and also at port 80. If done this way, the second computer will
not need to be reconfigured to use another port.



Some pointsto note befor e configuring the router :

If you are in DHCP mode, each corresponding |P address of each deviceislikely to be changed at any time, and
when this process occurs, the user needs to reconfigure the system. For this reason, the best way is to set up the
computer as a server using a static 1P address. Some router devices have the ability to reverse and assign IP
addresses via DHCP without affecting the system.

When accessing the network from the outside, we need to know the IP address of the router. A ssimple way isto
use Whatismyip service.

The use of methods to change the port value may affect the operation of some security programs and firewall
systems, so be aware of the setup process between the server and the external device. Although it takes more
time, the effectiveness and security will be ensured.

Somerouter devices;

Aswe all know, every device manufacturer uses different support software on their products. In the next part of
the article, we will take a look at a few common device models that support the current forward port feature.
Suppose in this case, the user does not know how to access the router as well as the username and password
information.

Cisco/ Linksys:



LiINnNKSsYS®

A Division of Cisco Systems, Inc.

Wireless-G ADSL

Applications &

Gaming Setup Wireless Security F'E: ne Apl:;::::ii:;s&
5 ing] Port Range Forwarding | Port Range Triggering | DMZ |
Application E“P':)';_'t“' '“‘P':,"r't“' Protocol IP Address  Enabled
HTTP 80 20 ter[=]  1eztsmafo ] [
FTP 21 21 TcP [+] 18216810 [
FTP-Data 20 20 TcP[»] 18216810 [
Telnet 23 23 TcP [»] 18216810 ]
SHTP 25 25 TcP[=] 19216810 ]
TFTP 69 &9 uDP[=] 1924881/0 ]
finger 79 75 TcP [+  1mzisEal0 ]
NTP 123 123 uoP[+] 19218310 ]
POP3 110 110 TcP [+  1mziEEAl0 ]
NNTF 119 119 TcP [+  1m2i88al0 ]
SNMP 161 161 uoP[+] 19218810 [
ovs 2401 | (2401 TeP [+ 1326810 [

You will see the port forwarding entry under the Applications and Gaming section. Specificaly, in the Single
Port Forwarding section , we can assign separate ports with specific IP addresses. Besides, Port Range
Forwar ding allows users to forward multiple ports at the same time.

Dlink:



LTUAL SERVER
"
The Port Forwarding option is used to open a single port or a range of ports through your
Al ILES firewall and redirect data through those ports to a single PC on your network.
[ Save Settings ] [ Don't Save Settings ]
20- PORT FORWARDING RULES
Traffic
Port e Schedule
MName Start
Application Name El 0
F Any Always
IP Address End [=] [=]
0.0.0.0 Computer Name  [w| 0
MName Start
Application Name El o
O Any Always
IP Address End [=] [=]
0.0.0.0 Computer Name EI [}
MName Start
Application Name El 0
F Any Always
IP Address End [=] =
0.0.0.0 Computer Name  [w| |0

In Dlink's main console, you will find the forward port in Advance> Port Forwar ding.

NETGEAR:

NETGEAR

router manager
Wireless-G Router

Setup Wizard Port Forwarding | Port Triggering

Basic Settings Please select ihe service type

Wireless Settings @ portForvading

) Port Triggering
Logs
i service Name Server IP Address
Block Servies Age-ofEmpire v 192 | 168 | 1 Add
Schedule

| # Service Hame [ Start Port End Port Server IP Address
ReiGE St |® |1 hihh | 55533 55533 10216815
Attached Devices 2 lime 43508 43506 192.168.16
Backup Settings & limez 6346 5346 19216816
Set Password ® |4 serv 7272 7272 102.168.1.2
[Routertpnmas 5 uorrent 45683 45683 192.168.12

Wireless Settings

EdiSemice. | [ Delete Sewvice
wireloss | -
Repeat
e Add Custom Senvica

Port Forwarding /
Port Triggering

For Netgear router devices, search under Advance> Port Forwarding / Port Triggering. If you use Smart Wizard,
the option to switch port values ?2will also display after afew simple operations.

DD-WRT:



NAT { QoS

Port Forwarding Port Range Forwarding Port Triggering UPnP DMZ QoS
Port Forward |
Forwards I'}

| Enable |
http 30 Both E| 192,168, 1.50 30
ash_server 40050 Both El 192.168.1.50 v
3081 3081 Both El 192.168.1.109 8081 D
fransmission 9091 Both E| 192.168.1.50 5091
istat server 5109 Both El 192.168.1.50 5109
VNC_Server 5900 Both El 192.168.1.50 5900
air video 40051 Both E| 192,168, 1.51 40051
vnc_nethook 40109 Both El 192.168.1.109 5900
streamtome 40052 Both El 192.168.1.51 40052
subsonic 4040 Both [« 192,168, 1,50 4040
rdp 3389 Both [ 192,168.1.51 3389
vnc_vm 5301 Both [ 192,168.1.51 5500
minecraft_sr 25565 Both E| 192,168, 1.50 255865
plex 32400 Both [ 192,168.1.50 32400
calibre 3080 Both El 192.168.1.50 8030

DD-WRT and a number of third-party router firmware models usually locate port forwarding as an extension
tab under NAT / Quality of Service . But remember to press the Save button to DD - WRT saves the
configuration.

Some basic guidance infor mation:

Forwards L
appication | portfiom | protocol | Paddress | portto | enable |
http &0 Both [+ ] 192,168, 1.50 80
ssh_server 40050 Both [ ] 192,168, 1,50 22

Regardless of what software is being installed and used on the router, you will receive the required information
from the system. The first is the text field, where you will enter the name of the forwarded application or service.
Next is the next port value after the change, then the connection protocol section. At the same time, thisis also
the time when you need to use information search and experience to refer.

Besides, many firmware applications allow users to save various configuration items or activate them if desired.
And don't forget to check the Enable box next to the service you need to activate and use.

If you want to check to make sure the router port is open and functioning properly, use the online check service
Y ouGetSignal PortForwadingTest:
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llf'-‘ The open port checker is a tool you can use to check your external IP address and detect

——| open ports on your connection. This teol is useful for finding out if your port forwarding is setup

“é correctly or if your server applications are being blocked by a firewall. This tool may also be

—— used as a port scanner to scan your network for ports that are commanly forwarded. It is

l-;-'g) important to note that some ports, such as port 25, are often blocked at the ISP level in an
attempt to prevent malicious activity

All you need to do is enter the port information into the box, enter the IP address information if available,
otherwise use the Use Current IP link, then click Check.

open port finder
Remote Address | Port Number [9091 | [Check]

® Use Current IP

] Port 9091 is open on [s

If al configuration steps are correct, the system will display the blue flag icon, and the corresponding
notification message. However, the above configuration and execution operations are quite complicated, so the
user must be patient and careful during the whole process. Good luck!

Y ou finished reading the article "I nstructions to change Port value on router” edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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