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Instructionsfor settingup HTTPSfor smple
websites

If you don't want to lose traffic, you should set up SSL for your site so that people can accessit viaHTTPS
protocol. This article will show you how to set up HTTPS on the web in the simplest way.

From July 2018, Google Chrome will mark the "Not secure” website if you still run the website using the HTTP
protocol. If you don't want to lose traffic, you should set up SSL for your site so that people can access it via
HTTPS protocol. This article will show you how to set up HTTPS on the web in the simplest way.

Note : If you still see your site marked 'Not Secure' after successfully installing the SSL certificate, see the
problem-solving solutions at the end of the article.

Instructionsfor setting up HTTPSfor simple websites

1. Get the SSL certificate

2. Install SSL certificate

3. How to turn on HTTPS on the website

4. Some problems when setting up HTTPS for the site
1. Problem 1: Image of CDN
2. Problem 2: Unsafe links

Get the SSL certificate

According to Google's developer blog, enabling HTTPS on the site is not only intended to protect data integrity,
but also makes website visitors feel safer. In addition, many new browser features also require HTTPS. Recently,
if you open awebsite in the Chrome browser, you will see alarge 'Not Secure’ message in front of the URL.
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It is annoying to see this text on the website you have invested too much time and effort to develop it into a great
website for visitors.

SSL setup is quite simple, but you need to consider your actual situation. If your hosting provider has provided a
free SSL solution, you don't need to waste money to buy a new certificate.

Here are the SSL certificate options you can choose:

1. Free SSL certificate from your web server provider.
2. Get free SSL certificates from services like Let's Encrypt, Comodo or Cloudflare.
3. Buy SSL certificates from services like DigiCert, Namecheap or GoDaddy.

Free SSL certificate services often also offer paid certificates.
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The difference between free and paid certificates is that you need to refresh yourself and do this via cron job (the
job is done in a specified cycle). Some web servers provide management of these cron jobs for free such as Let's
Encrypt, SiteGround service.

After selecting the SSL certificate, you will see a page like the one below. Certificates and keys are all part of
the SSL package.

Encoded Certificate Copy to clipboard

MIIGLTCCERWgAWIBAgISAxvbhMBjE6hBZUVUFqVOT7/AptMABGCSqGSIb3DQEBCWUA
MEoxCzAJBgNVBAYTALIVTMRYWFAYDVQQKEwlMZXQncyBFbmiyeXBaMSMWIQYDVQQD
ExpMZXQncyBFbmNyeXBRIEF1dGhveml BeSBYMzAeFwBx0DAIMz AwNABNT laFwex
ODEwMjgwNjABNT 1aMB8xHTAbBENVBAMT FHRvcHN1Y3]1dHdyaXR1cnMuY29¢MIIB
IjANBgkqhkiGIwBBAQEFAAOCAQBAMIIBCgKCAQEAVBPPVU/eQci2B1DLP5qERX 8
T9oWxCXhlw21BzeMX10ac4TiyKB219TgWDGgy+k/GRz@dshhFwrG@SNvmP1RSr7H
gVeehjvoQQ3 1WeQ4dC30VAFCXZootHk 7uWUyD5GWe65aZLlp21fvDDu/PdSTPNII
qdy cOXOE 2K tNAK JQROWeuYOkeaTySsQKV2q6SZFNZEXWYdT58V4hYBbcUVby jFH
s@TokgddV1LFUF9kns+vC3ubJo2wWskaeAzYKm1P7K9xsHr2PuNKGz jf1b7WxBauY |
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Private Key Copy to clipboard

————— BEGIN RSA PRIVATE KEY-----

MIIEpQIBAAKCAQEAVEPPVU/eQci2B1DLPSq6RXr8T9oWxCXhlw2]1BzeMX10acdTi
yKB219TgWDGgy+k/GRz@dshhFwrGaSNvmP1R5r7HgVe8NjvoQQ3 1WeQadC30VAFC
XZootHk7uWUyD5GWe65aZLlp21fvDDu/Pd5TPnIIqdycOXOE 2K ftNAk jQROWeuYD
k@BTySsQKV2q6SZFNZEXWydT58VahYBbcUVbyjfHs@TokgddV1LFUF9kns+vC3ub
Jo2WBkaeAzYKm1P7K9xsHr2PuNKGz i f1b7WxBBuYatwMzei /e3M2bIhPNU4ETuaC

Copy both of this encrypted text and save them in a safe place.

Install SSL certificate

Most instructions that describe how to install an SSL certificate require that you have a private |P, which means
you need to buy a more expensive hosting plan. If you have purchased this hosting plan, you can check it by
visiting your account.

» Primary Domain: topsecretwriters.com

» Server Location: Chicago (USA)

» WHM/cPanel top

Username:

» Server IPs: 1: 146.6 (main)

» Your DNS: ns1.c46501.sgvps.net (=ee@:T000)
ns2.c46501.sgvps.net (FESESSioRy

» FTP Details: FTP Hostname: ... ..c4.ps.net

FTP Password: Same as cPanel password.

» Email Details: POP/IMAP Server: ..._.. psecretwriters.com
SMTP Settings: )psecretwriters.com



If using a shared hosting plan, it means that many websites share the same server, you will not have a private |P
with the URL. However, this does not mean that you cannot install an SSL certificate. Thanks to technology
called Server Name Indicator (SNI), you can still install SSL certificate on the website when there is no IP. If
using a shared hosting plan, ask your hosting provider if they support SNI for SSL encryption.

To install the certificate, you need to access cPanel and click SSL / TLS Manager .
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You will see different options for managing SSL certificates. To install the original SSL certificate for HTTPS,
select the I nstall option.

Private Keys (KEY)

Generate, view, upload, or delete your private keys.

Certificate Signing Requests (CSR)

Generate, view, or delete SSL certificate signing requests.

Certificates (CRT)

Generate, view, upload, or delete SSL certificates.

Install and Manage SSL for your site (HTTPS)

Manage SSL sites.

Y ou will see the option to select the domain name you want to install the certificate to, and choose the correct
domain name from the drop down box. Next, paste the encrypted certificate text that you copied above into the
Certificate box.



Browse Certificates

Domain: topsecretwriter.com (www.topsecret ¥ {3 Autofill by Domain

IP Address: 146.66.73.82

Certificate: (CRT)

The certificate may already be on your server. You can either paste the certificate here
or try to retrieve it for your domain.

Private Key: (KEY)

Then, scroll down and paste the encrypted text for the copied Private Key when purchasing the certificate. When
saving, you need to ensure access to WordPress and refresh all web caching and browser cache (press Ctrl + F5

).

See your website again by typing the website URL with 'https: //' before it. If you have successfully installed you
will seetheword ' Secure ' before the website URL.

s Cl & Secure https:f,ﬁ'w]/w.topsecretwriters.com
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Now your site has an SSL certificate and access via HTTPS. If you still see the insecure version after taking the
steps above, you need to force all traffic going through HTTPS.

How to turn on HT TPS on the website

Y our server may have managed areas to handle required SSL changes:



1. HTTPS Enfor ce redirects traffic (for those who just enter the website URL without the 'https' in front of
it) into HTTPS.

2. The External Linksrewrite modifies external links starting with 'http' to 'https to warn '‘Mixed Content'
not displayed in the browser for your site.

HTTPS Enforce m

Forces your site to work entirely over an encrypted HTTPS connection. The
redirect is performed on server level and works for any website.

@ Make sure that you don't have .htaccess files explicitly forcing the

insecure HTTP connection to avoid any redirection loops

External Links Rewrite m

Ensures that your website will not show any “"Mixed content” warming due to
insecurely loaded external resources.

Without this auto feature, you need to do it manually by browsing to the .htacess file in the root directory of the
web server. Add the following code:

RewriteCond % HTTP_HOST} yoursitedonmai n. com [ NC|
Rewr it eCond % SERVER PORT} 80
RewriteRule N(.*)$ https://ww. yoursitedomain.con’ $1 [R L]

Once you've saved this change, anyone who visits your site viaHTTP will be redirected to HTTPS.

Some problemswhen setting up HTTPSfor the site

Problem 1: Image of CDN

The first problem you encounter after setting up HTTPS on the web is that many images on the page are broken.
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You've already had a glimpse of predictive policing if you've ev
Report.

This problem occurs when all images are provided through unsafe CDN links. Because your traffic is redirected
to use HTTPS, these images cannot be downloaded.

There are two ways to fix this error. The easiest method is to edit the SSL certificate to be able to use wildcards.
For example, if you use Let's Encrypt, you will see the option to use the charactersin the SSL management page.

Manage Let's Encrypt Certificates

Search Domain

Domain: Type Status
topsecretwriters.com Let's Encrypt I Active
ryandube.com Let's Encrypt Active

Install new Let's Encrypt Certificate

Domain: | automatedgoals.com £

Let's Encrypt SSL Type: ) Let's Encrypt SSL

® Let's Encrypt Wildcard SSL

The wildcard allows you to use your SSL certificate on any of the site's subdomains. Enable this feature and get
CA-encoded certificates, keys, and text packages from SSL information.

Access the CDB serviceto paste the SSL certificate and the Private Key into the corresponding fields.
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Use the encrypted text you pasted into cPanel in the previous step.

-

Name: www.topsecretwriters.com

SSL Certificate (Cert)

T )

iTNqurTR/G8vPDOOOJT7XxcsihRuDUVdalL88xlAoVAoGBAOeZd TrWvLF
fdigU+2YMIEwz8ssNXxJZINKHT7polD20fPKLwJ//u/y7TZCXNZglUdrg+ré
1fMMAOWFOYpHRIMhGKDTmUTNUDI8Q9om3DmmstdgYJgKcNORmg\
scHINXclCatvfRXTj8vI2lutAoGALkkoLP744yv3yoRZP7/4UuLQAv+mVc
DeN3WT7Mn+xCQVxhMrS42pdF1+FooUplJnRHCozi42XYLDWOKPd2LC
LLx1V8LZXsSDVEHMQSUEET|JLTFcASnnpj7iGHPfMcGAmMibh9GZY6Xcl

After saving, all photos will be downloaded on your site.

If the SSL service you use does not provide a wildcard option, you need to purchase a second SSL certificate for
the CDN image and install it according to the steps above.

Problem 2: Unsafelinks
If you haven't done anything except to enable SSL and HTTPS certificates, you'll see a'Not Secure' error. This

error is still displayed when you download the page via HTTPS. The common cause of this error is because you
till have unsafe links on the page such as links in the sidebar, header or footer.



Access to WordPress and see header and footer codes as well as sidebar widgets. Also check out the links to
services like Gravatar, Facebook and other services.

Links This widget may have contained code that may work better in
the “Custom HTML" widget. If you haven't yet, how about trying
Your blogroll that widget instead?

Navigation Me e

<table>

<tr><td>

<span style="float:left;margin:0 10px 0 0;">

<img

src="http://1.gr.

1 1 ?

Yoursite's most "¢ 80&d=http%3A%2F%2F1.gravatar.com%2Favatar%2Fads

ORI 16503a11cd5ca435acc9bb6523536%3Fs%3D80&r=R">
</span>Ryan is the founder of Top Secret Writers. He is an

Reganto AWek [T analyst, blogger, journalist, and a researcher for the truth
behind strange stories.

Reganto AWeber </td> </tr>

Add a navigatior

sidebar.

Recent Comme

atar.com/avatar/59b16fe991ab5ba89fae0

Change these links to use HTTPS instead of HTTP. Once completed, delete all cache and reload the page. All
problems are solved and your site is safer.

| wish you all success!
See more:

1. How toturn on HTTPS for your blog site
2. How to fix SSL connection errors on Chrome and Firefox
3. Don't believe 7 'myths about this SSL and HTTPS certificate

Y ou finished reading the article "I nstructions for settingup HTTPSfor simple websites' edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

