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Instructionsfor installing and configuring Micr osoft
Security Essentials

To provide abasic level of security in asmall server environment, users can install Microsoft Security Essentials
with some simple changes, but most of the functions of Windows Defender.

Windows Defender has been integrated into Windows 8, 8.1 and 10 by default to protect your computer against
malware, but no such default program isinstalled in Windows Server operating Ssystem.

To provide abasic level of security in asmall server environment, users can install Microsoft Security Essentials
with some simple changes, but most of the functions of Windows Defender.

By default, if you try to install Microsoft Security Essentials in Windows Server, there are many different errors
that can occur. But don't worry because the article will cover how to fix them!

In fact, Windows Defender cannot be downloaded directly to install, instead, readers can use Microsoft Security
Essentials, a more compact version of 'older generations, to combat viruses, portions Spyware and other
malware. Microsoft Security Essentials provides most of the protection methods that Windows Defender
performs, except for protection against rootkit and bootkit.

The important thing to note is that Microsoft Security Essentials is designed to provide basic and free protection
for home or small business PCs, not critical server infrastructure. Therefore, users with very small Windows
server settings should also try to install Windows Defender for basic security.

Although there is no official support, at least it provides a higher level of security than not using any protection.
However, consider using a product that is suitable for this purpose, such as Microsoft's System Center Endpoint
Protection (SCEP), an anti-malware solution for businesses. There is a need to pay for using SCEP, and
Microsoft Security Essentials can at least provide a basic, free level of security protection for a very small
environment.

Although the installation of Microsoft Security Essentials in the server operating system is not officially
supported, it works and accurately detects threats (which will be demonstrated by the examples below).

How to install Microsoft Security Essentials on Windows Server 2012
R2

1. Instructions for installing Microsoft Security Essentials for Windows Server
1. Download and install
2. Check
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2. Update
3. Configuration

Instructionsfor installing Microsoft Security Essentials for Windows
Server

Download and install

1. First, download Microsoft Security Essentials on Windows Server. Select the desired language and 32-bit or
64-bit version (depending on the structure that the server operating system is using).

English Windows Vista/Windows 7 64-bit

Download

2. Save the mseinstall.exe file locally on the server. Will not simply run this file because by default, the
installation will fail with the following error:

M crosoft Security Essentials cannot be installed on your operating system Your

) Microsoft Security Essentials = | = -
Microsoft Security Essentials installation error
M IICI'OSOﬁ: @' Microsoft Security Essentials cannot be installed on your operating system
Security
Esse nt|a|5 Your version of the Windows operating system is not supported by this

program.,

For information about supported operating systerns, see the online Help.

Get help on this issue.
Error code:0x8004FF04

(Microsoft Security Essentials cannot be installed on your operating system. The Windows operating system
version does not support this program).

3. Tofix this error message, right-click the mseinstall.exe file and select Properties.



Mame Date modified Type Size

{2 ChromeSetup 12/03/2016 310 PM  Application 965 KB

E[ mseinsta’” =16 312 PM Application 3910 KB
Open

#) | Run as administrator
Troubleshoot compatibility
Pin to Start
Share with 3
Pin to Taskbar
Restore previous versions
Send to v
Cut
Copy
Create shortcut
Delete

Rename

| Properties |

4. From the Properties window , select the Compatibility tab . On the Compatibility tab , select Run this
program in compatibility mode for: in the Compatibility M ode section and select Windows 7 from the drop-
down box shown in the figure below.



Click OK to continue.

5. If you run the mseinstall.exefile at thistime, another error will appear as follows:

M crosoft Security Essentials cannot be installed on your

Previous Versions

| Digtal Signatures

Iif this program isnt working comectly on this version of Windows,
try runining the compatibiliy troubleshooter.

| Run compatibity troubleshooter |

M

[w|Run this program in compatibility mode for:
| Windows 7 v|

|| Reduced color mode
3bit (256) color v|

|| Run in 640 x 480 screen resolution
["] Disable disglay scaling on high DP| settings
] Run this program as an administrator

operating system W nd



WA Microsoft Security Essentials -|O -

Microsoft Security Essentials installation error

Microsoft & Microsoft Security Essentials cannot be installed on your operating system
Security
Esse ntl'a|s Windows Program Compatibility mode is not supported by this program.

For information about supported operating systems, see the online Help.

Get help on this issue.
Error code:0xB004FFT1

(Microsoft Security Essentials cannot be installed on your operating system. Windows Program Compatibility
mode does not support this program).

To solve this problem, run Command prompt with admin rights and enter the directory containing the file
mseinstall.exe. Run the file mseinstall.exe with flag / disableoslimit at the end as shown below.

oo Administrator: Command Prompt |L[£-

6. The setup wizard will now open, Microsoft Security Essentials can be installed and no previous errors are
encountered. Click Next to continue and follow the requirements of the installation wizard.

h Microsoft Security Essentials = | O -

Welcome to the Microsoft Security Essentials Installation
Wizard

Microsoft Security Essentials helps enhance the security and performance of your
i computer.

Securi
Fy Security Ess

Essentials may requ

the Privacy
completes,

entials is continuously updated with new features and services that
sending additional infermation te Micreseft. Te learn more, read
Staternent. The latest updates will download after the installation

Click Next to continue,

Next > i | Cancel




7. When the installation process is complete, you can update and perform arbitrary scans. This is recommended
because the database needs to be updated to find new threats. Please ensure a stable Internet connection to
download any updates of available threats through the application. However, they can aso be updated from
Windows updates, so if you have a WSUS server, you can also update from here. After the update, a quick scan

will take place.

Microsoft Security Essentials =0 X

Microsoft
Security
Essentials

Completing the Microsoft Security Essentials Installation
Wizard

You have successfully completed the Security Essentials Installation Wizard.

Click Finish to complete the installation, Security Essentials will start
automatically and check for the latest virus and spyware definitions.

Scan my computer for potential threats after getting the latest updates.

It is possible to select the Settings tab to modify the time the automatic scheduled scan takes place weekly. By
default, the quick scan is set to run every Sunday, at 2 am and will not use more than 50% of available CPU

resources.

PC status: Protected

Scheduled scan

Default actions

Real-time protection
Excluded files and locatiens
Excluded file types
Excluded processes
Advanced

MAPS

Settings

[+ Run a scheduled scan on my PC (recommended)

Scantype: | Quick scan

Wihen: Sunday

fround:  [200AM v

[ Check for the latest virus snd spyware definitions before running a scheduled sean

[ Start the scheduled scan only when my PC is on but not in use

[+ Limit CPU usage during scante: | 50% v|

Cancel

Check



8. Microsoft Security Essentials has now been successfully installed. Please check the actual function of the
program to ensure that it will accurately identify the threat. To do this, the article created an experimental
EICAR file and seeif the real-time protection feature automatically detects and quarantinesit.

Basically, the author will open Notepad and create a .txt file containing the specified test string and then save it
to the desktop.

E Untitled - Notepad = [ /= -

File Edit Format Niew Help
XSO!P%@.ﬁp{ﬂ-\PZXSII-(P“)?CC)?}$EICL‘LR—STJQNDI-‘LRD—;QNTIVIRUS—TEST—FILE!$H+H*| ~

9. Immediately after saving the file, users will be warned visually that malware has been detected and that
Microsoft Security Client istaking action to clean up the malware detected.

Malware Detected

Microsoft Security Client is taking action to
clean detected malware.

Microsoft Security Essentials m

Detected threats are being cleaned.

Mo action needed.

" [P:"@[{h 3:30 PM

12/03/2016

10. If you check the History tab of Microsoft Security Essentials, you can see the test file listed as an isolated

item. This confirms that Microsoft Security Essentials has functioned exactly as expected in Windows Server
2012 R2.



& Microsoft Security Essentials -|o
PC status: Protected

Settings

View the items that were detected as potentially harmful and the actions that you took on them:
® Quarantined items
Items that were preventad from running but not removed from your PC.
O Allowed items
Iterms that you've allowed te run on your PC.
) All detected items
Items that were detected on your PC.

[ Detected itern Alert level Date
| (] @ VirusDOS/EICAR_Test File Severe 12/03/2016 3:31 PM

Category: Vieus
Description: This program is dangerous and replicates by infecting other files.

Recommended action: Remove this software immediately.

' Remove all ' Remov s Restor

Although it is not officially supported, users can successfully install Microsoft Security Essentials (a compact
version of Windows Defender) in Windows Server 2012 R2, confirming that it is working well and able to detect
security threats.

This is better than zero security by default (because Windows Defender is only integrated in Windows 8, 8.1,
and 10 client operating systems). However, server operating systems should use enterprise-specific solutions
such as System Center Endpoint Protection (SCEP) or some other options available from some security
providers.

Update

When Microsoft Security Essentials is installed (Figure 1), it will immediately upgrade itself to get the latest
antivirus concepts (Figure J). Thisis a very important step, because if you do not update the new concepts, the
security effect is not considered. So no matter which antivirus software you choose to use, the most important
measure isto update it in atimely manner.



Completing the Microsoft Security Essentials Installation
Wizard

You've successfully completed the Microsoft Security Essentials Installation
Wizard.

Click 'Finish' to complete the installation. Microsoft Security Essentials will start
automatically and check for the latest virus and spyware definitions.

Scan my computer for potential threats after getting the latest updates

Compater status - At risk

Wirus & spyware definitions status - Updating
Micresalt Securty Esartial & inatalbng the labest virug B spyvars dafinitesng Teomm thi Miciesalt Lipdate Canter.

Downloading...

| | % Cancel update |

Wow My cless of remize e Micesalt Secunty Essentish veindoe dunmg ke update.

0 Did you know?

Viruih B spywars dafinitesns sie Diles that Microsol Secusity Exventials uses 10 dentily mshciows o polantislly
softvesre on your computer,
“You should sksays kesp these definitions up to date to heip protect your comiputer sgsinst the Libest thrests.

i '-rm. ! cunity Es...

Figure J: Update concepts

When updates are made, our test computer switches from a red warning (high risk indicator color) to green
(protected color), as shown in Figure K.



L} Settings

Wirus & spyware definitions status - Up to date

Micresnalt Seeurity Easartials updates your vines & spywans delndions sutomabcally to hlp probect your compite,

Yirus. delmitizes versan : 1.7348.0

Diefinitions created cn: 1726/ 010 at 4:26 AM
Spyware definitions version: 1731450 |

Update

0 DN you know?

Virug B ypywars definitions wne files that Micreolt Secusity Erantiale uses 1o damtily ol p
softwere on your computes,
Yo should sbways kesp these defintiors up to date to help protect your computer sgamst the Labest thrests.

Figure K: Computer is protected

To find out more, you can revisit the Security Action Center (Figure L) and check the status of the computer.

P i
ek P Review recent messages and resclve problems
Change Action Center settings Mo isues have been detected by Action Center.
‘Q CThange User fccount Conbrol
Eatings Security (i
Vigew archeved messages
View performance mformation Netwark firewall On
ﬁ Windiows Fireveall iz actively protecting your comparter. =
Windows Updaie On
Windows will automatscally install updates a5 they become available.
Wi protection On
Whicrosoft Security Essentials reports thet it is up to date and vinus scanning is on,
Spywae and wwarted sofbwane probection On
Microsoft Secunty Essentials reparts that i is turmed on
View ircstalled amtispyewane programs
Infemiet secunty settings oK
Backup and Retore ANl intemet secunty settings are set to ther recommended levels.
‘Windows Update
Uier Account Contral ]
Wi s Program
Compathilty Troubleshocter VAL will natify when programes try to make changes to the computer,
# Change settings -

Figure L

Configuration

From the main page of the Microsoft Security Essentials client application (Figure M), you can see the status of
your computer's antivirus security and scan. From the other tabs on the screen, you can request virus concept
updates, check out the anti-virus actions taken by the application.



Scan options

& Quick
Eudl
Crstoam...

& Fasl-time protection: On
& Virus & spyware definibons:  Up o date

Sehepdulled scan settings
et scare. Sumday around 2:00 AM {Quick scam] | Change my scan schedule

i '-rm. ! cunity Es...

Figure M: Configure your computer's antivirus security on the main page

In the last tab (Figure N), you can set up a schedule to perform the scan for Microsoft Security Essentials. The
default will be once aweek, however you must be flexible to set up a schedule that suits your needs.

Computer status - Protected

o Update

| Scheduled scan

| Default actions
Regl-tirse protecton i
| Escluded files & bocationg ‘_J
| Excheded file types

. Excheded processas =

| Advanced @f’d—;l
| bcrosoft Spybet Scan type:

|uick scan o]

[#] Check for the latest wirus B2 spyware definitions befiare nanning » scheduled scan

[#] Sgart the scheduled scan only when my computer is on but not in use

'-nu. ! cunity Es..

Figure N: Set up the scan schedule

Conclude

Whether you are a user or a whole room manager with computers connected to the Internet, the need for anti-
virus applications is essential. In it, Microsoft Security Essentials is a basic protection, it is the first defense



against anyone or any organization. With the advantages of installing and tightly integrating with the Windows
operating system, thisis a component worth considering and using to protect your computer.

Y ou finished reading the article "I nstructions for installing and configuring Microsoft Security Essentials’
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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