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Instructionsfor installing Active Directory on
Windows Server 2008

Microsoft Active Directory provides a centralized solution, managing and storing network resource information
across the entire domain. In addition, Active Directory using Domain Controllersis responsible for storing and
distributing storage for al usersin the system, and setting up Windows Server 2008 as the Domain Controller
role.

Microsoft Active Directory provides a centralized solution, managing and storing network resource information
across the entire domain. In addition, Active Directory using Domain Controllers is responsible for storing and
distributing storage for all users in the system, and setting up Windows Server 2008 as the Domain Controller
role. In the following article, 1 will show you some basic steps to create a Windows Server 2008 Domain
Controller system for Active Directory domains.

Some notes when installing new Windows Server 2008:

When performing an AD installation, you need to create the first domain controller in Windows Server 2008, so
consider and remember the following:

- Domain controllers using Microsoft Windows NT Server 4.0 operating system are not supported by Windows
Server 2008.

- Windows NT Server 4.0 server system is not supported by active domain controllers in Windows Server 2008,
meaning you must have additional domain controllers using Windows 2000/2003 to support NT 4.0 server.

- The first Windows Server 2008 domain controller is required to be a global server system and must not become
aRODC.

Installing Active Directory Domain Services (AD-DS):

In Windows Server 2008 operating system, unlike previous systems, you need to apply additional steps of
DCPROMO to 'push’ the server to the Domain Controller and install Active Directory directly on it. This step
acts as an installation of Active Directory Domain Services (AD-DS) on the server. In fact, the role of AD-DS s
to enable the server to handle the Domain Controller's task, but you still have to execute the DCPROMO
command. AD-DS can beinstalled in three ways.

Method 1: Server Manager / Initial Configuration Tasks

Open Server Manager> Roles> Add Roles:
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Click Next at the next window:

Add Roles Wizard

i x|
# Before You Begin

This wizard helps you install roles on this server. You determine which roles to instal based on the tasks you

i want this server to perform, such as sharing documents or hosting a Web site.
Corfrmation Before you continue, verify that:
Progress « The Administrator account has a strong
« Network settings, such as static IP addresses,
Resulls » The latest security Windows Uipdate are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

¥ Skip this page by default

r.f-rc‘.-.o‘.‘sl Next > [~ Instal I Cancel |
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In the Select Server Roles window , select Active Directory Domain Services and click Next :



Add Roles Wizard x|

ﬁ Select Server Roles

Select one or more roles to instal on this server,
Roles: Deseription:
|| Active Directory Certificate Services i

Adiive Directory Domain Services [AD
D5} stores information about objects

| on the netwerk and makes this
[ Active Drectory Federation Services Information available to users and
[] Active Directory Lightweight Directory Services network administrators. AD DS uses
] Active Directory Rights Management Services domain controllers to give retwork
T N ol users access to permitted resources
| B anywhere on the network through a
Ej DHCP Server single logon process.
[] ot Server
[] Fax Server
[ Fle Services

] Metwark Policy and Access Services
L] Print Services:

[ Terminal Services

[] oot Services

] Web Server (TI5)

L] windows Deployment Services

[ Windows Server Update Services
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The Active Directory Domain Services window is displayed, you can refer to the information provided by the
system here and click Next :

Add Roles Wizard x|
ﬁ Active Directory Domain Services
Before You Begin 11 Active D Demain Services

mwymmwmmmmmm.m and other devices on the
network. AD DS helps administrators securely manage this information and faclitates resource sharing and
collaboration between users. AD DS & slso required for drectory-enabled applcations such &3 Microsoft
Exchange Server and for other Windows Server technologies such a5 Group Policy.

Progress Things to Note
e g i To help ensure: that users can sl log on to the network in the case of a server outage, install a minimum of
two domain controbers for a domain.

i AD DS requires a DS server to be installed on the network. If you do not have a DMS server installed, you
will be prompted to install the NS Server role on this server.

i After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(depromo. exe) to make the server a fully functional domain controlier.

i Instaling AD DS wil also install the DFS DFS5 Repli and File Replication services which
ore required by Directory Service.
Additional Information

Overview of AD DS
Instaling AD 05
Commen Confiourations for AD DS
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Click Install at the Confirm Installation Selections window :



Add Roles Wizard

ﬁ Confirm Installation Selections

Before You Bagin
Server Roles:
Active Directory Domain Services

Progress
Results

Te install the follewing reles, role services, or features, dick Install,
(i) 2informationsl messages belaw

@ This server might need to be restarted afier the installation completes.

~ Active Directory Domain Services

G’} After you instal the AD DS role, use the Actve Directory Doman Services Installation Wizard
[deproma.exe) to make the server a fully functonal domain controller.
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And wait for the whole process to complete:

Click Close:

Add Roles Wizard

E Installation Progress

Before You Begin

Server Roles

Active Directory Doman Services
Confirmation

Results

The folowing roles, role services, or features are being instaled:

Active Directory Domain Services

L
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Add Roles Wizard

& Installation Results

Before Yi i
R::aw The folowing roles, role services, o features were installed successfully:
e (i) 1informationsl message below
Conffirmation “! Active Directory Domain Services slnml.l‘lhnmﬂed
Progress The folowing role services were installed:

Active Directory Domain Controller

@ Use the Active Dinectory Domain Services Installation Wizard (dopromo.exe) to make the server a
fuslly functional domain controller.

Closa this wizard and Launch the Active Directory Domain Services Installation Wizard (depromo.exe).
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Then return to Server Manager , click on the Active Directory Domain Services link , but cannot be used because
DCPROMO is not enabled:

B server Manager
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Select the DCPROMO path and continue to follow the instructions there:
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Method 2: use server manager cmd.exe

This Servermanagercmd.exe statement is equivalent to the Add Roles and Add Features feature of Server
Manager. The main structure of this command is as follows:

Servermanagercmd.exe - | ADDS-Domain-Controller
All you need to do iswait for the process to finish.
Method 3: DCPROMO

If you forget to install AD-DS or simply want to skip these complicated steps, use DCPROMO from the
Command Prompt, and before it works, the server will check if the AD-DS is installed correctly. not yet If not,
the system will continue:

Domain Services Installation Wizard will open
automatically once the binaries have been

NSt




After completing the Add Roles Wizard , continue to use the Active Directory Domain Services Installation
Wizard or close the Server Manager function again.

Use DCPROMO:

After installing the AD-DS roles, we need DCPROMO to create the database for Active Directory and other
functions.

Type dcpromo from Run or select the DCPROMO link in Manager> Roles> Active Directory Domain Services:

= Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open: I depromi] j

5' This task will be created with administrative privileges.

| CII(E | Cancel Browse... |

Lostart| | % B || = Run

Fy

Depending on whether the AD-DS is installed, the Active Directory Domain Services Installation Wizard will
continue to appear, click Next :



@ Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click MNext.

[T Use advanced mode installation

Leam more about the additional options that ane
available in advanced mods installation.

More about Active Directory Domain Services

< Hack I H;b I Cancel |

In the Operating System Compatibility window, you can refer to more details and click Next :

i_'l Active Directory Domain Services Installation Wizard ' x|

Operating System Compatibility
Improved securty settings in Windows Senver 2008 affect older versions of
Windows

A Windows Server 2008 domain controllers have a new more secure default for the
secunty setting named " Allow cryptography algorthms compatible with Windows NT
4.0." This setting prevents Microsoft Windows and non-Microsoft SMEB "clients” from
using weaker NT 4.0 style cryptogrephy algorithms when establishing security channel
seasions against Windows Server 2008 domain controllers. As a result of this new
default, operations or applications that require a secunity channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB “clients” and network-attached storage (NAS) devices that do not suppod
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Vista with Service Pack 1 are also impacted, including domain
join operations performed by the Active Directory Migration Toel or Windows
Deployment Services.

{hitp-//go microsoft com fwlink/ ?Linkid=104751).

< Back I cht>§|




Next, go to Choosing Deployment Configuration and select Create a new domain in a new forest and Next :

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an exdsting forest or for a new forest.

(v Add & domait) cottraller o 2 0 domalT

£ r LNl

Enir e Rew domain.

Enter the appropriate name for the new domain and Next :



@! Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. s name is also the name of
the forest

Type the fully qualified domain name (FQDN) of the new forest root domain.

FQDM of the forest root domain:
Ipehid:]ucai
Example: comp.contoso.com

Note that you should not use domain names like mydomain or similar, but fully declared as mydomain.local or
mydomain.com . The next process takes place, the system will check whether the domain name is appropriate
and used or not:



! Active Directory Domain Services

Mame the Forest Root Domain

The first domain in the forest is the forest root domain. s name is also the name of
the forest.

Type the fully qualified domain name (FQDN) of the new forest root domain.

FQDN of the forest root domain:
Ipehid:]ucai
BExample: corg

Checking whether the new forest name is already
inuse ...

<m|m¥ Cancel |

Choose the correct level of the forest function level , default to Windows 2000 (here is Windows Server 2008 ):

@ ! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

ices features avail
ontrollers unning later versions of Windows Server, some advanced features will
of be available on those domain controllers while this forest is at the Windows
2000 functional level.

More about domain and forest functional levels

< Back Mexdt = Cancel




Next is the domain function level entry, the default being Windows 2000 Native (hereis Windows Server 2008 ):

@ Active Directory Domain Services Installation Wizard x|

Set Domain Functional Level
Select the domain functional level.

Domain functional level.
| Windows 2000 Native ]

Windows Server 2003

universal groups
group nasting
group type conversion
SID history
you have domain controllers running later versions of Windows Server, some
advanced features will not be available on those domain controllers while the :_J

More about domain and forest functional levels

< Back Next > Cancel |

If you select Windows Server 2008 in the forest function level section , the system will not warn users of
choosing domain function levels.

Next, the system will continue to check whether DNS is configured and set up. In this case, no DNS server has
been configured, so the installer will automatically install DNS on this server:



Set Domain Functional Level = | £
Select the domain functional level. Ll

Domain functional level:
[ Windows 2000 Native =]
functional a
Examining DMS configuration...
fhe
— =

More about domain and forest functional levels

Note again that the first DC must be Global Catalog . In most cases, the user will receive a warning message that
the server currently has 1 or more dynamic |IP addresses. Type the command IPCONFIG / all. Where did this
feature come from? The answer here is IPv6. In systems with IPv6 but not in use, you can ignore the following
warning:

| Static IP assignment x|
.
@ This computer has dynamically assigned IP address(es)

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. You should assign static IP address(es) to all
physical network adapters for reliable Domain Name System (DNS) operation, for both IPv4
and IPv6 when available, See Help for more information.

Do you want to continue without assigning static IP address(gs)?

=» Yes, the computer will use a dynamically assigned IP address (not
recommended). N
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Administrator: Command Prompt

ft Corporation. All rights reserved.

sall

WIN2888 -DC1
Ty ., i i £ A Hyhrid
IP Routing Enabled. . . . = Mo
WINS Proxy Enabled. . . st 2 Mo
adapter WAM:
Hedia disconnected
¢ Connection #

9-85-45-5A

Connection :

uf Fix

1Pv4 Address. . .
Subnet Mask . . 3
Default G gay . .
DHE ruUe o

EPE . . . 168.181.1
NetBIOS over Tcpip.

hled

Si
g

T RIRTE R IRTRIETRT

Tunnel adapter Local Area Connection® 8:

Hedia State . . . . . . . . . . . i Media di nected

A delegation for this DNS server cannot be created because the
authoritative parent zone cannot be found or it does not run
Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain petriab . local. Otherwise, no action is
required.

Do you want to continue?

Yes Mo

Change the path of the AD database, log file and SYSVOL directory. For large models, set up DC so as to
achieve the best possible performance. Then click Next :



@! Active Directory Domain Services Installation Wizard

Location for Database. Log Fles, and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better pefformance and recoverability, store the database and log files on separate

Databasze folder:

|c;w.rhdmwms Browse... |

Log files folder:

|C:\Wr-dcm3\NTDS Browse... |

SYSVOL folder:

IC:WMM\SYSVOL Browse... I

More about placing Active Directory Domain Services files

Set password for Active Directory Recovery Mode . The user should set a password based on a combination of a
minimum of 7 characters, noting that no password should be identical in the same system. Click Next:

@/ Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password

The Directory ices Restore Mode Administrator account is different from the domain
Assion a password for the Administrator account that will be used when this domain
controller is staried in Directory Services Restore Mode. We recommend that you

chooze a strong passward.

Pazsword: Il'l'l'l'llll

Confim password: Innuu

More about Directory Services Restore Mode password




In the last window, you can review your entire setup section. Click Next:

@ Active Directory Domain Services Installation Wizard

Summary

Review your selections:
this server as the first Active Direciory domain controller in @ new forest.  a

new domain name is petrilab local. This is also the name of the new forest.
NetBIOS name of the domain is PETRILAB

Functional Level: Windows 2000

in Functional Level: Windows 2000 Native

: Default-First-Site-Name

it =
To change an option, click Back. To begin the operation, click Mex.

These settings can be exported to an answer file for use with Export seftings |
other unattended operations.
More about using an answerfile

<Back | m>ﬁ| Cancel |

The installation process will start creating the Active Directory domain , and when it is finished, click Finish and
restart the system:

Active Directory Domain Services Installation Wizard i

The wizard i corfiguring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
ﬁ*l
|
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Waiting for DN installation to finish

_ ol |

™ Reboot on completion




©! Active Directory Domain Services Installation Wizard i ]

Completing the Active Directory
Domain Services Installation
Wizard

[ 355 Active Directory Domain Services is now installed on lhs__:_|
\—\jr—| computer for the domain petrilab local,

This Active Directory domain controller is assioned to the
site Default-Frst-Ste-Mame. You can manage sites with
he Active Directory Sites and Services administrative
ool

To close this wizard, click Finish,

< Hack I Finigh ; I Cance|

You must restart your computer before the changes made by the
Active Directory Domain Services Installation wizard take effect.

Restart Now Do not Restart Now

The process is complete, the server system has added the role of Domain Controller . Now you can fully test the
features by using AD management tools such as Active Directory Users and Computers, Event Logs, services,
folders, authorization and sharing . just created. Good luck!

The link to learn more about the basic process of installing or removing AD DS, you can refer directly to
Microsoft.

Y ou finished reading the article "I nstructions for installing Active Directory on Windows Server 2008"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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