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Instructionsfor activating or disabling SmartScreen
filter on Windows

Windows SmartScreen is atool and feature that checks the safety of afile or application that may be harmful on
aWindows system.

Basically, Windows SmartScreen is atool and feature that checks the safety of afile or application that may be
harmful on a Windows system. This feature has been integrated since Windows 8. When you run afile or an
application of unknown origin, Windows will block this application and display a screen asking whether or not
to run this application.

It can be said that this feature is extremely useful, however, if many of these notifications appear when running
the application, it will make many people feel uncomfortable. Therefore, you can proceed to disable Windows
SmartScreen on Windows.

What is SmartScreen filter?

SmartScreen acts as an early warning system to let users know if awebsite or application is suspicious or if the
downloaded fileis not found in the list of safe software programs. Essentially, SmartScreen uses alarge database
of whitelisted and blacklisted websites to analyze whether a given thing is safe to open or not.

SmartScreen runs in the background on Windows and will usually display as alarge blue box saying "Windows

protected your PC' by blocking a certain program or website. If it's a program, you'll usualy have the option to
"Run Anyway'. If SmartScreen appears on awebsite that you know is safe, you can click 'More Information' and
report it as a safe website.

Overall, SmartScreen is a useful layer of security that you should leave behind. However, it sometimes prevents
you from visiting websites or downloading things that you know are safe, but have not been verified by
SmartScreen. At times like these, you should disable SmartScreen.

How to turn off SmartScreen using Windows security settings

The easiest way to turn off SmartScreen is through Windows Settings. Y ou can configure all aspects of your
system's security from Windows Security. Here's how to do it.

1. PressWin + | to open Settings.

2. Open the Privacy and Security tab in the left pane.
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3. Click Windows Security .
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4. Next, click Open Windows Security .
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5. Open the App & browser control tab in the left pane.

6. Click Reputation-based protection settings under Reputation-based protection .
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7. Here you will find 4 different SmartScreen filters that you can enable or disable individualy. If you want to
disablefile and executablefilefiltering, turn off the Check appsand filesand Potentially unwanted app



blocking filters . The remaining two filters are for Microsoft Edge and Microsoft Store apps .
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8. If you want to completely turn off SmartScreen, turn off all 4 filters.

If any SmartScreen filter is grayed out with the message "this setting is managed by your administrator” , you
must contact your administrator or try this method. other.

How to turn off SmartScreen for Microsoft Edge
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Microsoft Edge has a built-in option to enable and disable Microsoft Defender SmartScreen. Here's how to
accessit:

Launch Microsoft Edge and click the three-dot menu icon in the top right corner.

Click Settings.

Open the Privacy , search, and servicestab in the left pane.

Scroll down to the Security section .

Turn off the Microsoft Defender SmartScreen toggle switch . Thiswill also disable the Block
potentially unwanted apps option .

If you choose to turn SmartScreen back on, you must manually turn on the Block potentially unwanted
apps feature .
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Additionally, you can turn off SmartScreen for Microsoft Edge using the Windows Security and Registry Editor
apps. Here's how.

Disable Microsoft Edge SmartScreen using Windows Security

Microsoft Edge SmartScreen helps you browse safely from phishing sites and malware you download. Unless
it's managed by an administrator, you can turn it off.

1. PressWin + R to open Run.

2. Enter windowsdefender:// and click OK to open the Windows Security application.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ' windowsdefender://

Cancel Browse..
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3. Openthe App & browser control tab in the left pane.

4. Next, click the Reputation-based protection settings link under Reputation-based protection .
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5. Turn off the SmartScreen for Microsoft Edge toggle switch to disable Microsoft Defender's SmartScreen
for Edge browser.

Disable SmartScreen for Microsoft Edge using Registry Editor



Editing the registry is an aternative (but more complicated) method to permanently disable SmartScreen for
Edge browser.

1. PressWin + R to open Run.
2. Typeregedit and click OK to open Registry Editor.

3. Next, navigate to the following location:

HKEY_CURRENT _USERSof t war eM cr osof t EdgeSmar t Scr eenEnabl ed

4. In the right pane, right-click on the Default value and select M odify .
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5. Enter 1 inthe Value data field and click OK to save the changes.
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6. You may need to restart your computer to see the changeslive.



How to turn off Windows Defender SmartScreen using I nternet
Properties

Y ou can enable or disable Windows Defender SmartScreen using the Internet Properties dialog box in Windows
10. Also known as Internet Options, it allows you to configure security and access settings, add-ons, Active-X
controls, etc.

Follow these steps to turn off SmartScreen using Internet Options:
1. PressWin + R to open Run.
2. Type control and click OK to open Control Panel.

3. Click Networ k and Inter net .
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4. Next, click Internet Options.

5. In theInternet Properties window , open the Advanced tab .
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6. Scroll down to the Security section .
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7. Uncheck the Enable Windows Defender SmartScreen option .
8. Click Apply > OK to save the changes.

On newer versions of Windows, including Windows 111, you may not find any options to enable or disable
Windows Defender SmartScreen in Internet Properties.

How to enable or disable SmartScreen using Registry Editor

Y ou can aso enable or disable Windows Defender SmartScreen using Registry Editor. Thisisuseful if you can't
access it from the Settings app or Internet Properties.

Note that incorrectly modifying the registry can cause system malfunctions. Therefore, create a restore point
before proceeding with the steps below.

1. PressWin + R to open Run.

2. Typeregedit and click OK to open Registry Editor. Click Yesif prompted by UAC for admin rights.
3. In Registry Editor, navigate to the following location:

HKEY_LOCAL_MACHI NESOFTWAREPol i ci esM cr osof t W ndowsSyst em

4. In the right pane, locate the EnableSmartScreen filter value. Y ou will need to create anew vaueif no value
isfound.
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5. To create anew value, right-click on the System key and select New > DWORD (32-bit) Value.

6. Rename the value to EnableSmar t Scr een.

7. Next, right-click on the EnableSmartScreen value and select M odify .
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8. Enter 0 in the Value data field and click OK to save the changes.
9. To enable the SmartScreen filter, enter 1 in the Value data field and click OK .
10. Close Registry Editor and restart your PC to apply the changes.

Y ou can further adjust the registry to create anew String Value to set the blocking level to Warn or Block .
Using Warn will display a SmartScreen warning with the option to continue. On the contrary, the Block
option will display awarning and block the application from running on your computer.

To set anew Shell SmartScreenLevel string value in the Registry Editor:

1. Right-click the System subkey and select New > String Value . Rename the value to
ShellSmartScreenL evel.



B Registry Editor - ] X
File Edit View Faverites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE'Policies\Microsoft\Windows\System

CurrentVersion Name Type Data
Ea;aCuH:gtmn b 2b) (Default) REG_SZ (value n
ety R B8 shellsmartScreenL evel REG_MULTI_SZ

IPSec
Network Connections
NetwerkConnectivityStatusindicator
NetworkProvider
Personalization

> safer

SettingSync
System
Wems
Winde e Key
Winde
Work b String Value
> T2 WSDA Delete Binary Value
m:::xz Rename DWORD (32-bit) Value
= Mol it QWORD (64-bit) Value
Opera ——— Multi-String Value
L0 Vivaldi Expandable String Value

> 7 RAZER Copy Key Name
> © Realtek i |i i iii" ili

2. Next, right-click on ShellSmartScreenL evel and select M odify.
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3. Enter Warn or Block depending on what you want SmartScreen Level to do. Click OK to save the changes
and exit Registry Editor.

How to enable or disable SmartScreen filter using Group Policy
Editor

If you want to manage SmartScreen filters for multiple computersin your organization, you can use Group
Policy Editor to perform this task.

Note that Group Policy Editor is only available on Windows Pro, Edu, and Enterprise versions of the operating
system. If you're using Home, explore TipsMake.com.com's instructions for enabling Group Policy Editor on
Windows Home edition.

To configure the SmartScreen filter using GPEdit:



1. PressWin + R to open Run.

2. Enter gpedit.msc and click OK to open Group Policy Editor.

3. Next, navigate to the following location in Group Policy Editor:

Comput er Configuration > Administrative Tenplates > Wndows Conponents > File Ex|

4. In the right pane, right-click the Configure Windows Defender SmartScreen policy and select Edit .
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5. To turn off SmartScreen, select Disabled .

6. If you want to enable SmartScreen, select Not Configured or Enabled .
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At least Windows Server 2012, Windows 8 or Windows RT

This policy allows you to turn Windows Defender SmartScreen on
or off. SmartScreen helps protect PCs by warning users before
running potentially malicious programs downloaded from the
Internet. This warning is presented as an interstitial dialog shown
before running an app that has been downloaded from the

Internet and is unrecognized or known to be malicious. No dialog
is shown for apps that do not appear to be suspicious.

Pick one of the following settings:

Some information is sent to Micrasoft about files and programs
run on PCs with this feature enabled.

7. Click Apply > OK to save the changes.

8. Close Group Policy Editor and restart your PC.
Good luck!

Refer to some more articles below:

Y ou finished reading the article "I nstructions for activating or disabling SmartScreen filter on Windows'
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
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can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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