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|nstall and configure the solution to handle email on
TMG 2010 Firewall - Part 1: Installation

In this article we will show you how to install and configure an email handling solution on TMG 2010 Firewall.

In this article, | will show you how to install and configure an email handling solution on TMG 2010
Firewall.

Y ou may or may not know, but the TMG firewall is designed to be a comprehensive email handling solution for
the network. We can install the Exchange Edge server on the TMG fire field to get email control features
included in the Exchange Edge solution, and we can install Microsoft Forefront Protection for Exchange on the
TMG firewall. . The combination of Exchange Edge and Forefront Protection for Exchange is a great way to
combat spam, malware, and limit the loss of information in organizations.

In the previously released TMG firewall beta, Exchange and Forefront Protection features were built right into
the installer. But things will change over time - especialy with beta software - and now we find that users don't
easily install an email handling solution like at the time of beta.

Some people believe in what has been prepared, but others prefer to install the software without reading the
documentation first. Certainly, if you read the previous manual, you will definitely do everything in the right
way and be encouraged, but this way will not have other interesting experiences. Many IT professionals also like
this way when they buy a new product. But above all, both professionals and users, a friendly and complete
installer is one of the advantages that makes Microsoft solutions different from what you get from firms. other
software.

In a previous article (How to Install TMG 2010 RTM), we showed you how to install TMG Enterprise Edition
on a Windows Server 2008 R2 server with two NICs. In this article, we will show you how to work with some
email protection features.

Our first thought here is to run the TMG installation program and see if they will work. Asyou can seein Figure
1 below, under the 'Additional Options section, there is an Install Microsoft Forefront Protection 2010 for
Exchange Server option . This option is like a starting point, so click on that option (but you can skip it for
other purposes).
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Figure 1

The License Agreement page will appear before your eyes. Sure, you'll guess what you need to do here if you
don't want to stop the installation process, so check the | agree to the terms of the license agreement and the
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Prepare and Install
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privacy statement check box and click Next .

Figure 2

Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server i
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License Agreement

MICROSOFT EVALUATION AND SUBSCRIPTION SOFTWARE LICENSE TERMS g
MICROSOFT FOREFRONT PROTECTION 2010 FOR EXCHANGE SERVER

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Flease read them. They apply to the

software named above, which includes the media on which you received it, if any.
The terms also apply to any Microsoft

» updatoﬁ,
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To read our privacy statement, go to: http://go.microsoft.com/fwlink/?linkid=128267

D1 agree to the terms of the license agreement and privacy statement

Next > I Cancel
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On therequired System updates page, we will receive the following message, as shown in Figure 3 below:
Khoéng tim th?y ???c ?ng d?ng may ph?c v? ???c tim th?y. Client-only installation is not currently supported '
Mean:

'No protected server application has been detected. Installation for clientsis currently not supported. '

What this means? 'Can't detect a protected server application'? Could it be Exchange Server? It isreally a server
application and it relates to what we want to do. We can completely follow that link to see more information, but
since we do not set up a firewall to allow Internet access, we will go to another computer to check the URL.
there. For example, you can go to the client that installed Exchange Edge.

1o} ]

System updates required

Your system needs to be updated before Microsoft Forefront Protection 2010 for Exchange
Server can be installed. Please review the list provided below. Instructions and/or a suggested
download location are provided for your convenience, You can click Mext after the updates
have been performed.

Mo protectable server applications were detected. Client-only installation is not currently
supported.

For examples of server applications see http://go.microsoft.com/fwlink/?Linkld=147673 or
http://go.microsoft.com/fwlink/?Linkld=147674. Note that some roles for these applications

may not be protectable,

Mext > Cancel

Figure 3

After clicking Next , a dialog box will appear with the message ' Update your system so that it meets the
installation prerequisites ' meaning "You need to upgrade the system to meet the prerequisites of installation’
(Figure 4 ). Here we need to install Exchange Edge Services,



System updates required

Your system needs to be updated before Microsoft Forefront Protection 2010 for Exchange
Server can be installed, Please review the list provided below. Instructions and/er a suggested
download location are provided for your convenience, You can click Next after the updates

have been performed.

Mo protectable server applications were detected. Client-only installation is not currently

supported.
For examples of server applications see http://go.microsoft.com/fwlink/?LinkId=147673 or

http://go.microsoft.com/fuwlink/?Linkld=147674. Note that some roles for these applications
may not be protectable,

Prerequisites missing | _5'

l:w Update your system so that it meets the instalation prerequisites,

Mext » | Cancel |

Figure 4

Look for your Exchange 2010 installation DVD and perform this installation. If you haven't installed Exchange
2010 before, you might be wondering about how to install it. The installation dialog box appears and displays a
number of options. It indicates the first option we need to address is Step 3: Choose Exchange language
option, as shown in Figure 5. Click it to expand this option, and you will be asked to install the language on the
disk or want to install other languages. Let us choose the selected language setting on DVD.



Plan

Read about Microsoft Exchange Server 2010
Read about deploying languages

Read the Microsoft Exchange release notes

e s tall G Framew F.55F1 metalied
siep 2o Instsl Windows Powershel v - Insisliec

Step 3: Choose Exchange language option
Step 4 Install Microsoft Exchange
Step 5: Get critical updates for Microsoft Exchange

Enhance
Install Microsoft Forefront Protection 2010 for Exchange Server

Figure 5

After you've made your selection, you'll move on to the next step, click Step 4: Install Microsoft Exchange, as
shown in Figure 6.
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Figure 6

The Exchange Server 2010 Setup Introduction page appears, as shown in Figure 7. After reading the
introduction, note the steps on the left panel, we click Next .



.['ﬁ..i"é'-" Exchange Server 2010 Setup

1 rtodoction Introduction

2 Welcome to Microsoft Exchange Server 2010! Microsoft Exchange Server is the industry’s
LJ License Agreament leading server for e-mai, calendaning, and unfied messaging. Exchange Server 2010 helpa

|| Emor Reporting you manage a reliable messaging system with bult-n protection against spam and viruses,
- while providing people throughout your organization with amywhere access to e-mal, voice

1 Installation Type mail, calendars, and contact information from a wide variety of phones and devices.

() Customer Epetence | Tris wizard wil uide you through the instalition of Mcrosot Exchange Server 2010.

| Progress
[ Completion
Help | ok [ noa> | cancel

Figure 7

On the License Agreement page, shown in Figure 8, select the option | accept the terms in the license
agreement and click Next .
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B irtroduction License Agreement
; To install Microsoft Exchange Server 2010, you must acoept the terms of the end-user
[ License Agreement licensa agreement. Please read the following agreement cansfully. Use the scmll bar or
. Emor Reporing press the PAGE DOWN key to view the rest of the text, During tha installation procass,
melnummamumewm:oum

L installation Type

- Customer Experience =
Improvement Program MICROSOFT SOFTWARE LICENSE TERMS

- Readiness Checks MICROSOFT EXCHANGE SERVER 2010 STANDARD, ENTERPRISE

. Prograss AND TRIAL
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These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The
terms also apply to any Microsoft

F| 5 | jid|

% | accept the temms in the license agreement. Print... |
" | do not accept the terms in the license agreemeant.

Hﬂbl -:ﬂad-:l Neud>l Cancel

Figure 8

On the Error Reporting page, as shown in Figure 9, we will be asked to make the product better by reporting
application errors to Microsoft. Thisis agood idea, so select the Y es (Recommended) option and click Next .



Exchange Server 2010 Setup

B introduction Eror Reporting

We invite you lo enable Exchange Emor Reporing to improve the quaitty, reliabilty, and
B License Agreement perdomance of Micrasoft software and services.

¥ you enable the Exchange Eror Reporting feature, Microsoft Exchange wil automatically
J Instaliation Type send emor reports to Microsoft without bothesng you. F an emor ocours, the server uses
HTTPS to send information to Microsoft over an encrypted channel. This information is
- Customer Eperience | giorud in faciities wih controlled access and is used only to improve Microsoft products.
improvement Program | Eychange Ermor Reparing does not rtertionally collect any personal information such as

5] Feadiness Chodks emal addresses. However individual emor reports may inadvedently contain personal
information. While such information could potentially be used to determine the identity of

- Progress Mecrosoft Exchange Server users, F present, & will not be used.

- Completion Nmﬁe&mm&uﬁnpomfedmumwﬂrmhﬂamm.
the server will receive feedback from Microsoft. This feedback will contain a link to a Web
page that may help resobve the problem.

# Yes (Recommended)
T No
Bead more sbout Exchange Emor Repoding
_t | cBack [ Net> | cancel

Figure 9

Onthe Installation Type page, shown in Figure 10, we will see two options:

e Typical Exchange Server Installation - This option will install multiple server roles on the same
machine. These rolesinclude Hub Transport, Client access, Mailbox and Exchange Management Tools.
Thisisthe most popular option, however it is not the best option for our purpose now.

e Custom Exchange Server Installation - This option alows you to select which server role will be
installed on the machine. Since we want to install the Exchange Edge server role on the TMG firewall,
select this option.

Select the Custom Exchange Server I nstallation option and click Next .
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1 Introduction Installation Type
Selact the Exchange Server instalation type:

1 License Agreement
Pl Evor Reports ~ . Typical Exchange Server Installation
o T The following will be nstalled on this computer:
— Customer Expenience Hub Transport
] Readiness Checiks - Exchange Management Tools
G Coanl ~ 7. Custom Exchange Server Installation
Usa this option to salact which of the folowing robes you want 1o install on
v— |  thiscomputer
- Hub Transport
- Clisrt Access
- Maibox
- Unfied
- Edge Transpord
Management Tools
Speciy the path for the Exchange Server program files:
|C:\Program Files'\Microsoft\Exchange Server'\V14 Browse... I
e | <Back |[ Net> |  cawe |

Figure 10

On the Server Role Selection page, shown in Figure 11, check the Edge Transport Role checkbox. So far
everything is done quite easily and we hope the next one is the same. Click Next .
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b
I intreduction Server Role Selection £
Select the Bxchange senver roles you want to nstall on this computer:
= ;,I_ Madbox Role Description
B3 Eror Reporting = e The Edge Transpot server role performs
B instatation Type & [T Clent Access Role arti-spam and artrarus fiterng. and applies
5 : 2 messaging and securty policies to messages in
[ Server Role LT Hub Transpot Rote transpost. The Edge Transport server e is
Selection T ; deployed in & pedmeter network and outside
 CustomarE 5517 Unfied Messaging Fole the secure Active Directory forest
~ Improvement Program =
¥ b
1R : ¥ Edge Transpart Role
4 Progress {2’ Management Toois — Disk Space
- Complstan Disk space required: 14379 MB
Dieske space avaiable: 108337.9 MB
Speciy the path for the Exchange Server program files:
|C:\Program Files'\Microsoft\ Exchange Server\V14 Browse. |
LI <Back || Net> | canca

Figure 11

On the Customer Experience Improvement Program page, shown in Figure 12, we are asked whether to
participate in the Customer Experience Improvement Program. Nobody doesn't want an improved customer
experience so choose the Join the Exchange Customer Experience Improvement Program (CEIP) option.
Note that if for some reason in the future you do not want to stick with this program, you can quit the CEIP
program.
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Customer Experience Improvement Program

The Customer Bxperience improvement Program (CEIP) collects information about how you

O License Agreement wse Microsoft Exchange in your organization. The information that is collected helps

I Eror Reportng Microsoft identfy which Microsoft Exchange features to improve. No information collected is
wsed o identify you, 1o contact you, of for any other reason.

1 Introduction

[ Instaliation Type
¥ you dlick Join the Customer Experience improvement Program, all the Exchange 2010
n Server Role servers in your organization will be included in the program. You can opt-out from the
Selection ; program at any time via the Community and Feedback tab of the Exchange
namﬁpm | Console
4 improvement Program ¥ you click | dont want to join the program at this time. none of your Exchangs 2010 servers
|| Readness Checks will be included in the program.
- Progress The industry that best represerts your oganization: | Computer-Related Products/Ses 7|
- Completion & Join the Exchange Customer Experience Improvement Program [CEIR}
€ 1 dont wish 1o join the program at this time
Read the CEIF Privacy Statement
Tell me more about the CEIP
Hep | cBack [ Net> | conca

Figure 12

On the Readiness Checks page, shown in Figure 13, there is not much we can do here except to see if the
installer checks the machine to make sure it is ready to install the Exchange Edge role. . No decisions need to be
made on this page.
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0 ktroduction Readiness Checks
: The system and senver will be checked to verfy that Exchange is ready to be instalied.
[ License Agreement Biapsad time: 00:00:04
03 Eror Reporting Summary: 2 tem(s). 0 succesded, Ofalad.
[ instafistion Type
n Server Role
Selection Bapsed Time: 00:00:05
n Wwp =M Edge Transport Role Prerequisites 2
[ Readiness Checks

SN |

o Languages Prerequisites ] 21

[ Completion

To copy the contents of this page, press CTRL-C.

Help | T Cancel

Figure 13

After passing the system check, the Install button will be active, as shown in Figure 14 and you can click on it to
start the installation.
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Exchange Server 2010 Setup

B irtroduction Readiness Checks
The system and server will be checkad to verfy that Exchange is ready to be installed .
B Ucenss Agrooment Bapsed time: 00:00:37
[ Eror Repoding Summary: 2 temis). 2 succeaded, 0 faled
1 Installation Ty -
L & Languages Prerequisites @ con % |
[y Server Role et
Salection Elapsed Time: 00:00:25
Customer Experdence 3 " )
ﬂm B S Edge Transport Role Prerequisites V] " 2
[ Read a Eapsed Time: 00:00:12
i Progress
J Completion
To copy the contents of this page, press CTRL-C,
e | <Bock |[ msat | concel

Next is the progress report, shown in Figure 15, which will show you a list of steps that will be taken when
Exchange is installed. Like other installers, however, thisis a fairly long list and takes a long time to complete
the installation.
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I intraduction Progress

" o Aaaaters Bapsed tme: 00:00:13
Summary: 9 tem(s). 2 succeeded, () faled

B3 Emor Reporting

I Instalation Type & Prepaning Setup [/ ES

Sarver Roks Blapsed Time: 00:00-01
Bg

& Stopping Services & -3

 Customer Eperience :

= Improvement Program Bapsed Time: 00:00:00

£1 Readness Checks o Copy Exchange Files = Py

0 Progress Bapsed Time: 00:00:11

J Completion

[ Language Fies 2
o Restoring services ES
o Languages =
| Management Tools 2
“® Edge Transport Roke %
& Finsiizing Setup -3
To copy the contents of this page, press CTRL«C

_teo |

Figure 15

Y ou may be wondering exactly how long it takes to install. This does not matter because it is entirely dependent
on the system hardware as well as the components you want to install. In this case, install successfully and have
a check mark in the Finalize this installation box using the Exchange M anagement Console, as shown in
Figure 16. Not realy sure what to do here but from understanding For example, the entire configuration and
management of the Exchange Edge server role is supposed to be done on the TMG firewall console. However,
because | want to risk this installation process, let's remove the check box in the checkbox and see what the
console looks like.
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Figure 16

In Figure 17 is the console for the Exchange 2010 M anagement Console . However, there is no need to do
anything here at thistime, let's close the Exchange M anagement Console and return to installing TMG.
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# TMG2010RTMEE 9 objects
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Figure 17

After closing the console, you will see the Exchange installer is still running and you will see the 5th step Step
5: Get critical updates for Microsoft Exchange is still available (see Figure 18). Upgrading the required
componentsis agood idea, so let's click on that option.

Plan
Read about Microsoft Exchange Server 2010
Read about deploying languages

Read the Microsoft Exchange release notes

Step 4 Install Microsoft Exchange
step 5: Get critical updates for Microsoft Exchange

Enhance
Install Microsoft Forefront Protection 2010 for Exchange Server

Close |

Figure 18

A red error message appears, shown in Figure 19, telling us that Windows could not search for new updates,
meaning Windows could not search for new updates . There are several reasons for this error. The most likely
reason in this case is that the firewall is not set to allow sending. Thisis a completely simple problem, we will be
interested in thisissue later. Now just install the email handling components, so we'll continue without installing

those updates right now.



Windows Update

Windows could not search for new updates
An error occurred while checking for

new updates for your computer,

Error(s) found:

Code 80072EE2  Windows Update encountered an unknown error,
Get help with this error

Most recent check for updates: MNever
Updates were installed: 12/5/2009 at 6:33 AM. View update history
You receive updates: For Windows and other products from Microsoft Update

Find out more about free software from Microsoft Update, Click here for details.

Figure 19

Now let's go back to installing TMG. Click the Install Microsoft Forefront Protection 2010 for Exchange
Server link shown in Figure 20.

Figure 20



On the License Agreement page, as shown in Figure 21, check the | agree to the terms of the license
agreement and the privacy statement check box and click Next . Here, you can feel quite familiar like other
Settings.

Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server o [l e

€ 6

-

License Agreement

MICROSOFT EVALUATION AND SUBSCRIPTION SOFTWARE LICENSE TERMS i‘
MICROSOFT FOREFRONT PROTECTION 2010 FOR. EXCHANGE SERVER

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any.

The terms also apply to any Microsoft

» updates,

Te read our privacy statement, go to! http://go.microsoft.com/fwlink/?linkid=128267
M 1 agree to the terms of the license agreement and privacy statement
Next > Cancel

Figure 21

Next you will be taken to the Service Restart page, shown in Figure 22. Note that the installer will need to stop
and restart the Microsoft Exchange Transport service . Thisis not a problem, because we have not used it yet.
Click Next .



Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server ) =i x|
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Service Restart

During installation, it may be necessary to stop and start the fellowing services on this
computer, if they are running. This is performed automatically, as needed. If these services
cannot be stopped at this time, please cancel this installation.

Microsoft Exchange Transport

Next > Cancel

Figure 22

On the Installation Folders page, shown in Figure 23, you can select the location for both the Program folder
and Data folder . The Data folder will hold data such as quarantined files and stored files. The best way is to
place all data files in a separate partition or a separate hard drive. Since there is no other hard drive and quick
instructions on thisissue here, we use the default guide and click Next .

Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server ] = il:llﬂl
Installation Folders

Please select the folders into which you would like to install the product.

Program folder:

|C: \Program Files (x86)\Microsoft Forefront Protection for Exchange Server

Browse... This is the folder into which executable files are placed.

Data folder:
IC: \Program Files (x86) \Microsoft Forefront Protection for Exchanae Server\Data

Browse.. This is the folder into which data files, such as quarantined files and
archived files, are placed.

Next > Cancel




Figure 23

The antispam engine for Forefront Protection for Exchange will download concept updates independently from
other machines and conceptual updates used by the TMG firewal. These updates take place HTTPS
transmission, so if you have a proxy server in front of the TMG firewall, you can enter the proxy information in
the dialog box shown in Figure 24. In this example, we There is no Proxy server in front of the firewall, so click
Next .

Setup Wizard - Microsoft Forefront Protection 2010 for Excha nge Server
G |

Proxy Information

" Use proxy settings

MName or IP address: I

Port: |

User name: I

Password: |

The antispam engine downloads definition updates independently from other engine and
definition updates. If you use a proxy server, configure proxy settings to ensure that the
antispam engine definition updates download successfully. Antispam engine definition
updates cannot be downloaded frem a redistribution server (UNC path).

Mext > Cancel

Figure 24

On the Antispam Configuration page as shown in Figure 25, you can turn on the antispam feature now or you
can wait and turn it on later. Thisis abit misleading, if we tell the installer to turn it on now, this feature will not
automatically activate in the TMG firewall interface as we will see later. However we suspect that we didn't turn
it on through this dialog, well have to turn it on later from another location - which means we have to find the
option to do this activation! Do so and click Next .

Note : Only FY|, the FPE antispam feature works in relation to Exchange Edge's antispam features - and
especially takes advantage of the Cloudmarkantispam technique.



Antispam Configuration

I & Enable antispam now - Antispam features will be enabled immediately after the install is
complete.

" Enable antispam later - Antispam features can be enabled later, Antispam updates will not
be downloaded until antispam protection is enabled.

Figure 25

It is only the case that we do not make the right decision initially, now we will take another opportunity to
participate in the Customer Experience Improvement Program. Put a checkmark in the Join the Customer
Experience | mprovement Program check box as shown in Figure 26 and click Next .

Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server i, il:ll_}.ﬂ

Do you want to join the Customer Experience Improvement Program?

The Customer Experience Improvement Program collects information about computer
hardware and how you use Microsoft Forefront Protection 2010 for Exchange Server, without
interrupting you. This helps Microseft identify which features to improve. No information
collected is used to identify or contact you.

To review the privacy policy, please visit: http://go.microsoft.com/fwlink/ILinkID=128267

¥ Join the Customer Experience Improvement Program

I Mest > I Cancel

Figure 26



Confirm your selections on the Confirm Settings page. You can scroll to search for some interesting
information - some may make you a little messy. For example, if you check Figure 27 below, you will see some
detailed instructions on activating the machine upgrade work immediately. Thisis a bit confusing because there
is no clarity that these instructions are for FPE customers or for TMG + FPE customers. Here, to be safe, wait
for the installation to compl ete, then go to the TMG firewall console to seeif there are any suggestions.

Click Next .

Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server

Confirm Settings

Verify that all information is correct, Confirm that you want
to proceed with the installation by clicking Mext,

To update engines immediately so that you achieve the ;I
best protection as soon as possible, it is recommended that

you:

1) Manually stop all Microsoft Exchange services now using
Services Control Manager. _|
12} Finish this installation.

3} Open the Forefront Protection Administration Console.

4) In the Policy Management view, in the Global Settings -
Engine Options pane, click Update All Engines Now,

5) Wait a few minutes for engines to update.

6) Start all Microsoft Exchange services using the Service
Control Manager.

fd

’ Next > I Cancel |

Figure 27

The dialog in Figure 28 will appear when FPE installs on the TMG firewall.
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Microsoft Forefront Protection 2010 for Exchange Server
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Figure 28

On the I nstallation results page, shown in Figure 29, we can see that the installation was successful. Thereis an
option here: the Forefront Online Protection Launch for Exchange Gateway installation program . Thisis
an interesting option because it relates to the FOPE product. FOPE is a cloud-based email, anti-spam and anti-
malware policy consensus solution. What is unclear here is why we will use FOPE with TMG email handling
solution. The answer hereis that they need to copy each other's efforts.

Click Finish .



Setup Wizard - Microsoft Forefront Protection 2010 for Exchange Server

Installation results

nt' The installation completed successfully.

™ Launch the Forefront Online Protection for Exchange
Gateway installation program,

For the latest preduct information, you should view the
Release Motes, which can be accessed from the Start menu,
under Microzoft Forefront Server Protection,

Figure 29

Now let's look at the results for our implementation efforts. Open the TMG Firewall console and click the E-
Mail Policy button in the left pane of the interface, as shown in Figure 30. In the middle pane, click the E-Mail
Policy tab. Here you can see a hint hint activating protection function against email attacks; Click Configure E-
mail Policy . What's here shows that 'Finish' is clicked, but we haven't finished. Installation is complete but we
till have some configuration tasks. Please continue to do this work.
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* Forefront
Threat Management Gateway 2010 Enterprae
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Hame [ Authortatve D... | Route Cwecton | MELO Response | Related Task
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Figure 30

Click the Spam Filtering tab in the middle pane to wake up the dialog box as shown in Figure 31. Here we see
some spam filtering options, many of which are like they relate directly to what Exchange Edge . However, it
also appears that spam filter settings are in Disabled state. Without worrying about this issue, we will activate



them in the next section.

., MR
 Forefront
Threat Management Gateway 2010
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Spam Filtering Y{Vius and Content FHitering
Configure Spam Filters
IN This page helps you define and configure spam filters, which can blodk unsolicted e-maill from entering
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Spam Fitering: Dessbled
S8 1 Allow List ©7; content Filtering
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Q& 1P Block List @6 Sender Filtering
616 1P Block List Providers % Sender ID
Enablad Enabled
@% Sender Reputation

Figure 31

On the Virus and Content Filtering tab of the middle pane of the interface, as shown in Figure 32, you will see
some options related to the FPE component of the email handling solution. Note that at this point, both Content
Filtering and Virus Filtering options are Disabled . We will fix this problem |ater.

Ve, Migresofts

- Forefront

- Threat Management Gateway 2010

E-Mai Polcy Y Spam Fitering ) Virus and Content Filtering %

Configure Virus and Content Filtering
= This page helps you define and configure virus and content filtering, which can block mabware from
k‘_-uv, entering the network via e-mall.

Content Fitering: Disabled
Virus Fitering: Deabled

S5 File Fitering S Message Body Fitering

S, virus Filtering

Figure 32

Conclude



In this first part, we installed Exchange Edge Server on the TMG firewall. After installing the Edge server role
on the firewall, we used the TMG installer to install FPE. This installation process has been successful and does
not take long to complete. That's what we did in this first part, in part two we will do the configuration tasks to
be able to implement the solution. In this article, 1 will show you how to configure the settings in the TMG
management console, then test the incoming and outgoing email access to make sure it works as intended.

Y ou finished reading the article "Install and configur e the solution to handle email on TMG 2010 Firewall -
Part 1: Installation" edited by the TipsM ake team. We hope this article has provided you with many useful
tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for

following usregularly.

© 2019 TipsMake.com


https://tipsmake.com

