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|nstall and configure email handling solutions on
TMG 2010 Firewall - Part 2: E-Mail Policy

In Part 2 of the Install and configure email handling solution on this TMG 2010 Firewall, we will show you how
to configure email protection policies.

Network Administration - In Part 2 of the Install and configure email handling solution on thisTMG 2010
Firewall, we will show you how to configure email protection policies.

Install and configure the solution to handle email on TMG 2010 Firewall - Part 1: Installation

In part 1 of this series of email handling solutions on this TMG firewall, | showed you the installation process
needed to create the gateway email for the TMG firewall. So far, when the email gateway components are
installed, we can learn more about how to configure email protection policies. Start by activating E-Mail Policy.
That means we will enable basic E-Mail protection features included in the TMG Email Gateway solution. After
activating email protection methods, you will have an anti-spam and anti-malware solution right away. However,
as you will seein the later sections of this series, you will have quite a few options for customizing your email
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policy to get alevel of protection that meets the organization's requirements. mine.
Again, TMG usesa" one-to-two " approach to email protection:

o Forefront Protection for Exchange 2010 - FPE is an anti-spam and anti-malware application, and also
allows content filtering.

¢ Exchange Edge Server - The Exchange Edge Server can perform connection filtering and anti-spam tasks.

The combination of Exchange Edge Server and Forefront Protection for Exchange makes TMG firewall a
powerful weapon in your arsenal, helping you fight spam and malware production.

Let's begin! There are many issues that we need to introduce to you here.

Enable email protection

Open the TMG firewall interface, click on the computer name in the left pane of the console. Here you will seea
new node not included in previous versions of the firewall - that's the E-Mail Policy button. Click this E-Mail
Policy button as shown in Figure 1.
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After clicking the E-Mail Policy button, you will see three tabs in the middle panel.

e E-Mail Palicy. Configure settings tab to enable email protection.

e Spam Filtering . The tab configures anti-spam settings after email protection is enabled.

e Virusand Content Filtering . The tab configures anti-malware settings and content filtering to protect
email.

Let's start with email protection by clicking the Configure E-Mail Policy link as shown in Figure 2 below.
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Y ou will then see the Welcome to the E-Mail Policy Wizard page shown in Figure 3. Click Next .



Welcome to the E-Mail Policy Wizard

This wizard helps you define SMTF routes between mail servers
and Forefront TMG.

After defining these routes, you can configure Forefront TMG
e-mail protection features to filter mail messages for potentially
malicious or inappropriate content.

Mote: E-mail protection features are only available if Forefront
Protection 2010 for Exchange Server and the Exchange Edge
Transport role are installed.

To continue, dick Next.

Figure 3

The next page is the Internal Mail Server Configuration shown in Figure 4. Here you need to configure the
TMG firewall components such as the name, IP address of the internal SMTP server, which is the SMTP server
on the internal network of you, this server is configured to accept incoming email from the Internet. It is also an
internal SMTP server that will send email from within the organization to the outside Internet.

Click the Add button next to the Internal mail servers section . You will see the Computer dialog box appear.
Enter the name of the SMTP server and the server's |P address. Alternatively, you can use the Browse button to
find the device, the IP address and the name that will be entered. Note that there may be multiple mail serversin
the internal network to accept incoming mail.

Click OK .



£-Mail Policy Wizard x|
Internal Mail Server Configuration

Specify your internal mail servers and the domains from which these servers accept mail
messages (accepted authoritative domains).

Internal mail servers:
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Now click the Add button, this is the button next to Accepted authoritative domains . You'll see the Add
Authoritative Domain dialog box appear, as shown in Figure 5 below. Enter the domain name you want to
accept incoming email. If there are multiple email domains to receive email, you can click the Add button again
to add other domains.

Note : Emails sent to your organization through the TMG firewall without the destination email domain in the
list will be removed. This is to prevent your organization from working as an SMTP relay exploited by the
spammer.



Internal Mail Server Configuration
Spedfy your internal mal servers and the domains from which these servers accept mail
messages (accepted authoritative domains).

Internal mal servers:
Computer Name | 1P Address | Add.. |
exch2010.msfirewall.org 10.0.0.3
Remove |
Accepted authoritative domains:

Enter an accepted authoritative domain name. You can use a wildcard
character to accept messages for a domain and all its subdomains.

Domain namsa:
| msfirewall.org

Examples: server.contoso.com, = contoso.com

Figure 5

Click Next on the Internal Mail Server Configuration page, as shown in Figure 6.
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Internal Mail Server Configuration
Specify your internal mail servers and the domains from which these servers accept mail
messages (accepted autharitative domains).

Internal mail servers:

Computer Name | 1P Address | add.. |
exch2010.msfirewall.org 10.0.0.3
Eemove I
Accepted authoritative domains:
mafirewall.org | Add... I
Remove |
<gack | Net> | cancel |

Figure 6

On the Internal E-Mail Listener Configuration page , as shown in Figure 7, select the network from which
you want to send the email. If there are multiple IP addresses on that NIC, you can click the Select Addresses
button and select a certain | P address to accept mail sent from the internal SMTP server.

Click Next .
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Internal E-Mail Listener Configuration
The internal e-mail listenar accepts mail traffic from the networks and 1P addresses specifisd
here.

Networks:
MName [ Selected IPs |
[ @ External <Al 1P addresses >
=4 Internal <All IP addresses>
[ <5:Local Host <Al IP addresses >
[0 =% Quarantined VPN Clients <Al IP addresses>
O - vPN Clients <Al IP addresses>

Select Addresses. ., I

< Back Next > Cancel
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In the External E-Mail Listener Configuration page, shown in Figure 8, check the checkbox for the network
on which you want to accept incoming email. In most cases, it will be the External network. If there are
multiple 1P addresses on that interface, you can click the Select Addresses button and select an IP address that is
the address you want to accept the outgoing mail. In the FQDN or |P address box on this page, enter Fully
Qualified Domain Name that you want the TMG firewall to use as a response to the SMTP session initialization
messages, such as HELO or EHLO. Make sure that the reverse DNS record for this name resolves the | P address
correctly, which is the address receiving the incoming mail.

Click Next .



E-Mail Policy Wizard 3 )

External E-Mail Listener Configuration
The external e-mal listener accepts inbound mail raffic from the networks and IP addresses

spedfied here,
Netwaorks:
Name | selected 1Ps |
@ External <Al 1P addresses>
O <% Internal <All IP addresses>
[0 <%uLocal Host <All [P addresses>
[ =% Quarantined VPN Clients <All T? addresses>
[ . veni Clients <All IP addresses >

Select Addresses. .,

Spedfy the public domain name or IP address the e-mad listener provides in responsa to SMTP sassion initiation
messages (HELO, EHLO).

FOQDN or IP address:
] exch2010.msfirewallorg

Examples: mail.contoso.com, 192.168.10.10

Figure 8

Email policy options

On the E-Mail Policy Configuration page, shown in Figure 9, you can activate the following options:

e Spam filtering: This option will enable Forefront Protection for Exchange's antispam technique and use
many antispam filtering methods to protect your organization from spam. It also takes advantage of the
anti-spam technique available in Exchange Edge Server.

¢ Virusand content filtering: This option activates Forefront Protection for Exchange's anti-virus
protection mode and uses many anti-virus engines to protect you from malware-producing emails; In
addition, it can perform content filtering to block inappropriate content.

e Connectivityfor EdgeSync traffic: Y ou can register Exchange Edge components on the TMG firewall
with your Exchange organization. This allows you to perform mail recipient filtering, addresses addressed
to people not in the organization will be removed at the gateway email.

For the strongest protection, check the check boxes and click Next .
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E-Mail Policy Configuration
Forefront TMG leverages the mail protection provided by Microsoft Forefront Protection 2010

for Exchange Server and Exchange Edge Transport server role to provide an integrated mail
protection palicy

[# Enable spam filtering

FPES's antispam technology uses multiple filters to scan for unsolicited mail raffic.

[¥ Enable virus and content filtering
Virus filters scan mai traffic for viruses and other malware in attached files. Content filters allow

ﬁ to search for specific words within e-mal messages, and for attachments with spedific names
types.

[ Enable connectivity for EdgeSync traffic

Subsoribe to your Microsoft Exchange messaging organization for enhanced anti-spam features.
After enabling connectivity, read about the next steps in Confiquring Edge Shscriptions.

< Back Mext > Cancel

Figure9

If you select Enable connectivity for EdgeSync traffic , you will have many other things to do. There are two
steps you need to take here and we will see how to perform those stepsin this article. Help entries for two steps -

To create an Edge Subscription file and Using the Exchange Management Console to import the Edge
Subscription file - shown in Figure 10 and 11 below.

= To create an Edge Subscription file
1. [Inthe Forefront TMG Management console, in the tree, chck the E-Mail Policy nade.
2. Inthe details pane, dick the E-Mail Policy tab.

3. Inthe Tasks tab, click Generate Edge Subscription Files,

4, In the Browse for Folder window, browse to the location where you want to store the Edge Subscriptron files, and click
OK.

Figure 10



= Using the Exchange Management Console to import the Edge Subscription file
To import the Edge Subscription file

1. On the computer runming the appropriate Hub Transport server role, open the Exchange Management Censole. Expand
Drganization Configuration, select Hub Transport, and then in the result pane, chick the Edge Subscriptions tab,

2 Note:
To perform this procedurs, you mist be sssigned, sither directly or usmg a universal security group, the Drganszatian
Management management role,

2. In the action pane, ciick New Edge Subscription. On the New Edge Subscription page, comgplete the following fields:
& Active Directory site—Click Browse, and then selact an Active Directory site in the drop-down list. This fiald

wdantifies the Active Directory site where the Hub Transport server i connecting to the Edge Transport server for which
the Edge Subseription exists,

Subscription file=Click Browse, and then select an Edpe Subscription file.

Autematically create a Send connector for this Edge Subscription—Select the check box to sutomatically

create s Send connector that routes messages from the Exchange organization to the Internat. The Edge Subscrption
will be configured as the source server for the Send connector. The Send connecter will be configured to route p
messages to all domans by usang Domain Name System (DNS) MX resource records.

8. Click New,

3. On the Completion page, chck Finish, A status of Completed indicates that the wizard completed the task successfully.
A status of Failed indicates that the task was not completed. If the task fails, review the summary for an explanation, and
then chek Back to make any addtronal changes,

4. Repeat steps one through three for each Edge Subscripbon file.

Figure 11

Click Finish in the last page of the Completing the E-Mail Policy Wizard, as shown in Figure 12.

E-Mail Policy Wizard il X

Completing the E-Mail Policy
Wizard

‘fou have successfully completed the E-Mail Policy
Wizard. When you dick Finish, the fallowing configuration
will be applied:

Diefault Intermal Mall Route =]
Server names: exch2010.msfirewal.org
Domain Mames: msfirewall org
Listen to networks: Internal
Default External Mail Route
SMTP Session Initiation Response: exch2010.msfirewall.org
Listen to networks: External
Spam Filtering: Enabled
Wirus and Content Filtering: Enabled
Connectivity for EdgaSync Traffic: Enabled

4 o

To dose this wizard, dick Finish.

<Back Finish concel |

Figure 12

The Microsoft Forefront Threat Management Gateway dialog box, like the one shown in Figure 13, will
appear, asking you to enable the System Policy Rules needed for receiving and forwarding SMTP traffic. We
will do that, so click Yes.



Microsoft Forefront Threat Management | f_‘ _5‘

4@™% For Forefront TMG to receive and forward SMTP traffic with
'9-' antispam, content filtering, and malware protection engines, policy
= rules allowing SMTF traffic through the Exchange Edge server
must be enabled.

Do you want to enable the system policy rules allowing this traffic?

Yes Mo I

Figure 13

Configure email policy

At this point, we are ready to study and configure email policy. Now you can click the Apply button to save
your configuration, or you can wait until it's done. It will save for you. | prefer to click Apply rather than not,
because | myself don't want to lose the configuration changes | made when something went wrong, such as the
console crashing. Although there is no problem with the TMG firewall console during my work, | will never
know when such bad things can happen - and the best way to prevent that. isthe way | chose.

Y ou can see, in the middle pane of the interface in the E-Mail Policy tab, the following settings:

Email Policy : Enabled

Spam Filtering: Enabled

Virusand Content Filtering: Enabled
Edge Subscription: Enabled

Protection Manager Integration: Disabled
E-Mail Policy Integration Mode: Enabled

Note that Forefront Protection Manager (formerly known as 'Stirling’) cannot be configured at this time because
Forefront Protection Manger remains in a state of change. We will mention this when FPM is more stable and
the product group has a better idea of ??how to end it.

At this point, double-click the External_Mail_Server s section, as shown in Figure 14 below:
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~~ Forefront

Threat Management Gateway 2010

Jj W?l Uﬁﬁfd' To save changes and update the configuration, dick Apply,

{E-Mgﬂ. Policy Y Spam Filtering X Virus and Content Filtering Yy
E-Mail Policy Settings
E-Mad Policy: Enabled Edge Subscription Connectivity: Enabled
Spam Filtering: Enabled Protection Manager Integration: Disabled
Virus and Content Filtering: Enabled E-Mad Policy Integration Mode: Enabled
SMTP Routes
Name ~ | Authoritative Domains | Route Direction | HELO Response |
S External_Mad_Servers Configured by Edge Subscription [ External exch2010.msfirewal.org
& Internal_Mai_Servers Configured by Edge Subscription [ Internal

Figure 14

You will then see the External_Mail_Servers Properties dialog box, as shown in Figure 15, where we can
upgrade the External Mail Server settings. On the Listener tab, you can see the Networks and FQDN settings

that you set in the wizard.



External_Mail_Servers Properties 1 x|

General | Routing | Domains.  Listener |
This &-mail listener accepts mail traffic from the networks and IP addresses

spedfied here.

Networks:
Mame | selected 1Ps -
[ @ External <All 1P addresses > .
O <& internal <All IP addresses>
!]I Sl ol Hast <Al TP addresssss | Lrﬂ

Select Gddresses, ., |

FQDM or IP address provided in response to SMTP session initiation
messages (HELO, EHLO):

| exch2010.msfirewall.org

Examples: mail.contoso. com, 192, 168. 10, 10

ok Cancel ERRlY

Figure 15

If you click on the E-Mail Policy link at the top of the middle pane (('"Enabled’ in Figure 14), the E-Mail Policy
dialog box appears as shown in Figure 16. Here you can enable or disable security. and Email Policy We will
also see the same options for other links in the upper part of the middle pane when accessing the E-Mail Policy
tab.
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General |

I o .
(o5 E-Mail Palicy

Status: Enabled ﬂ
Disabled

Description

The e-mail policy feature can help you reduce virus outbreaks and attacks
by malicious software delivered by e-mail, E-mail policy contains multiple
malware protection engines, antispam and configurable content filters,
After you enable e-mail policy, you can enable or disable each feature
separately.

0K Cancel AEply

Figure 16

Here, you have a working configuration and you can now configure your MX records to send mail to the
externa interface of the TMG firewall. The default settings will work well and will provide a high level of
protection. However, as | mentioned above, you can customize the configuration to alarge scale and welll take a
look at those customization options later in this series.

Troubleshoot

If it detects that incoming mail doesn't reach the TMG firewall after making changes to the MX record, consider
some of the following issuesto fix the problem:

e Checking the TTL on the MX record, check the A record that the MX record is pointing to - this allows
you to know how quickly your changes will be "popular” on the Internet.

¢ If you have afirewall or NAT devicein front of the TMG firewall, make sure that it forwards incoming
messages in TCP port 25 to the IP address you configured when running the wizard as the incoming 1P
address.

¢ |f you encounter problems with outgoing mail, make sure you have configured your SMTP server to use
the TMG firewall asa'smart host' or have configured Exchange 2007/2010 servers to Use the firewall for
outgoing connections.



e Check the Services section of the TMG firewall to ensure that all TM G firewall services, such as
Exchange and Forefront Protection for Exchange services work.

Conclude

In the second part of this article series, we went over some of the necessary procedures for the Email Protection
components to work. We have configured the incoming SMTP listener listener, which is used to accept incoming
mail, and configure the outgoing SMTP listener, used to send mail. In addition, we have enabled Forefront
Protection for Exchange components and Exchange Edge to enable anti-spam and anti-virus protection.

In the next part of this article series, | will show you more details about the spam filtering configuration on the
TMG firewall. Some configuration options we will cover in those sections, including anti-spam features such as
allowed IP addresses, authorized providers, blocked IP lists, locked providers. , filter content, filter recipients,
filter outgoing mail, configure sender ID and configure recipient reputation, .

Y ou finished reading the article "I nstall and configure email handling solutionson TM G 2010 Firewall -
Part 2: E-Mail Policy" edited by the TipsM ake team. We hope this article has provided you with many useful
tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following usregularly.

© 2019 TipsMake.com


https://tipsmake.com

