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Import and Export Windows networ k settings

Inthisarticle, | will show you how to work with your wireless profile, configure TCP/ IP and 802.1X
authentication settings.

Network administration - Do you need to backup or distribute network settings? In thisarticle, | will show
you how to work with your wireless profile, configure TCP /1P and 802.1X authentication settings.
This tutorial will show you how to backup and transfer network settings. We will target the following major

network settings:

o Wireless profile. Encryption and authentication settings
e Configure TCP/IP . Static IP addresses and detailed information about DNS
e Profilerunning wire. 802.1X authentication settings

The main method we will use is the command line network shell (Netsh) tool, which can work at the command
prompt. Although Netsh has been integrated into Windows since Windows 2000, support for the ability to work
with wireless and wired network profiles has not been added until Windows Vista.

We will also work with Windows Connect Now (WCN), which is available in Windows XP SP2 and later
versions. Microsoft has developed this feature to make it easy to set up and configure small networks.

Import and Export Wi-Fi settingswith Netsh (Windows Vista and Windows 7 only)

In Windows Vista and Windows 7, Microsoft added some wireless commands to the Netsh command line tool.
This feature alows you to export the profiles of wireless networks that you have saved in Windows; It also
allows you to import profiles to other Windows Vista or Windows 7 computers.

To start with Netsh, open the command prompt window. Since you need to know the profile name, you can
review the list of your saved profiles:

netsh wlan show profiles

If you want to see details about your profiles, use the following command:
netsh wlan show all

When ready to export the profile, use the following syntax:

netsh wlan export profile folder =" PATH_TO_FOLDER" name = PROFILENAME
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This command will create an XML file (Figure 1 shows an example) in the directory you specify and use the
interface name and profile you enter (for example, Wireless Network Connection-mynetworkname.xml ).

8 C\lUsers\Eric GeisriWireless Natwork Connection-diink WPAxml - Windows Intermet Explorer [ | ]
Yoz ng) |£‘ filesWFC Users/Encte20G eierWireless¥ = | 3 X | o ging B2
v Favorites &8 Cldsers\Eric GeiertWireless .. M- B - 0 v Page~ Safety~ Tooks~ i@~ 2

<?kml version="1.0" >
- <WLANProfile ®mins="http:/ /www.microsoft .com/networking /WLAN/profile fv1">
cname>dlink_WPA</nama>
- <SSIDConfig=
- <S5I0>
<her>646C696E6BSFS 75041 < haxs
znamea>dlink_WPA</name>
</S51D>
znonBroadcast=false</nonBroadcast>
</SS10Config>
<connectionType>-ESS</connectionType:
<connectionMode>manual</connectionMades
cautoSwitch>false</autoSwitch>
= <MSM>=
<EECUniy>
- <authEncryptions
=authentication=WPA2</3uthentications
zencryption>AES</encryption>
<usetneX>true</uselnai>
</authEncryption:
=PMECacheModezanabled < /PMECacheMades=
+ =Nk .\:m!|'.s:"htIp:/{www_nlicrnsnﬂ .|:t|m,‘m—!fwnrkingfﬂna!_{u‘l"a
</security>
</MSM =
</ WLANProfilas
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Figure 1. Example of awireless profile exported in XML format
Note that you do not need to specify any parameters; Just enter the following command:
netsh wlan export profile

If the directory name is not provided, Windows will automatically select the home directory of the user's
personal folders. If you do not distinguish the profile, Windows will export all profiles.

Tip : After exporting a profile, you can change network settings. Right-click on the XML file and select Open
With> Notepad (or your favorite file editor). Then edit and save the file. Be careful not to corrupt the schemain
the XML file! If you are interested in editing the profile, check the detailed information about the schema from
Microsoft's MSDN website here.

After exporting a profile, you can import it to another Vista or Windows 7 computer:
netsh wlan add profile filename =" PATH_AND_FILENAME .xml".

Y ou can specify an interface to import profiles; This option is quite useful if the computer has multiple wireless
adapters. You can also specify that you want to use profiles for all computer users, or only for current users.
Hereis an example of how to use both of these parameters:

netsh wlan add profile filename =" PATH_AND_FILENAME .xml" Interface =" Wireless Network Connection "
user = current



If you do not specify the interface, Windows will add it to all interfaces by default. In addition, if no user
parameters are specified, Windows will add profilesto all users.

Import and export wired authentication settings with Netsh (Windows Vista and Windows 7 only)

If you are performing 802.1X authentication on a wired network, you may find it useful to export and import
your wired network profile in Windows Vista and Windows 7. (If you want to backup or transfer information
only) For details about IP or DNS, see the next section The wired profile only includes authentication settings.

First, you can print the list of wired profiles and their settings:

netsh lan show profiles

Then, when ready to export the profile, use the following syntax:

netsh lan export profile folder = PATH_TO_FOLDER interface =" INTERFACE_NAME "

This command will create an ML file (see Figure 2 for example) in the directory you specified, and use the
specified interface name; For example, Local Area Connection.xml .
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<?kml wersion="1.0" >
- <LANProfile wmins="http://www.microsoft.com/networking /LAN/ profile fv1">
- ZMSM>
- <secunty>
<CnexEnforced>false</CnexEnforced>
<OneXEnabled>true</OnexEnabled>
- <OneX xmins="http:/ /www.microsoft.com/networking /OneX /v1">
- <EAPConfigs
- «EapHostConfig
xmins="http:/ /www.microsoft.com/provisioning/EapHostConfig">
+ <EapMethod=
+ «Config
xmins="http:/ /www.microsoft.com/provisioning /EapHostConfig">
</EapHostConfig>
</EAPConfig=
= Onex=
</security>
</MSM>
</LaNProfiles
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Figure 2: Example of awired connection profile exported in XML format

It should be noted that identifying an interface is completely optional. If you do not specify the interface,
Windows will export the profiles for all interfaces. However, you must specify a directory.



You can import a wired profile to another Windows Vista or Windows 7 computer using the following
command:

netsh lan add profile filename =" PATH_AND_FILENAME .xml" interface =" INTERFACE_NAME "
Import and export the TCP / I P configuration with Netsh

If you assign static or DNS | P addresses to your computers, exporting and importing the TCP / IP configuration
can be quite useful. You can save the settings to use for backup purposes, or use the configuration as a template
to configure other computers quickly. For example, you can configure a computer with a static |P address and
DNS details, export it, and then before importing to other computers, change the IP address to avoid address
conflicts.

Note : Remember that some settings, such as the interface name, may vary according to the computers.

To dump or export the TCP/ IP configuration, use the following command:

netsh -c interface dump> PATH_AND_FILENAME .txt

Tip : You can open and edit the configuration file in your favorite text editor (such as Notepad).
Use the following command to import the TCP / IP configuration:

netsh -f PATH_AND_FILENAME .txt
Transfer wireless network settingsvia USB

Windows Connect Now (WCN) provides wireless network profile copy to USB so you can easily distribute
network settings (name, WEP or WPA / WPA2-PSK encryption settings, .) to computers and other wireless
devices are not connected.

To export the wireless network profile to USB in Windows XP SP2 or SP3 and Windows Vista, you can use the
Wireless Network Setup wizard. Y ou can launch thiswizard in afew different ways. For example:

e Click Start> Programs> Accessories> Communications> Wireless Network Setup .
¢ Open Control Panel, open the Network and I nternet Connectionsfolder, and then open Wireless
Network Setup .

WPA / WPA2-Enterprise is not supported by Windows Connect Now, but you can use Netsh to backup or
transfer network profiles using WPA / WPA2 mode as described above.

To export wireless network profiles to a USB in Windows 7, open the profile or wireless network connection
settings. One simple way is to click on the network icon in the system tray, right-click on the network name and
select Properties. On the Connection tab, click "Copy this network profileto a USB flash drive".

To import a profile to a Windows XP, Vista, or Windows 7 computer, insert it into USB. When the AutoPlay
dialog box appears, click on the "Connect to a Wireless Network link using Windows Connect Now" or
"Wireless Network Setup Wizard". If the AutoPlay menu does not appear, you can initiate the import action by
running SetupSNK.exe on the USB root directory.



Keep your settings safe

You now know how to export and import all major network settings. It is safe to keep backups or copies of
network settings because it probably includes network keys!

Y ou finished reading the article "I mport and Export Windows network settings' edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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