l ipsMake.c.,m

TipsMake > System >Security solution >

How to verify Google Authenticator on Windows PC

Google Authenticator can help, but it's annoying that Google hasn't created an official desktop app yet. However,
you can use Google Authenticator on your Windows PC through other means.

Let'simmediately explore ways to use Google Authenticator on your PC or |aptop.

Export Google 2FA to your PC

2FA - Two-Factor Authentication is afeature used to protect your account from login by strangers. Usually,
when signing in on anew device, the authentication code will be generated by Google Authenticator on the
phone. So now you need to set up Google Authenticator on your PC instead of your phone.

First, go to the Google account security page, go to the 'Sign in and Google' section and click '2-Step
Verification' .

Dang nhap vao Google

Mat khau Thay.d@6i [n gan Gay nhat: >

X&c minh 2 budc & opangbat >

Mat khau tng dung Khéing c6

If Google knows you have a phone connected to your account, Google will guide you through the steps to set up
a basic phone notification service.

Once you've completed the steps, you'll be able to set up the Authenticator app. But we won't actually download
thisapp. Click ' Install ' under the Authenticator Apps section.
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Thém cac budce thit hai khac dé xac minh danh tinh cta ban

Thiét 1&p céc budc du phang bd sung dé ban co the dang nhap ngay khi ca khi khdng thé sir dung céc
tuy chon khac.

. Ung dung Authenticator

sir dung img dung Authenticator d& nh&n m& x&c minh mién phi ngay ca khi dién
thoai clia ban dang ngoai tuyn. Kha dung cho Android va iPhone.

CAIDAT

G Khéa bao mat
Khoa bao mat Ia mdt phuong phdp xac minh gidp ban déng nhap mat cach an toan.
Khoa nay cé thé dugc tich hop vao dién thoai clia ban, k&t ndi théng qua Bluetooth

ho#c cam truc tiép vao cng USB trén may tinh cla ban.

THEM KHOA BAO MAT

Choose phone type any wallet we won't actually download this app on the phone, press Next .

Nhan ma tu ing dung Authenticator
Thay vi ch& cac tin nhén van.ban, hdy nhan ma xac minh mién
phi tir tng dung Authenticator. Ung'dung nay hoat dong ngay

ca khi dién thoai cda ban dang ngoai tuyén.

Ban co loai dién thoai nao?

@ Android

(O iPhone

TIEP THEO

When the barcode appears, press CANNOT SCAN CODE?.



Thiét lap Authenticator

« Tai Ung dung Authenticator tir App Store.
« Trong Ung dung chon Thiét Iap tai khoan.
» Chon Quét ma vach.

KHONG THE QUET MA?

HOY TIEP THEO

On the next screen, copy (Ctrl + C) this secret key and save it somewhere else (and prepare to the next step).
Remember to keep it secret, as if someone has this key, they'll be able to access your account.



Ban khong thé quét ma vach?

1. Nhén vado Menu va tiép theo la Thiét |ap tai khoan.
2. Sau dé, hay nhan vao Nhap khéa duoc cung cap.
3. Nhép dia chi email cla ban va khoa nay:

ddu cach khong quan trong
4. Dam bao Dua trén thoi gian duogc bat va nhdn vao Thém dé
két thic.
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Now that we have the code, how to use it?

1. WinAuth

If you are concerned about a third-party application stealing or leaking your code, give WinAuth atry. The
attraction isthat thisis an open source application that you download to your PC. As such, no scrambled code or
cloud storage could ever leak your keys.

1. Setup with WinAuth isvery simple, you just need to download the application to be able to use it. At the
main interface, click Add and select Google.



WinAuth

Click the "Add" button to create or import your authenticator

Microsoft
Battle.Met
Guild Wars 2
Glyph / Tricn

1. Enter the Secret Code for your authenticator. Spaces dort matter, If
you have a QR code, you can paste the URL of the image instead.

J My /

2. Click | Verify Authenticator |

3. Verify the following code matches your service

798 901

oK Cancel

3. Go back to the Authenticator Settings page, click Next .



Ban khong thé quét ma vach?

1. Nhén vado Menu va tiép theo la Thiét |ap tai khoan.
2. Sau dé, hay nhan vao Nhap khéa duoc cung cap.
3. Nhép dia chi email cia ban va khoa nay:

- - ——

: ddu cach khong quan trong
4. Dam bao Dua trén thoi gian duogc bat va nhdn vao Thém dé

két thue. \
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4. Enter the 6-digit code in the box and press Verify .

Thiét 1ap Authenticator

Mhé&p ma 6 chir s6 ban thay trong Ung dung.

Nhap ma
798901

XAC MINH




5. Once confirmed, you will receive a notification that you can use the Authenticator, tap Done..

Xong!

Ban d& hoan tat. Tir bay gid, ban sé sir dung Authenticator dé
déng nhap vao tai khoan Google cia minh.

6. Return to the WinAuth window, now click the OK button to save your changes in the WinAuth
application.

Marne: Google

o ® @ G & e

1. Enter the Secret Code for your authenticator. Spaces don't matter. If
you have a OR code, you can paste the URL of the image instead.

- - A
2. Click m:n; Authenticator
3. Verify the following code matches your service

798 901

ok | cance




7. WinAuth will open a protection window that allows you to set a password to encrypt the data saved by
WinAuth. This ensures any unauthorized access will be blocked. Just enter the password twice and click
the 'OK" button to save the changes. Alternatively, you can also set WinAuth to encrypt the file so it can
only be used on an existing computer 'Encrypt to only be useable on this computer’, but using password
protection is much more feasible.

_

o

Protection

Select how you would like to protect your autherticators. Using a password is strongly recommended, otherwise your
data could be read and stolen by malware running on your computer.

W] Protect with my own password
Your authenticators will be encrypted wsing your own password and you will need to enter your password to open
WinAuth. Your authenticators will be inaccessible if you forget your password and you dao not have a backup.

Password sesssssssnnIees

Verify ssesssssssnssns

Additionally, you can protect and encrypt your data using the built-in Windows accourt encryption. This will lock your
autherticators to this computar or user so they cannot be openad even if the files are copied. You MUST turn this off it
you are going to reformat your disk, re-install Windows or delete this user.account.

] Encrypt to only be useable on this computer

And only by the current user on this computer

[J Lock with a YubiKey

‘ Use Slot || Configure Slot |

I OK ‘Cancel

8. The setup steps are complete, from there every time you need to use the Authenticator, you just need to
visit WinAuth to get the verification code.

2. Authy

If you want to use Authenticator on both devices, mobile and PC, try Authy. Y ou can use it as a standalone
device on your PC, but it asks you to provide detail s about your phone during registration. If you have Authy on
your phone, you can quickly synchronize your detail s between the two devices.



Now you know how to use Google Authenticator on a Windows PC. Good luck!!!

Y ou finished reading the article "How to verify Google Authenticator on Windows PC" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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