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How to use VPN Gateto fakelP, hide I P, surf the
web without blocking

Fake IP is always one of the first thought solutions whenever you need to access a website or online game but
that serviceisblocked in Vietnam. | will continue to show you how to use VPN Gate - specialized software to
fake IP, hide IP, help surf the web without worrying about being blocked.

Fake IP is always one of the first thought solutions whenever you need to access a website or online game but
that service is blocked in Vietnam. On Thuthuatphanmem.vn has a lot of tutorials on this topic, and in the
following content, | will continue to show you how to use VPN Gate - specialized software to fake IP, hide IP,
help surf the web without worrying about being blocked.

Cach dung VPN Gate
dé fake IP, an IP,
luSt web khong bi

Download and install VPN Gate

VPN Gate supports all versions of Windows, from Windows 98 to Windows 10. Y ou can visit here to download:
Download VPN Gate.

(Can be downloaded directly by the publisher'slink, or downloaded through CNET Download.com)
After downloading, proceed with the installation as follows:

Step 1: Unzip the downloaded ZIP folder and run the .EXE installation file (named vpngate-client- .)
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Step 2: Press Next to continue.

SoftEther VPN Setup Wizard (Version 4.32.9731)

Welcome to the SoftEther VPN Setup Wizard

Extremely Powerful Open-Source VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance
VPN with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
(iPhene, iPad, Andreid, Windows RT) and Cisco or other VPN routers are supported.
SoftEther VPN also accepts OpenVPN and MS-5STP VPN clients,

SoftEther VPN

Epenten .
\Pad iPhone
) ) Androld T Andraid
Winddows Linux Mac “;:u%':_s:? Windows Phang  CI5c0 VPN Routers
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Step 3: Select SoftEther VPN Client and then click Next .



@ SoftEther VPN Setup Wizard (Version 4.32.9731)

Select Software Components to Install

3” SoftEther VPN Client

SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

'“‘ Install .tonvpucneThllThllatPhanMBm M nnect 1o the central

WPM Server. The management tools will be also installed.

2 ql MNest I Cancel

Step 4: Check the box | agreetothe End User License Agreement and click Next .

@ SoftEther VPN Setup Wizard (Version 4.32.9731)

End User License Agreement

Please read the End User License Agreement carefully,

Copyright (c) all contributors on SoftEther VPN project in GitHub,

Copyrigh? (c) Daiyuu NT"uTh‘uatPI.‘l ‘a‘ nM‘e‘rﬁ Tv'r'l'ba, and SoftEther

Corporation,

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License,
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0 v

IIagreetotheEnd User License Agreement. I h 1

Cancel
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Step 5: Press Next to continue.



@ SoftEther VPN Setup Wizard (Version 4.32.9731)

Important Notices

[ #7\ SoftEther VPN software has extremely powerful communication abilities. Before use please read the
Important Motices carefully.

T ThThiratPhianMem.vn .
FUNCTIONS CF VPN COMMUNICATIONS EMBEDDED OM THIS SOFTWARE ARE VERY
POWERFUL THAN EVER. THIS STRONG VPN ABILITY WILL BRING YOU HUGE BEMEFITS.
HOWEVER, IF YOU MISUSE THIS SOFTWARE, IT MIGHT DAMAGE YOURSELF, IN ORDER

TO AVOID SUCH RISKS, THIS DOCUMENT ACCOUNTS IMPORTANT NOTICES FOR
CUSTOMERS WHO ARE WILLING TO USE THIS SOFTWARE. THE FOLLOWING
INSTRUCTIONS ARE VERY IMPORTANT. READ AND UNDERSTAND IT CAREFULLY.
ADDITIOMALLY, IF YOU ARE PLANNING TO USE THE DYNAMIC DNS, THE NAT

q Mext Cancel

Step 6: Select the installation directory and then click Next .

Sl SoftEther VPN Setup Wizard (Version 4.32.9731)

Directory to Install on

Mil Please specify the directory to install SoftEther VPN Client.

(®) C:\Program Files\SoftEther VPN Client

[ O specitythe Directory | < wm mm me Thay déi thu muc cai dat

[ advanced Im!?.'!!‘!c]l'!“.;@j.?h a n M e m = vn

Cancel

Step 7: Press Next to start the installation.



@ SoftEther VPN Setup Wizard (Version 4.32.9731)

Ready to Install

Install of SoftEther VPM Client is ready.
S

Click Mext to parform the install,

ThuThuatPhanMem.vn

—-P Cancel

Step 8: After successful installation, click Finish to finish.

Sl SoftEther VPN Setup Wizard (Version 4.32.9731)

Setup Finished

'“' The setup process of SoftEther VPM Client has completed successfully.

=9

Start the SoftEther VPM Client Manager.

ThuThuatPhanMem.v

| SoftEtrer Ve IS 3 worK of The researcn and ae«c\elopment project of Japanese
_,J Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

—_—

Instructionsfor using VPN Gateto fake P

Step 1: After opening the program, double click on the VPN Gate Public VPN Relay Servers.



= SoftEther VPN Client Manager - o
Connect  Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Mame Status VPN Server Hostname Virtual Hub Virtu
(=) Add VPN Connection
|5 VPN Gate Public VPN Relay Servers |

\

< ThuThuatPhanMem:vn: :

Virtual Network Adapter Mame MAL Address Versi

< >

SoftEther VPN Client Manager Ea Mot Connected g SoftEther VPN Client Build 9731

Step 2: A dialog box appears asking if you want to participate in the research project of VPN Gate. Feel free to
choose, then click OK to continue.

iy VPN Gate Service Control Panel “

ez An Academic Experiment
VPN Gate @ Graduate School of
An Academic Experiment — University of Tsukuba, Japan. |

Public VPN Relay Servers wurw tsukuba acjp/english/
Hosted by

=
\’P ETETE Volunteers

twitter ¥

VPN Gate Client Target Servers
Domestic Internet www_vpngate_net Overseas Internet

Join the VPN Gate Academic Research Project? Browse hitpy//www.ypngatenet/ .

VPM Gate is an academic experiment for the research on the "Distributed Public VPN Relay Server’ technology,
operated at the Graduate School on University of Tsukuba, Japan. VPN Gate Client users can connect to VPN Gate
Services running on Public VPM Relay Servers. and enjoy unrestricted Internet access via the VPN Relay Server.

Whem a VPN Gate Client user accﬁlznu-!:.n_-u ﬂ'.tﬂ._l! g._[lvm_g m.!-sv..... be replaced to the P

address of the relaying Public VPN Server. Consequently, the VPN Gate Client user will be able to browse overseas
web sites smoothly even if the user's local firewall is out of order by an unknown reason and unable to pass such an
access,

[[] Enable the VPN Gate Relay Service and Join the VPN Gate Research as a Volunteer.

e If ywou check the abowe checkbox and press OF, the WP Gate Relay Service will be activated on this

\Q computer. &3 the result, any WPN Gate Clientwill be able to communicate towards the Internet via the
WP Gate Relay Service, [ is secure even if wour computer is an the private nebwork [e.9. corporate
nebtwark] because any accesses to private IP addresses will not be permitted to pass via the WPH Gate

Relay Service,
— cace

Step 3: The program shows a list of VPN servers of different countries. Choose a server that has a low Ping
number and a high Line Speed number for a high level of stability (can be clicked on the Line Speed or Ping tab
(Google, SE) so that the program can be sorted easily), then click on Connect to the VPN Server .



& VPN Gate Academic Experimental Project Plugin for SoftEther VPN Client = B “
afl N Academic project at University of Tsukuba, Japan. dg# 8%
L VPN Gate Public VPN Relay Servers emic project at University of Tsukuba, Japan. 8 fum it
Gain freedom access to Internet by using VPN connection via Public VPN Servers provided by volunteers abound VPN Gate Academic
the world. Bypass your local malfunctioning firewall's packet blocking, and hide your IP address safely. Web Site

200 Public VPN Relay Servers on the Earth! (Updated at 2020-01-28 13:17:08)
DDNS Hostname IP Address (Hostname) Region Uptime WPN Sessions  Line Speed Ping (G ™
@vanUdEESdEE.Dpeﬂgw 180.12.37.52 Japan 0 mins 4 sessions 91.9 Mbps - -
@vpnﬁﬂﬁ?&%???.npengw 50.80.52.199 United States 0 mins 1 sessions 33.5 Mbps - -
Eavpnﬁm 583916.0pengw. 76.170.166.127 United States 0 mins 0 sessions 32.8 Mbps -
EﬁvpndSMOE&?Od.opengw.... 14.37.193.110 Korea Republic of 0 mins 0 sessions 31.5 Mbps -
@vanBO?SOEQE.Dpemgw.... 101.99.74.214 Malaysia 46 days 7 sessions 65.6 Mbps 1.1
EﬁvpandSUBS?.Dpeﬂgw.... 23.106.122.96 Singapore 6 days 26 sessions 64.4 Mbps 1.1
‘E&vanSBQSZT’?ﬁ.Dpengw.... 37.120.210.178 United Kingdom 4 days 37 sessions 406.4 Mbps 1.1
Eavpn429494365.9peﬂgw.... 91.207.174.26 United Kingdom 6 days 47 sessions 371.1 Mbps 1.1
@vpnﬁﬂﬁﬁdBMﬂ.Dpengw.... 5.181.235.14]: 1 Y18 Bd 36 sessions 360.2 Mbps 1,1
Eﬁvpn45332?113.opemgw.... 5‘1B1.235.14ThUThuLJam!edenganorv!1M eu';';!;gvn 46 sessions 295.3 Mbps 1.1
Eﬁvpnd?'l 225198.0pengw... 103.201.129.158 Japan 6 days 33 sessions 254.1 Mbps 1,1
Eﬁvpn420558980.0pemgw 103.250.73.17 Singapore 31 days 38 sessions 14.2 Mbps 1.1
EavpnBUQESESB.Dpeﬂgw 59.129.94.249 Japan 5 hours 20 sessions 83.7 Mbps 2,2
Qs opegu 16145 BRI L S
< >

A VPN Server with higher Line Speed (measured by Mbps) and smaller Ping result are usually more comfortable to use. You might be able to browse

websites which are normally unreachable from your area if you use VPN servers that are not in your area.

TSR —l Connect to the VPN Server
TImplementsd a5 a plug-in for SoftEther VPN, {c) VPN Gate Project st University of Tsukuba, Japan.

Step 4: A warning dialog box appears (do not use VPN Gate in countries where VPN is banned), click Agreeto
continue.

b+ Caution before Joining VPN Gate Academic Experiment ﬂ

B Caution! Do Not Use the VPN Gate Services in Countries where VPN
Communications are Prohibited.

The VPN Gate Academic Experiment Service is operated as a research project at the graduate school on
University of Tsukuba, Japan. The service is governed under the Japanese laws. Other countries’ laws are
none of our concerns nor responsibilities.

By nature, there are almost 200 countries in the World, with different laws. It is impossible to verify every
countries’ laws and regulations and make the software comply with all countries’ laws in advance to release
the software. If a user uses VPM Gate service in a specific country, and damaged by public servants of the
autharity, the developer of either the service or software will never be liable to recover or compensate such
damages or criminal responsibilities.

By using this software and service, the user must observe all concerned laws and rules with user's own
responsibility. The user will be completely liable to any damages and responsibilities which are results of
using this software and service, regardless of either inside or outside of lapan's territory.

If you don't agree nor izderstandthe above amings, dorat use any of VPM Gate Academic Experiment

senicennctiors.— TRUThuatPhanMem.vn

MNote: VPN Gate is a research project for just academic purpose only. VPN Gate was developed as
a plug-in for SoftEther VPN and UT-VPN. However, all parts of VPN Gate were developed on this
research project at University of Tsukuba. Any parts of VPN Gate are not developed by SoftEther
VPN Project. The VPN Gate Research Project is not a subject to be led, operated, promoted nor
guaranteed by SoftEther VPN Project.

D Do Mot Show This Message Again

Visit VPN Gate Web Site... —] Agree Disagree

Step 5: Select Protocol according to the program's recommendations and then click OK .



Ed Select VPN Protocol to Connect “

% The Public VPN Relay Server "vpn283952776.opengw.net”
(37.120.210.178) supports both TCP and UDP as VPN protocol.

Select preferred VPN Protocol to use in order to connect the WPM Server
wpn283952776.0pengw.net” (37.120.210.178). In general, the TCP protocol is easy to
pass throvah the firewall, Try the LIDP protocal anly if the TCP has been failed.

ThuThuatPhanMem.vn

(®) Use TCP Protocol (Ethernet over HTTPS VPN) (Recommended)

() Use UDP Protocol (Ethernet over UDP VPR

The program will create a virtual network card.

m Creating a new Virtual Network Adapter for Windows.

This process can take several ceronds or aver a minute.

piease wait.. | NUTAUAtPhanMem.vn

(Please do not perform other operations while the Virtual Network Adapter is
being installed.)

Once completed, on the interface of the program you will see the VPN Gate Connection line has a Connected
status .



= SoftEther VPN Client Manager = B

Connect Edit View \Virtual Adapter Smart Card Tools Help

VPN Connection Setting Mame Status VPN Server Hostname Virtual Hub Virtu
(%) Add VPN Connection
,ge VPN Gate Public VPN Relay Servers

EaVPN Gate Connection Connected 37.120.210.178 (Direct TCP/IP Conn...  VPNGATE VPN
- ThuThuatPhanMem:yn ;
Virtual Network Adapter Mame Status MAL Address Versi
VPN Client Adapter - VPN Enabled 5E-0A-1A-6F-13-71 4.25
< >
SoftEther VPN Client Manager Eﬁ 1 VPN Sessions 2 SoftEther VPN Client Build 9731

When you want to stop fake IP, just right-click on the VPN Gate Connection line and select Disconnect (or
Disconnect All ).

i SoftEther VPN Client Manager - O
Connect  Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtu
(43 Add VPN Connection

{'; VPN Gate Public VPN Relay Servers
|E6VPN Gate Connection Connected 37.120.210.178 (Direct TCP/IP Conn...  VPNGATE VPN

Connect
View Status...
IDi sconnect I

Disconnect All
Recent VPN Servers... 3

Mew VPN Connection Setting...

Copy
] By e Shorteut...
< ThuThuatPhanMém:vn >
Virtual Network Adapter Name B e L S (T Versi
W8 VPN Client Adapter - VPN st Ea D S g 425
Set as Startup Connection
Remove Startup Connection
Rename
Delete
Properties...
£ >
SoftEther VPN Client Manager Ea 1 VPN Sessions 52 SoftEther VPN Client Build 9731

Compare | P addresses before and after using VPN

The website https://www.iplocation.net/find-ip-address can help you check your current |IP address. Try
checking before and after using VPN Gate to see how the | P address has changed.



Hereismy example:

- Before fake |IP with VPN Gate:

< C 88 & vww.iplocation.net/find-ip-address

Your IP Address is 123.26. IR

Ad closed by Google Hide IP with VPN

Report this ad This is the public IP address of your computer. If your

computer is behind a router or used a proxy server to
Why this ad? @ view this page, the IP address shown is your router or
proxy server.

Do you want to find an IP address of your network
printer? Please read How to find an IP of a printer to
find ways to obtain an IP number of your network
printer.

Do you want to find IP Addresses of private
network? Please read How to find IP addresses of
computing devices on the private network?

IP Address Details

IP Address 123.26 . I 1+ic: s P with veny
IP Location Haiphong, Hai Phong (VN) [Details]

static.vnpt.vn

123 25 [ 195 125

Device Type

0
(57

Windows 8.1

— o JhuThuatPhanMem.vn

User Agent Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/237 36 (KHTML, like
Gecko) Chrome/80.0.3987.100 Sarfari/537.36 OPR/67.0.3575.31

1718px X 928px

Enabled

Enabled

As you can see, by checking the IP address, the website can learn alot of other information about you, such as
your location, your Internet service provider, your device and your operating system. use, or even the screen
Size, . So it is quite dangerous if you do not fake IP, because crooks can completely get a lot of information
about you once you know the I P address.

- After fake IP with VPN Gate:



< o8B & wwwiplocation.net/find-ip-address

Your IP Address is 219.100.37.240.
0] Hide IP with VPN

o

E This is the public IP address of your computer. If your
3 computer is behind a router or used a proxy server to
o s e e view this page, the IP address shown is your router or
Bién déi nai lam viéc

clia ban béng thiét bi proxy server.

théng minh hon cla
Lenovo

Do you want to find an IP address of your network
printer? Please read How to find an IP of a printer to
find ways to obtain an IP number of your network
printer.

Tim hiéu them

Do you want to find IP Addresses of private
network? Please read How to find IP addresses of
computing devices on the private network?

IP Address Details

IP Address

219.100.37.240 (nide this IP with VPN]
IP Location Ushiku, Ibaraki (JP) [Details]
public-nat-08.vpngate v4 .open.ad.jp
219.100.37.240, 198.143.44.10

Device Type

e
(5]

Windows 8.1

““ThuThuatPhanMem.vn

Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537 36 (KHTML, like
Gecko) Chrome/80.0.3987.100 Safan/537.36 OPR/67.0.3575.31

Browser

User Agent

1718px X 928px
Enabled

Enabled

Great! The website truly thinks you're in Japan, proving it was completely fooled by VPN Gate! Now you can
rest assured your safety online with a completely different |P address than it really is. Geography has aso been
changed, no one will know exactly where you are anymore.

Through the article above, | showed you how to use VPN Gate to fake IP, surf the web as well as play foreign
games without worrying about being blocked. | wish you successful implementation!

Y ou finished reading the article "How to use VPN Gateto fake I P, hide I P, surf the web without blocking"
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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