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How to usethe dmesg command in Linux

The dmesg command has been used to troubleshoot server and Linux desktops for decades. It's time to start
using this handy command!

On arare occasion, Linux data center servers are not working as usual. Why? Because simply nothing is perfect
and when a computer is connected to the network, the user is never sure when the problem will occur.
Unfortunately, it is not possible to prevent those incidents from happening. But the good news is that there are
tools needed to solve the problem.

For most services (Apache, MySQL, etc.), having individua logs can be useful in connection, authentication,
security, and many other issues. But what happens when the system needs to consider the server platform itself?
When there is a hardware problem, which log file will you check?

The first thing that people search is a special command that provides a lot of information about different device
drivers, loaded during the boot process. Information presented through this command can help users understand
what is happening with their Linux system. That's the command dmesg. This tool has been used to troubleshoot
server and Linux desktops for decades. It's time to start using this handy command! Let's see how it works
through the following article!

Setting

Lucky. dmesg is one of the commands found on every Linux distribution, so there is nothing to install here. Just
open aterminal window and start using this useful tool.

How to use dmesg command

From the bash prompt, issue dmesg. Users will see lots of useful information. In fact, thereisalot of information
that users don't know what they mean. So how to take advantage of the benefits of dmesg? There are several
different ways. The first way is to make the output of dmesg become more or less, as follows:

dnesg | |less

Running dmesg in this way allows users to skip unnecessary information.
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However, even using dmesg in this way is not optimal because there are still tons of other information to be
screened. Fortunately, dmesg has several options that allow users to continue to encapsulate that information.
Users can limit the output to include errors and warnings only, so as not to screen everything that happens right
in your system. How to do this? Take advantage of 'help’ from flag levels. There are 8 levels that can be viewed,
each level can be combined to create a specific iteration from the output of the dmesg command. The levels are:

emerg - The system is not available
alert - Action must be done immediately
crit - Important condition

err - Error condition

warn - Warning status

notice - Normal but meaningful status
info - Information

debug - Debug level notification
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Suppose you just want to see important warnings. Please enter the following command:
dnesg --level =alert,crit

Hopefully after running the above command, you will not see any output. If you don't see anything, and you're
sure there's a problem, reduce the level to the level of errors and warnings.

dnesg --1evel =err, warn

The following is the information that can be used.



0 oout of 491 packets re net sent (directed to host)
2 02000020900 00209 VMHRED.rD
: 0000000080000008 VBOXDORD. rd
: attsched te “enpl@sd’ [ B0:13:3b:0f:a2:5b
: 0900000080000808 VBoxEhciRD. rd
0 out of 100465 packets were not sent (directed to hoat)
> 0209000020000 00 VMHR

: sttached to H 01 :a2:5h
D 0200000080000008 YEBoxEhCi
: @ out of 675587 packets were mot sent (directed to host)
: 02000000 B0000800 VRMRD. rd
0209000000000000 VBoxDORD. rd
: peteched to “enpl®s®’ [ 80:13:3b:0f:a2:5h
0RO NN W00 VEoxEhCiRDrd

Selected scan seb 2

Selectoduscan set 2

: Selected scan set 2
: 0 out of 4948386 packets were not sent (directed to host)

: 109 eallbacks suppressed
2 02090030 20000009 VEHRD.rd
T 0000000000000 VEoxDORD. rd
: mttached to ° T80’ J #0:13:3b:01:a2:5b
T 0809000000000000 VBoxEhciRD. rd
: 14583 eut of I94330 packets were not sent (directed to hoat)

Timestamp

The dmesg command has another handy trick. What if the user wants to know exactly when an error or warning
occurred? Fortunately, you can add the -T option to get this information:

dnesg --level =err,warn -T

Now the user has atimestamp related to each item.

00000000 0R0D WHMRD.rd
: P0D0DO0RDR0DR0R0R WRsxDORD, rd
pl@sd” 7 00:13:3b:0T:a2:5b

to host)

200000000 0F0R0D nDORD . rid
: attached to "emplOed” F 00:13:3b:07:a2:5b
00000000 BDR0D W hoiRd. rd
0 osut of &7IE0N p ote were not sent (directed to hoat)
2000000000 R0D WHMRD.ri
: 0000000 R00000808 YIoxODORD. rd
- "enpl0s8" J 08:13:3b:0f:a2:5h
: S000000R00000808 YioxTheiRd.rd
Salected scan get T
Solected scan et
Selected scan set 2
oelected fcan set 2
: 0 out of 494838 packets were mot sent [directed to host)

: 109 callbacks suppressed
I M0R0D00 00000 WHMRD.rd
SO00000000000008 YIoxDORD. rO
¢ attached to "enpl § 0R:13:3b:ef a2 5k
SO00000000000000 YioxLhoifd. rd
: 14583 sut of 394330 packets wers not sent [directed to ho




If you still see too much information, reduce the output of the above command to a lesser level and users can
skim through the output easily. If there is no time to read through all the output at a particular time, move it to a
fileto read later:

dnmesg --level =err,warn -T > dnmesg_out put
After that, you can view the output in that file at any time.

Surely after reading this article, readers will want to have dmesg command in their data center administration
toolkit. With this easy-to-use tool, you can start troubleshooting your server on a large scale and then start
narrowing your search.

Good luck!
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Y ou finished reading the article "How to use the dmesg command in Linux" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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