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How to use Canary Tokensto keep hackersfrom
accessing your files

Are you worried about your personal files being stolen by hackers? Canary Tokensis a free and easy-to-use tool
that you can quickly deploy to receive alerts when hackers open your files.

Are you worried about your personal files being stolen by hackers? Canary Tokens is afree and easy-to-use tool
that you can quickly deploy to receive alerts when hackers open your files.

What are Canary Tokens?

Canary Tokensis a cybersecurity tool from Thinkst Canary that tracks hackers as they access your persona data.
It works by embedding your file with a special tracking URL to notify you viaemail when it is opened. Similar
to how a honeypot works, the ideais to place a tracker disguised as aregular file on your device. When the
hacker opensthe file, a hidden link opens, alerting you to the violation.

How to use Canary Tokensto protect your data

The article will show you how to embed the Canary Tokens tracking URL into the Windows folder. However,
you can use Canary Tokensto protect all types of files and services, from Word and Excel documents to specific
URLS, to online services like Azure and Microsoft SQL servers, etc. .

Let's start by visiting Canary Tokens.
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Select your token

When you visit the website, you will be greeted by the Canary Token generator. The generator requires you to
set up threefields:

1. Thefirst isto choose the appropriate token for your file type.
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2. The second isfor your email address.
3. Thelast section isfor anything you want to remind yourself of when the alert istriggered.

Because the article is embedding the token in afolder, the author has selected the Windows folder from the
Select your token drop-down menu .
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= TOKENS

Windows folder b

youremail@gmail.coffi

this is a token|

The author has also provided email to receive notifications and text notes to remind about the intended use of the
token.

After you fill out the form, click Create my Canarytoken and download the ZIP file embedded with a specia
token.

Now, extract the ZIP file by right-clicking on the file and selecting Extract All , then enter the folder where you
want to place thefile. Ideally, it should be somewhere easy for hackersto find. For example, if you want the file
on your desktop, you would enter C: User sY our User NameDesktop (remember to replace Y ourUserName). You
can then add the file to the folder and rename it to a name that a potential hacker might want to open.

Now that our trap is set, let's try opening the folder and check if the warning has been triggered.

How to check if hackershave accessto your files

Checking whether your special file has been opened is as simple as opening your email account (the one you
linked previously) and checking the Canarytoken Mailer in your inbox.

Enabling email notifications on Chrome or your favorite web browser will help notify you immediately when the
fileis opened. Y ou may also want to check your spam folder in case Canarytoken Mailer isidentified as spam.

Token activation will notify you with an email that looks like this:



Canarytoken triggered

ALERT

AWindows folder Canarytoken has been triggered by the Source IP 161.49.64.13 Please note that
the source |P refers to a DNS server, rainer than the host that triggered the foken

Basic Details:

Channel DNS
Time 2824-82-89 11:2@:31.452027
Canarytoken js6c2idrefllngs ullov2520d

Token reminder

Token type

source IP 161.49.64.13
Canarytoken Management Details:

Manage this Canarytoken here

More info on this token here

Asyou can see, it contains information such as date and time, text note reminder, and source | P, which can be
used for various purposes. You can use an | P tracker to find the general location where your files are opened.
Additionally, select Moreinfo on thistoken hereto see the location of the problem.

Incident Map Incident List Export ¥
Date: 2024-02-09 11:20:55.032619 IP: 161.49.64.17 Channel: DNS
Date: 2024-02-09 11:20:55.021752 IP: 161.49.64.15 Channel: DNS
Date: 2024-02-09 11:20:54.694706 IP: 161.49.64.17 Channel: DNS
Date: 2024-02-09 11:20:54,687569 IP: 161.49.64.15 Channel: DNS
Date: 2024-02-09 11:20:54.127075 IP: 161.49.64.15 Channel: DNS
Date: 2024-02-09 11:20:53.916079 IP: 161.49.64.15 Channel: DNS

Date: 2024-02-09 11:20:53.897982 IP: 161.49.64.17 Channel: DNS

The location specificity that Canary Tokens provide will vary depending on how the file opener's | SP operates
and whether they are using a VPN to protect their location data.

Y ou finished reading the article "How to use Canary Tokensto keep hackersfrom accessing your files'
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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