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How to use BitL ocker to encrypt data on Windows 8

Microsoft provides users with a BitL ocker encryption tool to ensure user data is protected at the highest level. If
you have some important data to store in your computer hard drive or USB flash drive, you can use the

BitL ocker encryption tool.

Microsoft provides users with a BitLocker encryption tool to ensure user data is protected at the highest level. If
you have some important data to store in your computer hard drive or USB flash drive, you can use the

BitL ocker encryption tool.

In the article below, Network Administrator will show you how to enable BitLocker on Windows 8.

Stepsto enable BitL ocker on Windows 8:
Note: In thistutorial, enable BitLocker for C drive
Step 1.

Open Control Panel.
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Step 2

On the Control Panel interface, click System and Security.
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Step 3:
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Select the BitL ocker Drive Encryption option in thelist of right frame options.

Step 4:
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Select Turn on BitL ocker next to the C drive.
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Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
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Insert a removable USE flash drive to use BitLocker To Go.
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If the error message dialog box appears, as shown below, it means that you cannot open BitL ocker.

Starting BitLocker

&4 This device can't use a Trusted Platform Module. Your administrator must set the "Allow BitLocker
without a compatible TPM" option in the "Require additional authentication at startup” policy for OS
volumes.

What are BitLocker's system requirements?

To fix this error, refer to the steps below:
1. Press the Windows + R key combination to open the Run command window.

2. On the Run command window, type the following command and then click OK to open Local Group Policy
Editor:

gpedit.msc



Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

3. Inthe Local Group Policy Editor window, navigate to the following path to find and double-click the Require
additional authentication at startup option:

Local Computer Policy / Computer Configuration / Administrative Templates / Windows Components /
Bit Locker Drive Encryption / Operating System Drives/ Require additional authentication at startup
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4 On the Require additional authentication at startup window , in the left pane, select Enable.



[E] Require additional authentication at startup

Previous Setting | | Next Setting

() Not Confiqured ~ Comment:
(®) Enabled
) Disabled
Supported on:

At least Windows Server 2008 R2 or Windows 7

Options:

Help:

Allow BitLocker without a compatible TPM
¥/] (requires a password or a starfup key on 2
USE flash drive)

Settings for computers with a TPM:

Cenfigure TPM startup:

| Atlow TPM v

Configure TPM startup PIN:

| Allow startup PIN with TPM v|

Configure TPM startup key:

| Allow startup key with TPM v|

Configure TPM startup key and PIN:

| Allow startup key and PIN with TPM

<

This policy setting allows you to configure whether BitLocker
requires additional authentication each time the computer starts
and whether you are using BitLocker with or without a Trusted
Platform Module (TPM]. This policy setting is applied when you
turn on BitLocker.

Maote: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.

'f you want to use BitLocker on a computer without a TPM,
select the "Allow BitLocker without a compatible TPM" check
box. In this mode either a password or a USB drive is required for
start-up. When using a startup key, the key information used to
encrypt the drive is stored on the USB drive, creating a USB key.
When the USB key is inserted the access to the drive is
authenticated and the drive is accessible, If the USB key is lost or
unavailable or if you have forgotten the password then you will
need to use one of the Bitlocker recovery options to access the
drive.

On a computer with a compatible TPM, four types of

| oK || Cancel | Apply

Now the Allow BitL ocker option without a compatible TPM is automatically selected.
Next, click OK to save the changes and close Loca Group Policy Editor.

5. Click Turn on BitL ocker again and wait for BitLocker to check your computer configuration.

Checking your PC's configuration

BitLocker is verifying that your PC meets its system requirements. This might take a few minutes.

I 4

What are Bitl ocker's system requirements?

6. On the next interface, click Next.



BitLocker Drive Encryption setup

When you turn on BitLocker, your computer performs the following steps:

Prepare your drive for BitLocker
Encrypt the drive

What are Bitl ocker’s system requirements?

7. Next select Next .

Preparing your drive for BitLocker

An existing drive or unallocated free space on the hard drive will be used to turn on BitLocker,

(v) Details

Caution:

ﬁ; It's a good idea to back up critical files and data before continuing.
Use File History to perform a backup

/3. This process might take awhile, depending on the size and contents of the drive.

8. Wait for the program to prepare BitLocker for the drive.



Preparing your drive for BitLocker

Do not turn off or restart your computer until this process has been completed.
' Shrinking drive C:

Creating new system drive
Preparing drive for BitLocker

9. Click Restart now to finish the process of preparing the system drive encryption.

Drive preparation is complete

BitLocker must restart your computer to finish preparing your system drive for encryption,

10. After starting, click Next to encrypt the drive.



BitLocker Drive Encryption setup

When you turn on BitLocker, your computer performs the following steps:

s Prepare your drive for BitLocker
Encrypt the drive

What are BitLocker's system requirements?

| Next ||| Cancel

Step 5:

Select Enter a password or Insert a USB flash drive to unlock the drive.

Choose how to unlock your drive at startup
@ Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USE flash drive each time you start your PC,

< Inserta USB flash drive

2 Enter a password

1. If you select Insert a USB flash drive, you must insert a USB drive into the computer, then select the USB
drive and click Save.



Save your startup key

Insert a removable USB flash drive, select it, and then tap or click Save.

P | MICROSOFT © (E)

2. If you select Enter a password , enter the 8-character password or more in the Enter your password box, then
re-enter the password in the Reenter your password box and then click Next to continue.

Create a password to unlock this drive

You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and

spaces,

Enter your password

| assssse |
Reenter your password

| '......4 |
Tips for creating a strong password.

Next || Cancel

Step 6:

Select one of the options Save to your Microsoft account, Save to a flash drive USB, Save to a file and Print
therecovery key to save Recovery key. After selecting, click Next .



How do you want to back up your recovery key?

© Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

< Save to your Microsoft account
< Save to a USB flash drive
< Savetoafile

< Print the recovery key

What is a recovery key?

Step 7:

Select Encrypt used disk space only or Encrypt entiredrive, then click Next.

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info,

|@ Encrypt used disk space onlykfas!er and best for new PCs and drives)
O yp slower but best for PCs and drives already in use)

Step 8:

Select Continue to encrypt the drive.



Are you ready to encrypt this drive?

This drive (C:) has been encrypted for use with BitLocker and now just needs to be activated. This will take

a few seconds.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

[#] Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before

encrypting the drive,

BitLocker will restart your computer before encrypting.

Mote: This check might take a while, but is recormended to ensure that your selected unlock method

works without requiring the recovery key.

" Continue H Cancel

Step 9:

Select Restart now to restart your computer.

ﬁ The computer must be restarted

Restart now

Restart later

Manage BitLocker

From now on you will be asked to enter the password to unlock the encrypted system drive.



BitLocker

Enter the password to unlock this drive

Press the Insert key to see the password as you type.

Press Enter to continue

Press Esc for BitLocker recovery

Refer to some of the following articles:

1. Instructions for encrypting USB or memory cards with Bitlocker on Windows 10
1. How to use Bitlocker to encrypt data on Windows 10 (Part 1)
1. How to use Bitlocker to encrypt data on Windows 10 (The last part)

Good luck!

Y ou finished reading the article "How to use BitL ocker to encrypt data on Windows 8" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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