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How to use Bitlocker to encrypt data on Windows 10
(Thelast part)

If you get an error message after setting up BitL ocker, this means that your computer does not support the
Trusted Platform Module chip (1.2). How to fix this error.

To avoid exposing important data or to prevent others from unauthorized use of your data, you can encrypt data
using BitLocker . In Part 1, Network Administrator introduced and showed you how to encrypt data on
Windows 10 using BitL ocker . In the next section, Network Administrator will show you how to fix BitL ocker
setup error.

Explore more:
1. How to use Bitlocker to encrypt data on Windows 10 (Part 1)

2. How to configure BitL ocker (Part 2)

3. Use BitLocker to encrypt external storagedrives- Part 1

If, after setting up BitLocker, you receive an error message on the screen, which means that your computer is not
supported with the Trusted Platform Module chip (1.2) .
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Starting BitLocker

a This device can't use a Trusted Platform Meodule, Your administrater must set the "Allow BitLocker
without a compatible TPM" option in the "Require additional authentication at startup” pelicy for OS
velumes,

What are Bitl ocker's system requirements?

However, you can still set up BitLocker if it fails by opening Group Policy . Press Windows + R key
combination then type: gpedit.msc and press Enter .

Open Administrative Templates then select Windows Component , choose Bitlocker Drive Encryption ,
click on Operating System Drives.



| Windows Settings
w || Administrative Templates
| Control Panel
~| Metwork
| Printers
| Server
| Start Menu and Taskbar
| Systemn
v || Windows Components
| ActiveX Installer Service
| Add features to Windows 10

| App Package Deployment

| App Privacy

App runtime

Application Compatibility

AutoPlay Policies

Biometrics

w || BitLocker Drive Encryption
| Fixed Data Drives
| Operating System Drives
~| Removable Data Drives

Right-click on the Require additional authentication at startup item and then select Edit .

Setting State

J:'-.”EIW network unlock at startup Mot configured
i J:'-.”EIW Secure Boot for integrity validation Mot configured

equire additicnal authentication at startup .

Require additional authentication at startup (¥ Edit

Disallu:uw standard users from changing the PII Tlsnl

[£]Enable use of BitLocker authentication requirii Filter Options...

J:'-.”EIW enhanced PIMs for startup Re-Apply Filter

Cnnfigure minimum PIN length for startup

. . All Tasks ¥

Cnnflgure use of hardware-based encryption {

Enfu:urce drive encryption type on operating sy Help

[ onfinure 1ice of nacownrds for nneratinn eucte T AFTEE NIt FARHATIFE

Select Enabled , then check the box marked Allow BitLocker without compatible TPM in the Options
section.



Confirm changes

Click Start then enter: gpforce.exe / update to ensure the changes are applied . After you finish the

3 Require additional authentication at startup

E] Require additional authentication at startup

Previous Setting Next Setting

() Mot Configured Comment:
(@) Enabled
() Disabled

Supported on: [ At eact Windows Server 2008 R2 or Windows 7

Options:

Help:

Allow BitLocker without a compatible TPM
(requires a passwoerd or a startup key on a
USE flash drive)

Settings for computers with a TPM:
Cenfigure TPM startup:

Allow TPM ~
Cenfigure TPM startup PIN:

Allow startup PIN with TPM ~
Cenfigure TPM startup key:

Allow startup key with TPM ~
Cenfigure TPM startup key and PIN:

Allow startup key and PIN with TPM
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This policy setting allows you to configure whether BitLocker
requires additional authentication each time the computer starts
and whether you are using BitLocker with or without a Trusted
Platform Module (TPM). This policy setting is applied when you
turn on BitLocker.

MNote: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.

If you want to use BitLocker on a computer without a TPM,
select the "Allow BitLocker without a compatible TPM" check
box. In this mode either a password or a USB drive is required for
start-up. When using a startup key, the key information used to
encrypt the drive is stored on the USE drive, creating a USE key.
When the USB key is inserted the access to the drive is
authenticated and the drive is accessible. If the USE key is lost or
unavailable or if you have forgotten the password then you will
need to use one of the BitLocker recovery options to access the
drive,

On a computer with a compatible TPM, four types of

Cancel Apply

Updating poli

command, you should restart your computer.

Advice:

1. For those who work in an environment with sensitive, important data . BitL ocker should be used.

1. You should invest in adedicated USB flash drive to store Recovery Key . in case you lose the key.

OB C\Windows\System32\gpupdate.exe




1. In addition, make sure you create a thorough backup before starting the encryption process.
Y ou can aso encrypt data on Windows 10 with USB Flash and SD drive.
Good luck!

Y ou finished reading the article "How to use Bitlocker to encrypt data on Windows 10 (Thelast part)" edited
by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can
search for similar articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

