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How to turn on two-factor authentication on Slack

Slack provides two-factor authentication for account security, and in this guide, you'll learn the steps to enable
this feature.

Slack provides two-factor authentication for account security, and in this guide, you'll learn the steps to enable
this feature.

Slack supportstwo-factor authentication

If you use Slack to connect and collaborate with colleagues when working from home or the office, you can add
an extralayer of security to your account by turning on two-factor authentication (2FA).

Slack supports two methods to configure two-factor authentication, including using an authentication application
or SM S text message. However, using an authentication application is the easiest and recommended method.

In thistutorial, you will learn the steps to enable two-factor authentication on your Slack account.

How to set up two-factor authentication on Slack

To secure your Slack account with two-factor authentication (2FA), follow these steps:
1. Open Slack on the web.

2. Login with login information.

3. Open the account's Settings page .

4. In the Two-Factor Authentication section , click the Expand button .

5. Click the Set Up Two-Factor Authentication button .
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Two-Factor authentication is inactive for your account.

Protect your Slack account with an extra layer of security by requiring access to your phone. Once
configured, you'll be required to enter both your password and an authentication code from your
mobile phone in order to sign into your Slack account.

Learn more at our two-factor authentication help page

I Set Up Two-Factor Authentication

Note: Activating two-factor authentication will sign you out of all other sessions.

Click the Set Up Two-Factor Authentication button
6. Enter your current password.

7. Click the Confirm Password button .

8. Click the Use an app option to get the code from the authentication application on your phone.
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How would you like to receive your
authentication codes?

You will be asked for an authentication code when you sign in to your account.
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Click the Use an app option

Quick tip : You can use apps like Google Authenticator or Microsoft Authenticator. Alternatively, you can
also select the SM S Text M essage option to receive text messages to your mobile device and complete the login
process.

9. Open the authentication application on your phone.

10. Click the Add account (+) button in the upper right corner of the application. (If using Microsoft
Authentication, you need to click the three dot menu button, press the + button and select Other account ).

11. Scan the barcode image on the Slack page, using the phone camera.



12. Confirm the code that appears on the phone on the Slack page.

13. Click the Verify Code and Activate button .
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Configure Two-Factor Authentication

Once configured, you'll be required to enter a code created by the Google Authenticator, Duo Mabile, Authy, or Windows
Phone Authenticator apps in order to sign into your Slack account. Learn more about two-facter authentication at our
help page.

Get the App
Download and install the Google Authenticator, Duo Mobile, Authy, or Windows
Phone Authenticator app for your phone or tablet.

Scan this Barcode
Open the authentication app and:

= Tap the "+" icon in the top-right of the app
& Sean the image to the left, using your phone's camera

{Can't scan this barcode?)

Eﬁtér\l‘erihcaﬂen Code

Once the barcode above is scanned, enter the &-digit verification code generated
by the app.

Click the Verify Code and Activate button
14. (Optional) Confirm your phone number as a backup authentication method.

15. Click the Add number or Skip button .



= Menu (1) thetechlab &
Plans
@ It is highly recommended that Workspace Owmners register a backup phone.
Add a Backup Phone Number
If you lose access to your primary device, you can opt to send an
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You can open a request, if you'd like - we may be able to help.

Click the Add number or Skip button
16. Click the Print code button .

= Menu (1) thetechlab

Two-Factor Authentication Backup Codes X

@ If you lose access to your authentication device, you
can use one of these backup codes to login to your
account. Each code may be used only once, Make a
capy of these codes, and store it somewhere safe.

T 6 e 9
CE & 6
5 s & 0
7 7 B 9
3 8 s 9

(o [ o

Click the Print code button
17. Inthe Printer section, select the Save as PDF option .
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Select the Save as PDF option
18. Click the Save button .

19. Save the filesin a safe location, because you will need these codes if you lose access to your authentication
device.

When you complete the steps, Slack will be configured with two-factor authentication. When you need to log
back into Slack, open the authentication application on your phone and provide the generated code along with
your password to access the account.

Y ou finished reading the article "How to turn on two-factor authentication on Slack” edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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