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How to turn on / off Windows Firewall in Windows
7,8/8.1 and Windows 10

How to turn on the Firewall firewall, turn off the firewall in Windows 7, 8, 10, giving you better control over
firewall settings on your computer. If you do not know how to do it, you can see the instructions for turning on
and off the Windows Firewall firewall below.

Firewall is a software used to filter information to / from your computer or network. All information on your
computer will have to go through a firewall, from which the firewall will check the information before it will
allow or deny information to the computer. Microsoft has included firewall features into its operating systems
such as Windows XP, Vista, Windows 7 and Windows 8.

How to turn on / off the firewall in Windows 10

Starting with Windows 10 build 16193, Windows Firewall renamed Windows Defender Firewall. Windows
Firewall can help prevent hackers and malware from accessing your computer via the Internet or the network.
This tutorial will give you different ways to turn on or turn off the firewall firewall in Windows 10.

To turn on the firewall or turn off, you need to log on to the computer with Admin rights.

Note: Windows Firewall is turned on by default in Windows 10. You should not turn off Windows Firewall
unless you have installed and turned on a third-party firewall. Turning off Windows Firewall can make your
computer (and network, if any) vulnerable to unauthorized access.

Method 1: Turn on thefirewall from the notification

Click the notification (if any) from Windows Firewal to turn on Windows Firewall for all network
configurations.

Tum on Windows Firewall
Windows Firewall is turned off. Tap or

Ve T e L L=

Evaluation copy. Build 14971.rs_prerelease.161111-1700

. T:12AM
w 17
Bl os 7 O @ TId) 00 o0s B



https://tipsmake.com
https://tipsmake.com/c/system/
https://tipsmake.com/c/windows-8/
https://tipsmake.com/how-to-turn-on-off-windows-firewall-in-windows-7-8-81-and-windows-10

Method 2: Turn on thefirewall in Security and Maintenance

1. Open Control Panel> Security and Maintenance
2. Inthe Security tab, the Network firewall section click Turn on now .

4" Security and Maint

&« w A4 P » Control Panel * All Control Panel ltems * Security and Maintenance v U search Control Panel

Control Panel H )
onliglanelnome Review recent messages and resolve problems

Change Security and Security and Maintenance has detected one or more issues for you to review.
Maintenance settings

® Change User Accaunt Conitrol ; [ )
settings Security [Nhap vao day
Y

9 Change Windows SmartScreen Network firewall (Important)

settings ¥/ Turn on now
B Windows Firewall is turned off or set up incerrectly.
View archived messages
Turn off messages about network firewall Find an app online to help protect
your PC

Maintenance

If you don't see your problem listed, try one of these:

See also
- - Troubleshooting & Recovery
File History R

Find and fix problems Refresh your PC without
Windows Program affecting your files, or reset it
Compatibility Troubleshooter and start over.

Method 3: Turn on/ off the firewall in Windows Firewall Settings

Open Control Panel > Windows Firewall > Click Use recommended settings if you want to turn on the
firewall.

™ Windows Firewall

& S« 4 @+ Control Panel > All Control Panel ltems » Windows Firewall v & | Sesrch Control Panel »

Cohlni B Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious seftware from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
Q Change notification settings Update your Firewall settings
& Tumn Windows Firewall on or Windows Firewall is not using th ded T |
g & FeCormmen
off settings to protect your computer. [Suse Rccmetiended tings

& Restore defaults

What are the recommended settings? s ' \_
o n s
& Advanced settings | Nha&p vao day

Troubleshoot my network . 9 Private networks Connected

Metworks at horne or work where you know and trust the people and devices on the network

Windows Firewall stete: ot

Incoming connections: Block all connections to apps that are not on the list
of allewed apps

Active private networks: 2 Brink-Router?

Motification state: Hotify me when Windews Firewall blocks a new app

. @ Guest or public networks Not connected

Metworks in public places such as airports or coffee shops

Windows Firewall state: Off
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
See also
Active public networks: Hene
Security and Maintenance il i .
Notification state: Motify me when Windows Firewall blocks a new app

Metwork and Sharing Center

Click Turn Windows Firewall on or off on the |eft panel:



™ Windows Firewall = (] *
& = « 4 fi# > Control Panel > All Control Panel ltems > Windows Firewall v & | Search Contrel Pangl P
Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet of & nebwork,
through Windews Firewall
G Change notification settings . Update your Firewall settings
& Tum Windows Firewallonor__f jrewall is not using the recommended I i
off T MNhap vao day rotect your computer, | B Use recommended settings
& Restore defaults ‘What are the recommended settings?
G Advanced settings
1 " .
roubleshoot my network . v Private networks Connected

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: Off

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active private nebworks: 2 Brink-Router2

Natification state Hetify me when Windews Firewall blocks a new app

l Q Guest or public networks Not connected

Networks in public places such as airports or coffee shops

Windows Firewall state: oK
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
p_—
e Active public networks: None
Security and Maintenance = e : ,
MNotification state: Hotify me when Windews Firewall blocks a new app

Metwerk snd Sharing Center

Here you will have the option to enable or disable the firewall for both Private and Public networks, select the
one you want and click OK.

* Customize Settings

Ll = 4 ]+ Cortrol Panel » AN Contral Panel tems » Windows Firewall » Customize Settings w O | SearchControl Pane o

‘Customize settings for each type of network
You can modify the firewall settings for each type of network that you uze.
Fuivate network settings
o (® Tum on Windows Firewall
[ Block all incoming connections, inchuding those in the list of sllowed apps
[ Motify mewhen Windows Firewall blocks a new app
g (O Tumm ot Windows Firewall (net recommanded)

Public netwark settings
v (®) Tum an Windows Firewall
I Block all incoming connections, including those in the list of allowed apps
[ Notify me when Windows Firewall blocks a new app

e (7 Tum off Windaws Firewall [net reccmm ended)

Method 5: Turn on / off the firewall in Command Prompt:

Refer to the detailed instructions in the article; Instructions to enable / disable Windows Firewall with Command
Prompt

Method 6: Turn on / off the Windows 10 firewall in Windows Defender Security

Open Windows Defender Security Center > Firewall & network protection > click on Private
(discoverable) network or Public (non-discoverable) network , depending on which network firewall you
want to turn off or on, then just turn it on On or Off under Windows Firewall is OK. More careful you can
choose to block / unblock connections to incoming connections.



<« Windows Defender Security Center - a x

) Firewall & network protection

@ Home View network connections, specify Windows Firewall settings, and

troubleshoot network and Internet problems.

@ Private (discoverable) network

Firewall is on.
Network is connected.

)  Virus & threat protection

%  Device performance & health

Firewall & network protection

Hoac
B App & browser control
2 Public (non-discoverable) networks Nhdp vao day |
& Family options

Firewall is on.
Network is not connected.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

& Restore firewalls to default

Turn on/ off thefirewall in Windows 7
Below, we will guide you to configure the firewall in Windows 7:
Step 1:

You must log on to the computer with administrative rights, access the Start path> Control Panel > System
and Security .

Step 2

1+ B8 » Control Panel

Adjust your computer’s settings

4 &

System and Security
Review your computer 5
Save backup copies of |
Find and fix problems

Network and Internet
View network status and tasks
Choase homegroup and sharing eptions

Hardware and Sound

View devices and printers

Add a device

Adjust cormnmonly used maebility settings

Programs
Uninstall a program

les with File History

v & Search Control Panel 2
View by: Category ™

User Accounts and Family Safety
¥ Change sccount type
& Set up Family Safety for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

Ease of Access
Let Windows suggesticetings
Optimize visuah dhphzy

® ¢ §F&

In the System and Security window, click Windows Firewall .



Control Panel Home

* System and Security
Mebwork and Internet
Hardware and Sound
Programs

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

Step 3:

In the left column of the interface, select Change notification settingsto adjust firewall settings.

Control Panel Home

Allow an app or feature
through Windows Firewall

® Change notification settings

Turn Windows Firewall en or
off

¢ Restore defaults

&

& &

¢ Advanced settings
Troubleshoot my network

See also

HAction Center

Step 4

Here, you can optionally enable or disable the Firewall for both Private and Public networ k modes

Action Center
ur computer's status and resolve issues
Troubleshoot comman computer problems

Fj Change User Account Control settings

System
Wiew amount of RAM and processor speed
See the name of this computer

W Allow remote access | Launch remate assistance

'-’ Device Manager

Windows Update
Turn automatic updating on o off
View update history

\J@ Power Options

Change battery settings = Require a password when the computer wakes
Change what the power buttons do Change when the computer sleeps

‘ Windows Firewall
Check firewall status | Al an 2pp through Windows Firewall

Check for updates | Install optional updates

File History

M) Save backup copies of your files with File History  Restore your files with File History

BitLocker Drive Encryption
Manage BitLocker

Storage Spaces
Manage Sterage Spaces

Administrative Tools
Free up disk space Defragment and optimize your grves |
# Create and format hard disk partitions

W viewgventlegs., g Sthedule tasks

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

Private networks Not connected (~)

Netwerks at home or work where you know and trust the peeple and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active private networks: Nene

Notification state: Notify me when Windows Firewall blocks a new app

l a Guest or public networks Connected ()

MNetworks in public places such as airports or coffee shops

Windows Firewall state; On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: Netyeork

Netification state: Netify rie when Windows Firgvdll Glocks ¢ new spp



Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
1F‘rivate network settings 1
I@I (® Turn on Windows Firewall
[]Block all incoming connections, including those in the list of allowed apps

MNotify me when Windows Firewall blecks a new app

I@l (7) Turn off Windows Firewall (not recommended)

\\Public network settings 2
I@I (@ Turn on Windows Firewall
[]Black all incoming connections, including those in the list of allowed apps
MNotify me when Windows Firewall blocks a new app

I@l () Turn off Windows Firewall (not recommended)

Step 5:
To install according to Windows recommended mode, you can click Use recommended settings.

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Internet or a network.

Update your Firewall settings

Windows Firewall is not using the recommended

: @'Use recommended settings
settings to protect your computer. L £k |

What are the recommended settings?

l '@' Private networks Not connected (%)

I @J Guest or public networks Connected (&)

Or, return to the original default, select Restor e default and click Y es when there is a confirmation message

Restore default settings

Restoring default settings will res ¢ Restoring the default settings will delete all settings of Windows Firewall
locations. This might cause som _!»_\ that you have made since Windows was installed. This may cause some
apps to stop working
Restore defaults ]

l De you want to continue? !

Step 6:

If you are an expert, you can use Advance Setting to configure the firewall for inbound and outbound
information flow depending on your needs.



Step 7:

When you click on Inbound Rules on the left, you will see alist of Inbound Rules displayed. You can enable
or disable any connection you want by right-clicking and selecting Enable Rule / Disable Rule

@

(€ 3 - t @+ Contr
Control Panel Home
Allow sn app or feature
thiough Windeows Firewall

& Change netification settings
W Tum Windaws Firewsll on or
off

& Restore defautts

W Advanced setings
Troubleshoct my

See also
Action Center
Hetwork and Sharing Center

File Action WVeew Help
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e
[ wmnmmm%
B Inbound Rues
Outbound Fules

i Connection Security Rules
% Monitoring

@ Windows Frewelis on

(B Fbound connecions that domet metch & e ars blocked
@ Oubound connections hat do not match arde s slowed
Private Profile

G indowes Frment s of

Public Profile is Active

W Vindows Fewwalia off

Y Windowes Frewal Propertes

File Action View Help
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Getting Started

o el comput
Cre: des 12 specky haw and wh
protected by using Ifemat Protocol securty (Psec)

B Conoction Securty Fes

o Import Policy...
4a| Expont Policy_.
Restore Default Palicy

Diagnese / Repair
View

G Refresh

[ Properies

H Hew

i Actons
B intouni Rules Nerne ) Group Profile  Enabled  Action % ‘| | Inbou
Ky Connection Security Bules @ Yahoo! Messenger Public Yes Allow W Ne
o B Monitoring @ vahoo! Messenger Public  Yes Allew ¥ Fit
.W’lulm Portable Devices (UPNP-In) Wireless Portable Devices Al
Wireless Portable D [ Wireless Portable Dy All
.WiMows Remote Management (HTTP-In)  Windows Remote Manage...  Public
.W’mduws Remote Management (HTTP-In) Windows Remote Manage..  Domai...
@ Windows Remote Management - Compa... Windows Remote Manage...  Private...
@ Windows Remate Management - Compa.. Windows Remote Manage..  Damain
.W’mdnws Peer to Peer Collaboration Fou...  Windows Peer to Peer Colla...  All
.WiMM Peer to Peer Collaboration Fou.. Windows Peer to Peer Colla.. Al
@ Windows Peer to Peer Collaboration Fou...  Windows Peerto Peer Colla...  All
.W’mdnws Peer to Peer Collaboration Fou...  Windows Peer to Peer Colla.. Al
@ Windows Media Player Network Sharing ... Windows Media Player Net..  All
© Vindows Media Player Network Sharing ... Windows Media Player Net..  Private...
.W’mdows Media Player Metwork Sharing ... Windows Media Player Net..  Domain
.WiMom Media Player Metwork Sharing .. Windows Media Player Net..  Domain
@ Windows Media Player Network Sharing ... Windows Media Player Met..  Private...
.W’mdnws Media Player Metwork Sharing .. Windows Media Player Net.... Damain
0 Windows Media Player Metwork Sharing .. Windows Media Player Net.. - Private...
.W’mduws Media Player Metwork Sharing ... Windows Media Player Met.. Al
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Do the same for Outbound Rules for outgoing flows.
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Windows Firewall with Advanced Security

| File Action View Help
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__BranchCache Content Retrieval (HTTP-0...

uthon Rulss T”"* G.WUP Profile  Enabled  Action
& Connection Secunty Rules |:.§{'Slng Bing All Yes Allow
B Menitoring (& Bing Bing all Yes Allgw

Enable Rule

°Branch Cache Hosted Cache Client (HTT.. BranchCache - Hosted Cach... A

oBranch Cache Hosted Cache Server(HTTP.. BranchCache - Hosted Cach.. & Cut

oSronch Cache Peer Discovery (WSD-Out) BranchCache - Peer Discove.. A Copy

°Ccnnect te a Metwork Projector (TCP-Out) Connect to a Network Proje.. P

’Ccnned to a Metwork Projector (TCP-Out) Connectto a Network Proje.. O =i

@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje... P Properties

@ Connect to a Network Projector (W5D Ev... Connectto a MNetwork Proje.. O
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Turn on / off thefirewall in Windows 8/ 8.1

You click on Control Panel on the screen, if not, then hover your mouse on the top right corner, until the
magnifying glass icon appears as shown:

W= italle =

Enter Control Panel and click the icon shown below to open Control Panel, if you want to pin to Start menu or
Taskbar, right-click the Control Panel icon and select the corresponding option.



Search

Everywhere -

control Panel E

FE Control Panel

Pin to Start
Pin to Taskbar
ontrol Panel

Open in new window

Open file location

In the Control Panel you find and click on Windows Firewall, the Windows Firewall window appears with the
same options as on Windows 7 (the image in step 3 above), you can follow the instructions in the wall switch.
fire on Windows 7 to turn off the firewall in Windows 8, as well as change the relevant firewall settings.

1. Activate the Firewall mode in Mac OS X Snow Leopard
2. 10tipsto help Windows security
3. Instructions for configuring firewalls on Ubuntu

Good luck!

Y ou finished reading the article "How to turn on / off Windows Firewall in Windows 7, 8/ 8.1 and Windows
10" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks.
Y ou can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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