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How to stop Windows 11 from tracking you

To limit being tracked by Windows 11, you should customize some settings in this article.

Windows 11 has more data collection and analysis options than previous operating systems. This a'so makes you
worry about Windows 11 tracking you whenever you use your computer. The operating system tracks everything
from your location and browsing habits to your voice recordings and keystrokes. To limit Windows 11's
tracking, you should customize some of the settingsin this article.

Adjust privacy on Windows 11

Step 1.

Y ou access the settings on your computer and then click on Privacy & security , then look to the side and click
on General to make adjustments.

Step 2

In the interface you need to turn off the settings as shown below.

Privacy & security > General

Let apps show me personalized ads by using my advertising ID

Let websites show me locally relevant content by accessing my language list

Let Windows improve Start and search results by tracking app launches

Show me suggested content in the Settings app

Show me notifications in the

When off, required

O Privacy resources
Step 2

Go back to the interface and click Diagnostics & feedback . Next, turn off Send optional diagnostic data.
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keep your device and operating system secure, up to date, and working as expected.

Send optional diagnostic data

Help Microsoft improve your Windows experience and fix problems more
quickly by sending us additional diagnostic data. This includes data about
websites you browse, how you use apps and features, and enhanced error Off . )
reporting. S

Your device will be equally secure and will operate normally even if you choose
not to send optional diagnostic data.
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Then you turn off the Improve inking and typing and Tailored experiences settings .

ﬁ Improve inking and typing off ~

Send optional inking and typing diagnostic data to Microsoft

Improve the language recognition and suggestion capabilities of )
Microsoft apps and services by sending optional inking and typing off @
diagnostic data to Microsoft

Turn off location on Windows 11

Alsointhe Privacy & security section, click on Location to adjust. Then we disable Location services.

1. How to turn off location tracking on Windows 11

ight use location data to improve the accuracy of its location services. Some desktop apps might no
ypear on this page or be affected by these settings. Learn more about location

Location services —
4 Location is turned off and Windows and other users on this device will not be able to off (@
use location

In case you are required to grant location access to an application, turn off Let apps to access your location so
that the application will have to ask you before accessing the location, avoiding automatic access.



Let apps access your location —_—
8=  All apps can access approximate location, but you can choose which apps can Off . N~
access your precise location

Disable voice data collection

Voice recognition lets you unlock your PC without a keyboard, but it also constantly sends information to
improve its ability to recognize your voice.

Step 1

Inthe Privacy & security menu, click on Speech to adjust. Now you need to turn off Online speech
recognition .

Online speech recognition

Use your voice for apps using Microsoft's online speech recognition
technology.

If you turn off online speech recognition, you won't be able to use apps
that use Microsoft's online speech recognition technology. However,
you can still use the Windows Speech Recognition app and other speech
services that don't use Microsoft's online speech recognition
technology.

@ ) off

Step 2

Return to the privacy management interface and click on Voice activation .
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Voice activation
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At this point you also need to turn off L et apps access voice activation services or expand the feature and
specifically turn off the unlock function.

\Q} Microphone On >

Let apps access voice activation services of @ ) ~
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Adjust application accessrightson Windows 11

Settings also let you fine-tune which apps are allowed to access which parts of the system.

1. How to easily control app permissions in Windows Settings

Customize Start Menu and Search Privacy

Start Menu and Search Privacy also collect data to provide more personalized advertising.
Step 1.

In the settings on your computer, click Personalization , then look to the side and click Start to adjust.

Text input

Touch keyboard, voice typing, emoji and more, input method editor

Start

Recent apps and items, folders

=) Taskbar
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Now you need to turn off the setting Show recommendationsfor tips, shortcuts, new apps, and more.



Show recommended files in Start, recent files in File Explorer, and items in F—~

= off @ )
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Q Show recommendations for tips, shortcuts, new apps, and more Off .:
U Show account-related notifications of @

When off, required notifications are still shown R=—2d

Return to the interface, click on Privacy & security and then click Search . Next, turn off Microsoft account .

Search my accounts
Windows Search can personalize your search results by including your content from various apps
and services

U~

Microsoft account
Allow Windows Search to provide results from the apps and services that you
are signed in to with your personal Microsoft account

Work or School account
Allow Windows Search to provide results from the apps and services that you On c
are signed in to with your work or school account

Y ou also need to turn off search history on Windows 11.

ing status A Indexed 2 Pending
18977 0

Search history o @

Store my search history on this device to improve search results —

Clear device search history Clear

Y ou finished reading the article "How to stop Windows 11 from tracking you" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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