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How to set up your own Git server on Linux

While you can count on globally renowned Git hosting services like GitHub, in some casesiit is better to host a
personal Git server for enhanced privacy, customizability, and security.

Git server hosts a project's repository, which contains source code and other core files. While you can count on
globally renowned Git hosting services like GitHub, in some cases it is better to host a persona Git server for
enhanced privacy, customizability, and security.

Learn how you can set up your own Git server on Linux.

Prerequisitesfor setting up Git server

Before you start setting up your own Git server, you must have access to a spare machine or must register with
cloud service providers. Thisisimportant because you will be setting up the standby machine to act as a Git
server that you will connect to from your local machine and perform Git operations.

Although there are no clearly defined system requirements, 1GB of RAM should be enough for the Git server to
work. Furthermore, make sure you have a Linux distribution running on your machine.

Step 1. Download and Install Git on Linux Server

" dxbxrshi@deblan: ~
dxbxrshi@de -5 git
usage: git [--version] [--help] [-C <path=] [-c <name>=<value>]
xec-path[=<path=]] [--html-path] [--man-path] [--info-path]
--paginate | -P | --no-pager] [--no-replace-objects] [--bare]
i ir=<path=] [--work-tree=<path=] [--namespace=<name>]
command> [<args=>]

These are common Git commands used in various situations:

start a working area (see also: git help tutorial)
clone Clone a repository into a new directory

init Create an empty Git repository or reinitialize an existing
one

work on the current change (see also: git help everyday)
add Add file contents to the index
mv Move or rename a file, a directory, or a symlink
restore Restore working tree files
rm Remove files from the working tree and from the index
sparse-checkout Initialize and modify the sparse-checkout

examine the history and state (see also: git help revisions)
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Y ou need to have Git installed on your Linux server. Fire up aterminal and use the Linux distribution's package
manager to install Git:
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On Debian/Ubuntu derivatives:
sudo apt install git
On Arch-based distributions:
sudo pacman -S git

On CentOS/RHEL /Fedora:
sudo dnf install git

Once Git isinstalled on your system, proceed to the next stepsto configure your Linux system and host your Git
repositories as a Git server.

Step 2: Set up a Git user account

ol dxbxrshi@deblan: ~

- :-% ssh dxbxrshi@192.168.1.5
dx nn;muﬂe* 168.1.5"'s password:
Linux debian 5.10.0-16-amd64 #1 SMP Debian 5.10.127-1 (2022-06-30) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted b plicable
Last lugln Mon Aug 15 2 141 2022 from 192.168.1.8
ian: $ sudo useradd git
[:>udo] p-nsauord for dxbxrshi:
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Connect to your Linux server via SSH, RDP or any other remote access protocol. Or, if you're using a spare
computer as a server, turn it on and create a new user account to handle your inventory.

ssh [emai| protected] sudo useradd git
After the new user is added, switch to that user with the su command:
su git

Creating a dedicated git user account is a secure protocol that ensures clients connecting to your Git server have
limited visibility and access to on-premises resources. This allows you to securely collaborate on team projects
where multiple members will access your server.

Step 3. Create .ssh folder and add authorized keys



dxbxrshi@ubuntu: ~f.ssh
% chmod 700 .ssh/
;- % touch authorized keys
i % exit

logout
Connection to 192.168.1.5 closed.

u:-%$ cd .sshf
; $ ssh-keygen -t rsa > fdev/null

xbx i@ubu ! $ 1ls
id rsa id_rsa.pub known_hosts known_hosts.old
s " - .
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Creating a .ssh directory is necessary to store public keys and other essential data that will specify who has
access to this Git server. To get started, log into the git user account you created earlier, create the .ssh directory,
and restrict access to the git user only:

ssh [emai|l protected] nkdir .ssh chnmod 700 .ssh/ touch .ssh/authorized keys

Secure directory access with the chmod command to ensure that no one but you can make changesto it. Move
into the .ssh directory and create anew file "allow_keys" using the touch command.

cd .ssh ssh-keygen -t rsa #only run this command if you DO NOT have an id_rsa. pul

Y ou will have to update this file with the SSH public key of the clients you want to give access to the Git server.
Pause the SSH session and open the .ssh/id_rsa.pub file in your local machine with atext editor or the cat
command. Thisfile contains your publicly encrypted key, which, when written to the allow_keysfile, will grant
you access to the Git server without a password.

cd .ssh vi authorized keys

Copy the public key and create a new SSH connection to the Git server. Move into the .ssh directory, open the
authorized keysfile with atext editor and paste the public key. Save changes and exit.

From then on, you should be able to connect to the server without a password. Repeat this step for each machine
that will connect to the server.

Step 4. Createafolder to storeall therepositories

Go to aLinux server and create a directory or use an existing directory as the root directory. Remember that this
isthe directory where all your repositories will be stored. Thisis a good thing to organize projects more neatly.

nkdir directory_nane

After creating the directory, move on to the last step in thistutorial to complete the Git server setup.

Step 5: Start development by adding new proj ect

Now, you are really done with the Git server setup. Y ou just need to start development by initializing the
repository and adding the remote source to the local machine. Move into the parent directory with the cd
command and create a .git project directory:



cd parent _directory nkdir new project.git

Now, initialize the bare git repository:

git init --bare

With the repository initialized, it's time to add the remote origin on your local machine;
git renmote add origin name [enmil protected]:new project.git

That's all you need to do on the server side. Any authenticated client can now perform common Git operations
like push, pull, merge, clone, etc. To start new projects, you'll have to repeat this step. every time you create a
new project.

Test its functionality by executing git push:
touch testfile git add testfile git conmt -m"test file" git push name master gi

Your filewill be successfully pushed to the remote source. To cross check if push isworking, you can clone the
repository and should find the test file in the repository.

Security tipsfor Git server

With a Git server up and running, you must be mindful of its security stature asit isyour personal server anditis
your responsibility to maintain and protect it from externa threats. Some of the best security practices to adopt
are:

Turn off password login

Change default shell to git-shell. Thisrestricts logged in users from executing any non-git commands
Use a custom port for SSH

Disable root user login

Back up dataregularly
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There are many security configurations and safety measures that you can implement on your Linux server to
protect it from attackers and prevent unauthorized access.

Y ou finished reading the article "How to set up your own Git server on Linux" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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