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How to set up Wireguard VPN on Linux

Wireguard is a powerful open source virtual private network (VPN) daemon that can run on both desktop and
mobile devices.

It offersafast and lightweight aternative to traditional VPNs like IPsec and OpenVPN. Today's article will
show you how to install Wireguard and create asimple VPN setup using 3 Linux machines.

Download Wireguard

The first step to setting up Wireguard on Linux isto download its core tools from the distribution's repository.
This allows you to control the built-in Wireguard kernel module using userspace commands.

Toinstall coretoolsin Ubuntu and Debian, run the following command:
sudo apt install wreguard w reguard-tools

In Fedora you can use the dnf package manager:

sudo dnf install wreguard-tools

For Arch Linux, you can run pacman to load Wireguard's core tools:
sudo pacman -S wireguard-tools

Confirm that you have correctly installed the Wireguard tools by loading its help screen:

wg -h
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M root@wireguard: ~

root@wireguard:~# wg -h
Usage: wg <cmd> [<args>]

Available subcommands:
show: Shows the current configuration and device information
shdiwconf: Shows the current configuration of a given WireGuard in
terface, for use with ‘setconf'
set: Change the current configuration, add peers, remove peers, o
r change peers
setconf: Applies a configuration file to a WireGuard interface
addconf: Appends a configuration file to a WireGuard interface
syncconf: Synchronizes a configuration file to a WireGuard interf
ace
genkey: Generates a new private key and writes it to stdout
genpsk: Generates a new preshared key and writes it to stdout
pubkey: Reads a private key from stdin and writes a public key to
stdout
You may pass --help' to any of these subcommands to view usage.
root@wireguard:~# |]

Set up Wireguard server

Assumptions: This article assumes that you are installing the Wireguard server on a Linux system with a
publicly accessible |Pv4 address. The instructions will still work on the server behind a NAT, but it will not find
nodes outside of its subnet.

With the Wireguard core toolkit on your Linux machine, you can now set up aVPN server node. This node will
act as the Internet gateway for client nodes in the network.

Start by navigating to the Wireguard configuration folder and setting its default permissionsto "root only":
cd /etc/wi reguard sudo umask 077

Note : Some systems may prevent you from accessing the "/etc/wireguard" directory asaregular user. To fix
that, switch to the root user with sudo -s.

Create public and private keys for Wireguard server:

sudo sh -c 'wg genkey | tee /etc/w reguard/server-private-key | wg pubkey > /etc/
Create a server configuration file using your favorite text editor:

sudo nano /etc/w reguard/ wg0. conf

Paste the following code block into the server configuration file:

[Interface] PrivateKey = PASTE- YOUR- SERVER- PRI VATE- KEY- HERE Address = 10.0.0. 1/ 3.
Open anew terminal session, then print the server's Wireguard private key:

sudo cat /etc/w reguard/ server-private-key



Copy the server's private key to the clipboard.

ol root@wireguard: fetc/wireguard B = = o ®

root@wireguard: /etc/wireguard# cat /etc/wireguard/server-private-ke
v

Kw909a83ULlY2hzLk66 /COTHAYb/V16X2,

root@wireguard: /etc/wirequard#

ol root@wireguard: fetc/wireguard

root@wireguard: /etc/wireqguard# cat /etc/wireguard/server-private-ke
y

Kw909a83ULlY2hzLk66 /COTHAYb/V16X2,

root@wireguard: /etc/wirequard#

Find the network interface that has Internet access using the ip command:

ip route get 8.8.8.8

ol root@wireguard: fetc/wireguard

root@wireguard: /etc/wireguard# ip route get 8.8.8.8

8.8.8.8 via 134.209.96.1 dev eth® src 134.209.96.193 uid
cache

root@wireguard: /etc/wirequard# I

Set the value of the -0 flag on both the PostUp and PostDown variables to an interface with Internet access, then
save the configuration file.

/M root@wireguard: fetc/wireguard Q = - a ®

GNU nano 7.2 wg0.conf *

PrivateKey = mKw909a83UlY2hzLk66/COTHdYb/V16X2ss4gqgM4B1E=

Address = 10.0.0.1/32
ListenPort = 60101

PostUp = iptables -t nat -I POSTROUTING -o eth® -j MASQUERADE
PostDown = iptables -t nat -D POSTROUTINS -o eth® -j MASQUERADE

Open the server's "/etc/sysctl.conf” file with your favorite text editor:

sudo nano /etc/sysctl.conf



Scroll down to the line containing net.ipv4.ip_forward=1, then remove the pound sign (#) in front.

b3
ol root@wireguard: fetc/wireguard L EE =

B &
GNU nano 7.2 fetc/sysctl.conf *

net.ipvé4.ip forward=1

e Help Yy lirite Out QY Where Is Y Cut W@l Execute
B Exit B Read File @] Replace QY Faste W Justify
Reload the new sysctl configuration by running: sudo sysctl -p .

o] root@wireguard: fetc/wireguard

root@wireguard:/etc/wirequard# sudo sysctl -p

net.ipv4.ip forward = 1
root@wireguard: fetc/wireguard#

Set up and connect the Wireguard client

Y ou now have a properly configured Wireguard server without any peers. To useit, you need to set up and
connect your first Wireguard client.

Navigate to the client system’'s Wireguard configuration directory and set its default permissions:

cd /etc/wi reguard sudo umask 077

Create the client's Wireguard key pair with the following command:

sudo sh -c '"wg genkey | tee /etc/wireguard/clientl-private-key | wy pubkey > /et
Create the client's Wireguard configuration file using your favorite text editor:

sudo nano /etc/w reguard/ wg0. conf

Paste the following code block into the client configuration file:

[Interface] PrivateKey = PASTE- YOUR- CLI ENT1- PRI VATE- KEY- HERE Address = 10.0.0. 2/.

Replace the PrivateK ey variable with the client's private key.



root@mte-arch-desktop:/etc/wirequard Q

[Interfacel
I’rw‘ vateKey = SOQADFQmj+k/OCcpgUcwYnnZROWK1 BNZUTnzeyzrwng-I]

Address = 10.0,0.2/32
ListenPort - 68101

[Peer]

PublicKey = PASTE-YOUR-SERVER-PUBLIC-KEY-HERE
AllowedIPs = 0.0.0.0/8

Endpoint = PASTE-YOUR-SERVER-IP-ADDRESS-HERE:601081

PersistentKeepalive = 25

Open the Wireguard server's terminal session, then print its public key:
sudo cat /etc/w reguard/server-public-key

Set the value of the PublicKey variable to the server's public key.

root@mte-arch-desktop:/ete/wirequard Q

[Interface]
Frw‘ vateKey = SOQADFQmj+k/OCcpgUcwYnnZROWK1 BWZUTnzeyzrwng—I]

Address = 10.0.0.2/32
ListenPort - 68101

[Peer]
PublicKey = PASTE-YOUR-SERVER-PUBLIC-KEY-HERE

AllowedIPs = 0.0.0.0/0
Endpeoint = PASTE-YOUR-SERVER-IP-ADDRESS-HERE:60101

PersistentKeepalive = 25

Change the Endpoint variable to the IP address of the Wireguard server.

root@mte-arch-desktop:/ete/wirequard Q

[Interface]
PrivateKey = SOQADFQmj+k/OCcpgUcw¥YnnZROWKLBWZUTnzeyzrwng=

Address = 10.0.0.2/32
ListenPort - 68101

[Peer]
PublicKey = jwXkzo4h/whRTrLZjowpUpcYwaagmurA95A100329zw=

AllowedIPs = 0.0.0.0/0
Endpoint = 134.209.96.193:60101]
PersistentKeepalive = 25

Save the configuration file, then use the wg-quick command to start the Wireguard client:

sudo wg- qui ck up wgO

root@mte-arch-desktop:/etc/wirequard Q= ®

PrivateKey = SOQADFQmj+k/OCcpgUcwYnnZROWKLBWZUTnzeyzrwng=

Address = 10.0.0.2/32
ListenPort - 68101

[Peer]

PublicKey = jwXkzodh/whRTrLZjowpUpcYwaagmurA95A1lo0329zw=
AllowedIPs = 0.0.0.0/0

Endpoint = 134.209.96.193:60101]

PersistentKeepalive = 25




Note : Thiscommand will disable the client's network connection until you start the Wireguard server. To get
back to the original network, run sudo wg-quick down wgO .

Link the Wireguard server to theclient

Access the Wireguard server's terminal session, then open the server's configuration file:
sudo nano /etc/w reguard/ wg0. conf

Paste the following block of code after the [Interface] section:

[ Peer] PublicKey = PASTE- YOUR- CLI ENT1- PUBLI C- KEY- HERE Al | owedl Ps = 10.0.0. 2/ 32 P

Set the PublicKey variable to the Wireguard client's public key.

root@wireguard: fetc/wireguard

GNU nano 7.2 wg0.conf

PrivateKey = mKw909a83UlY2hzLk66/COTHdYb/V16X2ss4gqgM4B1E=
Address = 10.0.0.1/32

ListenPort = 60101

PostUp = iptables -t nat -I POSTROUTING -o eth® -j MASQUERADE
PostDown = iptables -t nat -D POSTROUTING -o eth@ -j MASQUERADE

PublicKey = MIy2Dx0S7SrwrGTo81E5IpGiUgq/lsVhgPVAzLEighd=
AllowedIPs = 10.0.0.2/32
PersistentKeepalive = 25

Note: You can get the public key by running sudo cat /etc/wireguar d/client1-public-key on your client.
Save the configuration file, then run the following command to start the Wireguard service on the server:
sudo wg- qui ck up wgO

Y ou finished reading the article "How to set up Wireguard VPN on Linux" edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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