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How to set up Raspberry Pi asa web server

The Raspberry Pi line of barebone computers are compact devices that inspire creativity and are almost perfect if
you want to create your own server at home.

The Raspberry Pi series of barebone computers are compact devices that inspire creativity and are amost perfect
if you want to create your own server at home to deliver websites to the Internet or host a suite of websites and
services for your own use.

However, if you are not sure where to start with your single-board computer, read the following article, as you
will learn how to prepare your Raspberry Pi as a versatile server that can handle anything you need.

Things Needed to Set Up a Raspberry Pi asa Server

To complete this project you will need the following:

Raspberry Pi - preferably model 4B

SD card or SSD

Ethernet Cable

Static |P address

Domain Name - If you don't have one yet, here are some helpful tips for choosing adomain name .
Another PC
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How to install Raspberry Pi OSfor server

There are many distributions available for the Raspberry Pi, including Ubuntu, Manjaro, Apertis, and RetroPi.
When setting up the Pi to serve content to the Internet, we recommend using Raspberry Pi OS Lite (64-bit),
which isaport of Debian Bullseye, but without a desktop or anything else unnecessary. Y ou don't need a
desktop since you won't be using adisplay.

First, plug your SD card into your desktop or laptop. If you're using a USB SSD, plug it in now. Now, download
and install the Raspberry Pi Imager tool, then open it from your desktop or command line.

Imager will ask you to select your operating system and storage. Click Choose OS > Raspberry Pi OS (other)
> Raspberry Pi OS Lite (64-bit) .

When you click Choose storage, you will see alist of all the storage devices attached to your PC. Select the
drive where you want to install the operating system and you will return to the main Imager screen.
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Click the gear in the bottom right corner of the screen to open the configuration menu. Now you will set the
options needed to connect to the Pi via SSH.

Check the Enable SSH, Set username and password , and Set locale settings boxes . Fill in your preferred
username and password, set the language for the timezone, and set the keyboard layout (although you won't be
using a keyboard attached directly to the Pi).

Click Save and then Write. The Raspberry Pi OS will now be written to the storage medium of your choice -
this may take awhile.

Power up the Raspberry Pi and find it on the local networ k

Insert the SD card into the Raspberry Pi's card slot, or if using a USB storage device, plug the card into one of
the available USB ports . Connect the Raspberry Pi to a power source and an Ethernet cable to your router.

To connect to your Raspberry Pi, you will need to know its IP address. Open a browser on a machine on the
same local network and navigate to your router's admin page. Y ou can usually do this by typing 192.168.1.1 into
your browser's address bar. Check your router's manual for detailsif this doesn't work.



The router admin page will show devices connected via WiFi separately from those connected via Ethernet. The
Raspberry Pi's |P address should be displayed nearby. If not, hovering over the IP address |abel will reveal the
address - write it down.
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One of the advantages of using awired connection to your router instead of a WiFi connection is that the local IP
address will not change. Y ou can turn off your Raspberry Pi, restart your router, and then go on vacation for a
week. When you come back, it will still have the same IP address .

Connect to Raspberry Pi via SSH

Now that you know your Raspberry Pi'slocal IP address, you can connect to it via Secure Shell (SSH) using
PUTTY on Windows and macOS or viaaterminal on Linux.

ssh user @ocal . pi.ip.address

On the first connection, you will get awarning that " The authenticity of the host can't be established" and asked
if you want to continue connecting. Type yes and press Return.

david@laptop:~$ ssh pi@l ]
The authenticity of host 'l 8 (1 )" can't be established.

RSA key fingerprint is SHA256:/QfONQ3wFsE: "m8iy9P5F5dDriRKXUReV +bs.

This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? |}

Y ou are now logged into your Raspberry Pi and have full control over the system.

Port forwarding to expose Raspberry Pi to the I nternet

If you want your Raspberry Pi to become aweb server, you need to make sure you can access it from the
Internet.

Open your router's admin page and look for a section titled Port Forwar ding, Port Mapping , or Port
Management , then create two new entries.



Thefirst isfor HTTP traffic (unsecured). Set both the local and public portsto 80 and the local 1P address to the
| P address of the Raspberry Pi.

The second isfor HTTPS (secure) traffic. Set both the local and public ports to 443, and keep the local 1P
address as the | P address of the Raspberry Pi.
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Server softwarerequired for Raspberry Pi

Y our Raspberry Pi needs to be able to handle any server-related software you care to deploy, and to do so, you
will first need to install some necessary software.

The software tools you'll need to install to ensure everything runs smoothly in the future include:

Apache: A web server and reverse proxy.

MariaDB: A MySQL database.

PHP: A web-oriented scripting language.

Docker: An open source container platform.

Docker-compile: A tool to simplify the management of Docker containers.

Certbot: Handles the retrieval and installation of SSL keys and certificates from Let's Encrypt.
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First, update and upgrade the packages:

sudo apt update sudo apt upgrade

Install Apache by typing the following:

sudo apt install apache2

Now, start and enable A pache with the following command:

sudo systentt!| start apache2 sudo systentt|l enabl e apache2

Go to the public IP address in your browser and you should see the default Apache settings page:



@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/www/html/index . html}
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview
Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full

documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

This means that requests to the router on port 80 are being successfully forwarded to the Raspberry Pi and
Apacheisrunning as intended.

Install PHP by typing the code below:

sudo apt install php

Next, install MariaDB using the command line bel ow:
sudo apt install mariadb-server

Now, enter the following:

sudo mysql _secure_installation

Press Return when prompted for the root password and select No when asked if you want to "switch to
unix_socket authentication™.

Again, select No when prompted to "change root password" and whether to "remove anonymous users'.
Also, select Yesto "disallow remote root login" and yesto "delete the test database and accessto it".

Now, reload the privilege tables when prompted and the security installation should complete with a success
message.

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] vy
.++ Success!

Cleaning up...

ALl done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

Y ou should be able to access MariaDB with the following command:



sudo mari adb

Now, install Docker by typing the following:

sudo apt install docker.io

Start and enable docker:

sudo systentt!l start docker sudo systenttl enabl e docker

Install softwar e-properties-common , update, then add the repository for Docker -compile

sudo apt install software-properties-comon sudo apt update sudo add-apt-reposit:
Now install Certbot:

sudo apt-get install python3-certbot-apache

Congratulations! You'veinstalled al the prerequisite software to alow your Raspberry Pi to securely display
almost any type of content, regardless of the deployment method. Plus, you can conveniently access it from the
Internet.

Y ou can host anything from a simple static website to a WordPress site, streaming media server, or online Office
suite. So take some time to think about what websites and services you want to run from your Raspberry Pi.

Y ou finished reading the article "How to set up Raspberry Pi asaweb server” edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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