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How to set up a secure guest account on a Windows
computer

Sometimes you have to lend your computer to someone, or share your Windows device with others. In that case,
creating and using a guest account is the optimal solution.

Guest account users will still have their own space without accessing or affecting the device owner's persona
content.

What is'Guest Account' in Windows 117

The Guest accounts feature on Windows has changed alot over the years. Windows 7 and Windows 8 allow you
to easily create dedicated 'Guest' accounts. These accounts have limited access to your computer. For example,
guest accounts cannot install software or change system settings.

Windows7 '__ ' ' Sally
Administrator —_— Standard user

,‘,- L, Guest
e Guest account

N

Starting with Windows 10, Microsoft has hidden the guest account feature. To be more precise, Microsoft still
reserves the name "Guest" for the guest account, but basically users will not be able to create the same type of
guest account as in Windows 7 and Windows 8.

In other words, a secure guest account on Windows is a separate user profile that allows othersto access the
basic functions of the computer. This profile restricts access to personal files, settings, and important areas of the
operating system. This makes it easy and convenient for you to hand over your computer to others while till
ensuring peace of mind that your privacy and security of the device are not compromised.

Guest accounts have the following limitations:

1. Resdtricted accessto system files and folders.
2. Cannot access other users files and folders on the computer.
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3. Unableto install and uninstall applications and programs.
4. Changes made will be discarded immediately upon logout.

How to set up a secure guest account on Windows

Y ou can create a secure guest account in two steps. First, you create a standard user account and name it Guest
User. Second, you need to add it to the Guest group, which automatically imposes restrictions on the account.

Create guest user account

It should be noted that before the restrictions are imposed, the Guest account will have all the privileges of the
Standard User account when we create the account. That means this account will be able to perform certain
actions, such asinstaling and uninstalling software, or adjusting system settings. However, this account will not
have access to the files, folders, applications, and settings of other accounts on the computer.

To create a guest account on Windows, press Win+i to open the Settings app . Then, go to Accounts > Other
Usersand click the" Add Account " button.
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Next, click the” | Don't Have This Person's Login Information " link in the pop-up window. Then, click the"
Add a User Without a Microsoft Account " link.
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Inthe" Who'sGoing to Use ThisPC " dialog box , enter Guest User, leave the password field blank and click
the" Next " button.
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Add guest account to guest group

Y ou will need to access the Computer Management console to add the guest account to the Guest group.
However, keep in mind that thistool is not available in Windows Home editions. Only Windows Pro, Education,
and Enterprise editions haveit.

After confirming you have access to Computer Management, press Win + R to open the Run dialog box. Type
the Windows Run command compmgmt.msc into the dialog box and pressthe " OK " button.

Run

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | compmgmt.msc ~

% This task will be created with administrative privileges. : :

Cancel

In the Computer Management console, go to Computer Management > System Tools > L ocal Usersand
Groups > Groups and double-click the" Guests™ group.
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In the Properties window of the Guests group, click the™ Add " button.
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In the Select User window , enter Guest User in the text box and click the" Check Names " button. After
verifying the existence of the account, click the™ OK " button.
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Finally, click " Apply " and then click " OK " to save the changes and add the guest account to the Guest group.

That'sit, you've successfully created a secure guest account. Now, anyone using this account will be strictly
restricted and will not be able to make any changes that could compromise your computer's privacy and security.

Y ou finished reading the article "How to set up a secure guest account on a Windows computer” edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
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for similar articles on tips and guides. Thank you for reading and for following us regularly.
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