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How to set up a private VPN with TurnKey
GNU/Linux

Virtual Private Networks (VPNSs) provide online anonymity, security, and privacy. There are usually two types
of VPN connections. The most common are VPN services offered by third-party companies and usually require
apaid subscription.

The second typeisaprivate VPN, which isinstalled and configured manually by an individual or workplace.

Setting up your private VPN can seem like a daunting task. However, there is an easy way to set up your own
VPN server using a preconfigured solution from Turnkey Linux. So how can you set up aprivate VPN at your
home or at work?

What is TurnKey GNU/Linux?

TurnKey GNU/Linux is afree, open source project that provides easily deployable and preconfigured software
and servers. These servers are called 'virtual appliances and are used across multiple platforms. The goal of
application developersis to provide users with ssmple, ready-to-use solutions for popular versions of servers and
software. These devices are based on Debian Linux and come with all the components.

Devices are designed for ease of use, built-in security, and optimized for performance. They can be deployed and
run with very few configuration requirements.

TurnKey GNU/Linux provides awide variety of virtual devices. Content managers like WordPress and Joomla,
web servers, e-commerce, and even domain controllers are available to use.

There are over 100 different virtual appliances, including an easily configurable private VPN server.

Set up aprivate VPN server with TurnKey GNU/L I nux

Setting up the VPN tool is pretty straightforward, but you'll need to take afew steps before you can deploy it and
go online.

Select settings

Thefirst step in setting up a private VPN server is deciding where you will install it. Virtual appliances require
few resourcesto run. Your VPN server can run on asmall hard drive and doesn't require alot of computing
power to operate.
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In fact, you can run aVPN app with just 256MB of RAM, although you should really have at |east 1GB to avoid
speed issues. Y ou can even breathe new life into your old PC or laptop and reuse it for your VPN device.

Another option isto use virtualization technology (such as a hypervisor like VirtualBox) or set up your own
virtual private server (VPS). VPS has the added ability to install aVVPN server in the country of your choice.
This could be an ideal solution for travelers who need to stay connected back home.

Limit

There are some limitationsif you plan to host aVPN server at home. If your home Internet connection is behind
a CGNAT, you won't be able to host the VPN server. Y ou may want to choose aVPS instead. If you are using a
VPS, make sure the service is deployable with a custom | SO before signing a contract. See the Static IP
explanation for more information on this.

Download and preparethe device

Once you have selected a platform to install the TurnKey VPN device, you need to download the | SO image.
There are two options available for your VPN device: OpenV PN and WireGuard. WireGuard is considered a
more modern VPN protocol that is much easier to configure and install than OpenV PN.

Y ou can download the SO image from TurnKey GNU/Linux.

To prepare for the installation, you need to mount the image to the USB. Y ou also need to set the boot priority
on your hardware or virtual machine to USB first.

How to install TurnKey GNU/Linux VPN tool

Installing the device is the same asinstalling other Linux operating systems. Y ou will need to boot from aUSB
or mount the SO to your virtual machine. Y ou can start the installation by selecting I nstall to hard disk .



Fackage conf iguration

] Debian Installer Live |
The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer, you can
do it manually. With guided partitioning you will still have a chance later to review and custonise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.

Partitioning method:

TAL™
10 partman-auto/text resize_use_free dogsn’t exist

<0k> «Cancel>
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Run the installer and choose default options unless there are specific requirements for your environment. Using
the Guided partition with the entire drive is the smplest way to make installation easy.

Once done, remove the USB or unmount the 1SO and reboot.

Configure GNU/Linux TurnKey Tool

Turnkey GNU/Linux - First boot configuration

Root Passuord
Please enter new passuord for the root account.

Password Requirements
- must be at least & characters long

— must contain chara least 3 of the
following categories: ouergase, nunbers,

symbols a
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After a successful reboot, there are several additional options to configure before you're up and running. You
will first be asked to set aroot password; Turn it into a strong password you won't forget.



Turnkey Linux - First boot configuration

Wireguard Profile

Choose a profile for this server.

= Server: clients will route traffic through the UPN.

Acccoept UPN comnections from clients:
client Initiate UPN conmections to a seruer

Make
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When asked to select Wireguard Profile, select the Server option.

Turnkey Linux — First boot configuration

Wireguard Uirtual Address

Enter IP address in CIDR of server reachable by clients

[m 255,024
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On the Wireguard Virtual Address screen, you will need to enter the Classless Inter-Domain Routing (CIDR)
subnet pool for use by your VPN clients. This address must not actually exist on your network. Using
10.125.5.0/24 is a safe choice; however, this address will be specific to your network setup.



Turnkey Linux — First boot configuration

Wireguard Public Address

Used in client configuration as wireguard endpoint

l123 .1.2.3
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Wireguard Public Addressis your public |P address and the one your device will use to connect to the VPN
server. Whether or not you enable the rest of the optionsis up to you - but the article recommends installing
updates during the installation process. These can take some time.

Turnkey GNU/Linux Configuration Console

WIREGURRD appliance seruices

Ueh: http:,/123.1.2.3
https:/-123.1.2.3

Web shell: https:/-123.1.2.3:12320

Hebmin: https:/7123.1.2.3:12321

SSH/SFTP rootf123.1.2.3 (port 22)

TKLBAM (Backup and Migration): NOT INITIALIZED

Make

Turnkey Backups and Cloud Deployment
https://hub. turnkeyl inux.arg
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When the configuration is complete, you will see a screen containing the information you need to access your
VPN. Y ou should write down these addresses as you will need them at the next stage.

At this point, the installation is complete. The article recommends restarting the server again.



Createthefirst VPN client connection

Before making your first VPN client connection, it isimportant that you familiarize yourself with the device's
features. TurnKey makes things especially easy with its built-in web interface.

Create VPN client Wireguard

Turnkey GNU-Linux Configuration Console

Advanced Nenu

TurnKey GNU/Linux WIREGUARD Aduanced Henu

Netuork ing Configure appliance netuorking

Lets encrypt Let’s Encrypt free SSL certificates
Mail relaying Enable mail relaying to a remote seru
Proxy sctiings  Configure Proxy Settings
Region-contig Reg i ettings

Systcm settings vari i
Add profile

Remous € Lisnt

Rebi
Shutdown the appliance
Quit the configuration console

<Select>| < Back >
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The web interface can be accessed by browsing to the server's public | P address. In your favorite browser, type
‘https://" . You will most likely get awarning about a self-signed certificate; you can ignore it and continue.

Y ou will be presented with two options:

1. Web Shell : Thisisaweb-based SSH client to connect to your device.
2. Webmin : Thisis abrowser-based tool for managing your device.

The user credentials to log into both web shell and webmin are: 'root' and the password you set during the
installation.

Add your first VPN client



ebian GHU-Linux 11 wireguard ttyl

ireguard login: root
assword:
elcome to Wireguard, TurnKey GNU-Linux 17.1 (Debian 11-Bullseye)

System information for Mon Mar 20 21:03:53 2023 (UTC+0000)
System load: 0.03 Memory usage: 6.2%
Processes: go Suwap usage: 0.0
Usage of ~: 3.3+ of 28.38GB IP address for ethd: 80.97.42.195
IP address for wgd: 10.125.5.0
TKLBAM (Backup and Migration): MNOT INITIALIZED
To initialize TKLBAM, run the "t t" command to link this
system to your TurnKey Hub account. For details see the man page or
go to:

hitps v wuw. turnkeylinux.org-tklban

For Advanced commandline config run: confoconsole
For more info see: https://uww.turnkeyl inux.orgsdocs/confconsole

inux wireguard 5.10.0-Z21-amd64 #1 SMP Debian 5.10.162-1 (2023-01-21) xB86_64
ast login: Mon Mar 20 21:02:59 UTC 2023 on ttyl
an -
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Adding aVPN client is also an easy process. Y ou will need to log into the web shell with your root account and
enter the command:

conf consol e

Turnkey GNU/Linux Configuration Console

Advanced Menu

Turnkey GNU-Linux WIREGUARD Aduanced Menu

Netuork ing Configure appliance networking
Lets encrypt Let’s Encrypt free SSL certificates
Mail relaying  Enable mail relaying to a remote seru
Proxy scttings  Configure Proxy Settings

Reg ion conl ig Region & time settings

Susten settings Varioussglol ettings

Add profilc

Remoue € Licnt

Reboot

Shutdown Shutdown the appliance

Quit Quit the configuration console

<3elect>] < Back »
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Now, select Add client from the list and enter the name you want to give the client. The name can be anything,
but it's best to avoid spaces and symbols. Next, you will need to specify the IP addresses that are allowed to
access the VPN server. To allow any address, just type:

0.0.0.0/0



The VPN server will now generate a URL where you can download the configuration for the VPN. This URL

will also give you access to a QR code for easy installation of mobile apps.

(_) WireGuard

Tunnels Leg

@ Windows11-Laptop

= Add Tunnel v| x‘

Interface: Windows11-Laptop
Status: @ Active

Publickey: AR FH R e B A

Listen port: 54373
Addresses:  10,123.5.1/32

l Deactivate |

Peer

Public keye | e rg acia AW R

Allowed IPs: 0.0.0.0/0
Endpoint:  12312.3:51820
Latest handshake: 16 seconds ago

Transfer: 8,18 KiB received, 12.75 KiB sent

Edit
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Y ou can download profiles and import using the Wireguard app from Wireguard.com, available on multiple

platforms.

Y ou finished reading the article "How to set up a private VPN with TurnKey GNU/Linux" edited by the

TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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