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How to secure SSH server

Secure SSH connection helps you protect Linux system and data. System administrators and home users also
need to keep computers accessible from the public Internet. Here are 10 easy ways to help protect your SSH
Sserver.

Secure SSH connection helps you protect Linux system and data. System administrators and home users also
need to secure computers accessible from the public Internet (internet-facing computer). Here are 10 easy ways
to help protect your SSH server.

1. How to activate and use the SSH command on Windows 10
2. How to manage remote Linux server with SSH
3. Install the SSH server in Windows Server 2008

A few things about SSH security

SSH stands for Secure Shell. SSH protocol or software tools allow system administrators and users to make
secure connections with remote computers using that protocol.

The SSH protocol is an encrypted protocol, designed to provide secure connections over insecure networks such
asthe Internet. SSH in Linux is built on the mobile version of the OpenSSH project. It isimplemented in aclient
model - a classic server with an SSH server that accepts connections from an SSH client. The client is used to
connect to the server and display the session to the remote user. The server accepted the connection and made
the session.

In its default configuration, the SSH server will listen for an incoming connection on the Transmission Control
Protocol (TCP), port 22. Since this is a standardized and common port, it is the agent's target. threats and
malicious bots.

Malicious agents that launch bots scan IP address ranges to look for open ports. It then probes these ports for
possible exploits. Thinking, I'm safe, there are many big goals and it is better for me to let bad guys target them.
These bots do not choose targets based on any criteria, they are only looking for a way to gain entry into the
system.

You will beavictimif you do not secure your system.

Security friction

Security friction is a situation at any level that a user will encounter when taking security measures. New
computer system users may be concerned about whether or not they really need to enter a password every time
they log into a mainframe. This to them is a security friction.
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Introducing security measures often involves some form of ‘conflict’ for some people. Business owners must pay
for these measures. Computer users may need to change their habits or remember other credentials, adding steps
to connect successfully. The system administrator will have additional work to implement and maintain the new
security measures.

Tightening and locking Linux or Unix-like operating systems can be quick. The security measures here are a set
of easy steps that will improve computer security without third-party applications and 'digging' into the firewall.

Using SSH protocol version 2

In 2006, the SSH protocol was updated from version 1 to version 2. This is a significant upgrade. There are
many changes and improvements, especially in terms of encryption and security, version 2 is not backward
compatible with version 1. To prevent connection from client version 1, you can specify the computer only
accept connection from version 2.

To do this, edit the/ etc / ssh/ sshd_config file using the following command:

sudo gedit /etc/ssh/sshd _config

dave@howtogeek:~$ sudo gedit [etc/ssh/sshd_config I

Add the following line:

Pr ot ocol 2

E™S

$0penBSD: sshd config,v 1.101 2017/03/14 07:19:07 djm Exp $

This is the sshd server system-wide configuration file. See
sshd config(5) for more information.

R

E™

This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin

# The strategy used for options in the default sshd config shipped with
# OpenSSH is to specify options with their default value where

# possible, but leave them commented. Uncommented options override the
# default value.

Protocol 2|

#Port 22
#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress ::

And save thefile, then restart the SSH daemon (daemon) process using the following command:

sudo systentt!l restart sshd

dave@howtogeek:~S sudo systemctl restart sshd I




Test the performance of the new setup by switching to another machine and trying SSH into the test machine.
We will use the -1 option (protocol 1) to force the ssh command to use protocol version 1.

ssh -1 dave@owt ogeek. | ocal

[dave@Nostromo ~]% ssh -1 dave@howtogeek.local
SSH protocol v.1 is no longer supported
[dave@Nostromo ~15 ||

Connection request denied. Make sure you can still connect to protocol 2. We will use -2 (protocol 2) to check.

ssh -2 dave@ow ogeek. | ocal

[dave@Nostromo ~]% ssh -2 dave@howtogeek.local
dave@howtogeek.local's password: [

The fact that the SSH server is asking for a password is a positive sign that the connection has been made and
you are interacting with the server. Modern SSH clients will default to protocol 2, we don't need to specify
protocol 2 aslong asthe client is up to date.

ssh dave@ow ogeek. | ocal

[dave@Nostromo ~]1% ssh dave@howtogeek.local
dave@howtogeek.local's password: I

The connection has been accepted.

Avoid port 22

Port 22 is the standard port for SSH connections. If you use a different port, it adds a bit of security through
obscurity (Security Through Obscurity (STO)) to your system. Confidentiality is never considered areal security
measure. In fact, some of the smarter attack bots probe al open ports and decide which services they are doing,
instead of relying on asimple search list of ports and assume they provide the service. usually, common, normal.
But using non-standard ports can help reduce bad traffic on port 22.

To configure a non-standard port, edit the SSH configuration file as above.



# $0penBSD: sshd config,v 1.101 2017/03/14 07:19:07 djm Exp $

This is the sshd server system-wide configuration file. See
sshd config(5) for more information.

*

E

This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin

# The strategy used for opticons in the default sshd config shipped with
# OpenSSH is to specify options with their default value where

# possible, but leave them commented. Uncommented options override the
# default value.

Protocol 2

Port 4?9'

#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress ::

Delete # at the beginning of the line of Port and replace 22 with the number you choose. Save the configuration
file and restart the SSH daemon.

On another computer we will use the ssh command to connect to the server. The default ssh command uses port
22:

ssh dave@ow ogeek. | ocal

[dave@Nostromo ~]% ssh dave@howtogeek.local
ssh: connect to host howtogeek.local port 22: Connection refused
[dave@Nostromo ~13$ JJ

Connection refused. Try again and specify port 470 using the —p (port) option:

ssh -p 479 dave@ow ogeek. | ocal

[dave@Nostromo ~]% ssh -p 479 dave@howtogeek. local
dave@howtogeek.local's password: [

The connection is confirmed.

Connect filtersusing TCP Wrappers

TCP Wrappers is an easy-to-understand access control list. It allows you to deny and allow connections based on
the characteristics of the connection request such as IP address or host name. TCP Wrappers should be used
with, not replace, properly configured firewall.

TCP Wrappers are already installed on Ubuntu 18.04 LTS. It must be installed on Manjaro 18.10 and Fedora 30.

To install on Fedora, use the following command:

sudo yuminstall tcp_w appers



Toinstall on Manjaro, use this command:

sudo pacnan -Syu tcp-w appers

~|% sudo pacman -Syu tcp-wrappers [

There are two associated files, one for whitelisting and one for refusing. Edit the deny list using the following
command:

sudo gedit /etc/hosts. deny

dave@howtogeek:~$ sudo gedit [etc/hosts.deny I

The above command will open the gedit editor with the file that refusesto load init.

/etc/hosts.deny: list of hosts that are not allowed to access the s
See the manual pages hosts access(5) and hosts optio

Example: ALL: some.host.name, .some.domain
ALL EXCEPT in.fingerd: other.host.name, .other.domain

If you're going to protect the portmapper use the name "rpcbind" for
daemon name. See rpcbind(8) and rpc.mountd(8) for further information

The PARANOID wildcard matches any host whose name does not match its
address.

You may wish to enable this to ensure any programs that don't
validate looked up hostnames still leave understandable logs. In past
versions of Debian this has been the default.

ALL: PARANOID

LL : ALL

S[% % % % % % 9 % 9% % % % 9% % % 9

Y ou need to add theline:
ALL : ALL

And save the file. This line will block all unauthorized access. Now we need to authorize the connections you
want to accept. To do that, edit the file to allow:

sudo gedit /etc/hosts. allow

dave@howtogeek:~S sudo gedit fetc/hosts.allow I

The above command will open the gedit editor with the file that allows downloading in it.



# /etc/hosts.allow: list of hosts that are allowed to access the system
# See the manual pages hosts access(5) and hosts opti
#

# Example: ALL: LOCAL @some netgroup

= ALL: .foobar.edu EXCEPT terminalserver.foobar.edu

#

# If you're going to protect the portmapper use the name "rpcbind™ for
# daemon name. See rpcbind(8) and rpc.mountd(8) for further information
#

sshd : 192.168.4.23

We have added the SSH daemon name, SSHD and the IP address of the computer that allows the connection to
be made. Save the file and see if the restrictions and permissions are valid.

First, you will try to connect from a computer that is not in the hosts.allow file:

Connection refused. We will try to connect from a machine with 1P address 192.168.4.23:

[dave@Nostromo ~]% ssh -p 479 dave@howtogeek.local
dave@howtogeek.local's password: [J

Connection accepted.

The example here only alows one machine to be able to connect. TCP wrappers are quite flexible, it supports
host names, wildcards and subnet masks to accept connections from | P address ranges.

Deny connection request without password

Though not good, Linux system administrators can create user accounts without passwords. That means no
passwords are required for remote connections from this account. These connections will be accepted but not
authenticated.

The default setting for SSH accepts connection requests without a password. We can change it easily and make
sure al those connections are authenticated.

Y ou need to edit the SSH configuration file.



# To disable tunneled clear text passwords, change to no here!
#PasswordAuthentication yes
PermitEmptyPasswords nol

# Change to yes to enable challenge-response passwords (beware issues w
# some PAM modules and threads)
ChallengeResponseAuthentication no

# Kerberos options
#KerberosAuthentication no
#KerberosOrLocalPasswd yes
#KerberosTicketCleanup yes
#KerberosGetAFSToken no

Scroll down in the file until you see the line with #Per mitEmptyPasswor ds no . Delete # at the beginning of the
line and save the file. Restart the SSH daemon.

Use SSH key instead of password

The SSH key provides a secure way to log in to the SSH server. Passwords can be cracked, guessed or used
Brute-forced attack method. SSH keys are not easily attacked by these types of attacks.

When creating the SSH key, you create a key pair. One is the public key and the other is the private key. The
public key isinstalled on the servers you want to connect. The private key is kept safe on your computer.

SSH key allows to create a connection without a password, more secure than a connection using password
authentication.

When making a connection request, the remote computer uses a copy of the public key to create an encrypted
message that is sent back to the computer. Because it is encrypted with a public key, the computer can decrypt it
with a private key.

The computer then extracts some information from the message, encryptsit and sends it back to the server. If the
server can decode it with a shared key copy. If the information in the message matches what the server sent you,
the connection will be confirmed.

Here, the connection is made to the server at 192.168.4.11 by the user with the SSH key. Note they are not
prompted to enter the password.

ssh dave@l92. 168. 4. 11



[dave@Nostromo ~]% ssh dave@l92.168.4.11
Welcome to Ubuntu 18.04.3 LTS (GNU/Linux 5.0.0-29-generic xB86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

*

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch

10 packages can be updated.
0 updates are security updates.

Your Hardware Enablement Stack (HWE) is supported until April 2023.
Last login: Tue Oct 1 17:26:42 2019 from 192.168.4.16
dave@howtogeek:~$ ||

Disable passwor d authentication completely

You can turn off password authentication completely if you use the SSH key. We need to edit the SSH
configuration file.

#IgnoreUserKnownHosts no
# Don't read the user's ~/.rhosts and ~/.shosts files
#IgnoreRhosts yes

# To disable tunneled clear text passwords, change to no here!
PasswordAuthentication nol
PermitEmptyPasswords no

# Change to yes to enable challenge-response passwords (beware issues w
# some PAM modules and threads)
ChallengeResponseAuthentication no

Scroll down the file until you see the line starting with #PasswordAuthentication yes . Delete # at the
beginning of the line, change yes to no and save the file. Restart the SSH daemon.

Disable X11 forwarding

X11 Forwarding allows a remote user to run graphical applications from your server over an SSH session but is
vulnerable to malicious use. It is better to disable it by editing the SSH configuration file.

#AllowAgentForwarding yes
#AllowTcpForwarding yes
#GatewayPorts no
X11Forwarding no |
#X11D1splayOTfset 10
#X1lUselLocalhost yes
#PermitTTY yes

PrintMotd no
#PrintLastLog yes
#TCPKeepAlive yes
#UselLogin no
#PermitUserEnvironment no




Scroll down the file until you see the line # X11Forwarding no , delete # at the beginning of the line and save
thefile. Restart the SSH daemon.

Set idle timeout value

If you set up an SSH connection with your computer and haven't been working on it for a while, this could pose
a security risk.

Y ou should therefore set a timeout limit. The SSH connection will be disconnected if there is no activity within
the time limit. Once again, we need to edit the SSH configuration file.

#PermitTTY yes

PrintMotd no
#PrintLastLog yes
#TCPKeepAlive yes
#UselLogin no
#PermitUserEnvironment no
#Compression delavyed
ClientAliveInterval 300|
#ClientAliveCountMax 3
#UseDNS no

#PidFile /var/run/sshd.pid
#MaxStartups 10:30:100
#PermitTunnel no
#ChrootDirectory none
#VersionAddendum none

Scroll down the file until you see the line starting with #ClientAlivel nterval 0 . Remove the # at the beginning
of the line, change the number O to the desired value. Usually people set to 300 seconds, which is 5 minutes.
Save the file and restart the SSH daemon.

Set a limit on the number of times a password will be entered

Defining a limit on the number of assertions can help prevent password guessing and brute-force attacks. After
the specified number of authentication requests, the user will be disconnected from the SSH server. By defaullt,
there is no limit to the number of password attempts you can make, but you can edit that in the SSH
configuration file.

#LoginGraceTime 2m
#PermitRootLogin prohibit-password
#StrictModes yes

MaxAuthTries 3

#MaxSessions 10

#PubkeyAuthentication yes

# Expect .ssh/authorized keys2 to be disregarded by default in future.
#AuthorizedKeysFile .ssh/authorized keys .ssh/authorized keys2

#AuthorizedPrincipalsFile none

Scroll down the file until you see the line starting with #M axAuthTries O . Removing the # at the beginning of
the line changes the number to the desired value. You can set it to 3. Save the file when making changes and
restart the SSH daemon.



Y ou can check this by trying to connect and entering the wrong password.

[dave@Nostromo ~]% ssh dave@l192.168.4.11

dave@192.168.4.11's password:

Received disconnect from 192.168.4.11 port 22:2: Too many authenticati
on failures

Disconnected from 192.168.4.11 port 22

[dave@Nostromo ~]% I

Note, the number of MaxAuthTries is more than the number of attempts the user is allowed. After two
unsuccessful attempts, you are disconnected, which means that MaxAuthTriesis set to 3.

Disable login as root

You are advised not to log in as root, only to use as a normal user on Linux and use sudo to perform the action
that requires root access. Nor should you allow root access to the SSH server. Only normal users are allowed to
connect. If an administrative level task is needed, they can aso use sudo. If you must allow root usersto log in,
you can force them to use the SSH key.

Edit the configuration file to disable root login.

# Authentication:

#lLoginGraceTime 2m
PermitRootLogin prohibit-password
#5TrictModes yes

MaxAuthTries 3

#MaxSessions 10

#PubkeyAuthentication yes

# Expect .ssh/authorized keys2 to be disregarded by default in future.
#AuthorizedKeysFile .ssh/authorized keys .ssh/authorized keys2

Scroll down the file until you see the line starting with #Per mitRootL ogin prohibit-password , delete # at the
beginning of the line.

1. If you want to prevent root from logging in, replace prohibit-password with no.
2. If you allow theroot to log in but force the SSH key to be left in the prohibit-password.

Save changes and restart the SSH daemon.

Last step

Of course, if you do not need SSH to run on your computer, turn it off with the following command:
sudo systenttl stop sshd sudo systenttl disable sshd
I wish you successful implementation!

Y ou finished reading the article "How to secure SSH server" edited by the TipsM ake team. We hope this
article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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