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How torestrict accessto Settings and Control Panel
Windows 10

To increase the security of your computer, limit the ability to change unauthorized settings, we can block access
to Settings and Control Panel on Windows 10.

To change the system and interface customizations on the computer, we will access Settings and Control Panel.
The problem here is that, in case you lend your computer to another person or a system administrator, it is
necessary to prevent making system changes or unauthorized interfaces. .

To do that, we can completely block access to Settings and Control Panel, and can only open with Administrator
rights. The following article will show you how to do it in detail.

Method 1: Restrict accessto Settings using Group Policy
Step 1.

Press Windows + R key combination to open the Run window, then you enter the keyword gpedit.msc click
OK to access.

I Run -

1 Typethename of a program, folder, document, or Internet
—_— resource, and Windows will cpen it for you.

Open: gpedit.msd] e

W Cancel Browse...

Step 2

In the Local Group Policy Editor interface, we access the User Configuration path > Administrative
Templates> Control Panel .
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Then click on the Prohibit access option to Control Panel and PC setting s (Block access to Control Panel and

PC Settings).

Step 3:
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The Prohibit dialog interface access to Control Panel and PC settings appears. Select here on Enabled . Then
click Apply> OK to save.
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Disables all Contrel Panel programs and the PC settings app.

This setting prevents Control.exe and SystemSettings.exe, the
program files for Control Panel and PC settings, from starting. As
a result, users cannot start Control Panel or PC settings, or run
any of their iterns.
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So we have enabled the feature to block access to Settings or Control Panel on Windows 10. When users return
to the main interface and click on Settings, you will get the message as shown below.

It can be temporarily understood that this action is canceled by the right to restrict the impact on the computer.
Please contact the system administrator to resolve the issue.

Restrictions e —— . @
— s c— e

| | This operation has been cancelled due to restrictions in effect on this computer, Please
"M contact your system administrator,

.
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In case you want to cancel the setting above we just need to switch from Enabled to Disabled .

Method 2: Block accessto Settingsviathe Registry
Thisis applicable to Windows 10 Home versions, Single to Pro.
Step 1.

Open the Run dialog box with the Windows + R key combination, then enter the regedit keyword, click OK to
access.
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4 Run

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.
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Step 2:
In the Registry Editor interface, we access the directory path below.
HKEY_CURRENT_USERSoftwareMicrosoftWindowsCur rentV er sionPoliciesExplor er

Here, right-click on the Explorer folder and select New> DWORD (32-bit) Value.
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Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion'\Policies\Explorer

Step 3:

Next, the user renames NoControlPanel and press Enter to save. Finally, double-click NoControlPanel and
change thevaluefrom 0to 1 at Vaue data as shown below.

When you exit the Registry Editor interface and access the Settings, you will also receive a message like the one
above.

To cancel the blocking , the user follows the above actions but will return to the origina value 0.
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A small trick that helps you prevent actions to change system settings, applications in Settings and Control
Panel. The way to cancel blocking is also very ssimple, as long as we move the current setting back to the old
setting, follow the above article to finish.

| wish you all success!

Y ou finished reading the article "How to restrict accessto Settings and Control Panel Windows 10" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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