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How to Removethe Password from a Zip File
Without Knowing the Password

ThiswikiHow teaches you how to gain access to a ZIP folder which has an unknown password. The only way to

do thisis by downloading a program which can crack the password for you, though the process of cracking the
password can take days...

Part 1 of 3;

Preparing to Remove a Passwor d

My Norton

Installer

Understand therisk. You'll need to download a program that can guess the password on the ZIP folder.
Before you do this, be aware that this can infect your computer with avirus. Review safe browsing
practices and install antivirus software before you continue.
1. Most freetrial versionswill only crack short passwords. If aprogram not listed here offers unlimited
cracking for free, refrain from downloading it as it may be malware.
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Expect this processto take a large amount of time. Most password-cracking programs will take severa
hours to guess the simplest of passwords; redlistically, you can expect this process to take several daysto
complete.
1. Thereisno way to routinely guess the password within afew minutes. Any service claiming to do
so is most likely malware.[1]

explorer.exe Windows... 00 18,228 K Windaws Ex:
firefox.exe Windows... 00 11,116 K Firefox
firefoc.exe Windows... 00 B,696 K Firefox
firefo.exe Windows... 00 86,252 K Firefox
firefone.exe Windows... 00 15,588 K Firefox
firefox.exe Windows... 00 97,576 K. Flrefox
GrooveMonitor.exe Windows,.. 00 BO2 K GrogveMon...
NEDeluxeDovnloader. exe Windows... 00 6,160 K Norton Do...
taskhost.exe Windows... 00 B12 K Host Proce. ..
faskmr.exe Vindows... 00 1,632K WindowsT...
vmtoolsdexe Wfindows.. 00 5,340 K VMware To... |
winlogon.exe 00 532K

3.
| ¢ Show processes from all users |

Processes: 42 CPU Usage: 1% Physical Memory: 80%

Close background programs. You'll need as much of your computer's processor speed as possible, so
close any processing-heavy programs such as Photoshop, video games, audio and video players, and so on.
1. Even with your computer's maximum amount of processing speed allocated to cracking the ZIP
folder's password, the process can still take days.



Placeyour ZIP folder on the desktop. The desktop is the most-easily accessed |ocation on your
computer, so drag the ZIP folder onto the desktop before attempting to crack its password.
1. You can also copy-and-paste the ZIP folder by selecting the folder, pressing Ctrl'+ C| (Windows) or
? Command + C' (Mac), going to the desktop, and pressing Ctrl |+ V' or 2Command + V .
2. If the ZIP folder is on amobile item such as a smartphone or atablet, transfer the folder onto a
computer before proceeding.

Part 2 of 3:

Using John the Ripper
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Under stand how this method works. John the Ripper is afree, command line-based program that can be
used to crack passwords. Unfortunately, whileit isfree, it can be tricky to install and use.
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Download John the Ripper. Go to http://www.openwall.com/john/ in your computer's web browser, then
click the John the Ripper 1.8.0-jumbo-1 (Windows binaries, ZI P, 34 M B) link in the "community
enhanced version" section near the bottom of the page.

Extract John the Ripper. Double-click the downloaded ZIP folder, click the Extract tab, click Extract
all, click Extract, and wait for the window to open.




Install John the Ripper. John the Ripper can't be installed like normal programs, but you can install it to
your desktop by moving its folder there and then renaming it to "john":

1. Inthe extracted window which opens, click the "john180j1w" folder.
2. Press Ctrl + C
3. Open your desktop, then press Ctrl '+ V1.
4. Right-click the folder, then click Rename
5. Typein j ohn and press?Enter .
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Placeyour ZIP folder in the John the Ripper "run" folder. Copy the folder by clicking it and pressing
Ctrl + C/, then open the "john" folder, open the "run” folder, click a blank space, and press Ctrl'+ V.
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Open Command Prompt. Thisisyour computer's command line program:
1. Click Start



2. Typein command prompt
3. Click

Command Prompt at the top of the Start window.



[Uersien 6.1.7681]

SUsersi\llindowsT-x86xcd desktop/john/run,

Changethedirectory to John the Ripper's”run” folder. Typein cd desktop/john/run
and press ? Enter .

reion 8.1, 1]
t Corporatien.

:.zip » Documents.

Enter the" run" command. Typein zi p2j ohn. exe name. zi p > name. hash
(making sure to replace "name" with the name of your ZIP folder) and press ? Enter .
1. For aZIP folder named "hello”, for example, you'dtype zi p2j ohn. exe hell o. zip
> hell o. hash here

is not encrypted
EL




Definethe ZIP folder'shash. Typein name. hash (where"name" isthe name of your hash file)
and press ? Enter . At this point, you're ready to begin cracking the password.

= . - :-u—:-:-—1

26\ Desk toph john\runyj .exe ==pot=Docunents.pot =-wordlist=.[@
s hash, 3

Begin cracking the password. Typein j ohn. exe --pot=name. pot - -
wor dl i st=john/run/password.| st name. hash andpress?Enter . Johnthe Ripper
will begin comparing your ZIP folder's password to its database of passwords.[2]

1. You'll need to replace "name" in both "name.pot” and "name.hash™ with your ZIP folder's name.

2. The"password.lst" file contains alist of passwords and their permutations.
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Prompt the cracked password to display. Once the password has been determined, you'll see " Session
complete" appear at the bottom of Command Prompt. At thispoint, you cantypein type

name. pot (again, substitute your folder's name for "name") and press ? Enter ' to view the password
for the ZIP folder.

Part 3 of 3:

Using Paid Software
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Under stand how thisworks. Most professional password-cracking software will allow you to crack a
file's password if it's under a certain number of characters. In order to crack most files, though, you'll need
to purchase the program.

1. The positive side of using these programsis that they are usually user-friendly.
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Know what to look for. Your selected password cracker should come with afree trial, and it should be
able to use brute-force password techniques.

Welcome to the Passware Kit
| | Demo Setup Wizard

The Senep Wirard vl instal Passware e Dema on your
|| computer. Cick Nextio portirus o Concel to et the Setus
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Download and install a professional password cracker. The following options are recommended,
though you will ultimately need to buy the software:[3]
1. Advanced Archive Password Recovery — https://www.elcomsoft.com/archpr.html
2. Zip Password Recovery Professional — http://download.cnet.com/ZI P-Password-Recovery-
Professional/3000-18501_4-75031119.html
3. ZipKey — https://www.passware.com/kit-standard/freedemo/

B Passware Kit Demo 2019 v3 (64-bit
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Open your password cracker. Once you've installed your password cracker, open it by clicking or
double-clicking its program icon.
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Select your passwor d-protected ZIP folder. You'll usually do this by clicking Browse, Open, or Add in
the program, selecting the ZIP folder that you want to crack, and clicking Open or Choose.
1. Some password crackers may alow you to click and drag the ZIP folder into the program's window.
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Choose a passwor d-guessing option. In most cases, you'll want to select the Brute for ce option, but you
may be able to select Dictionary (or similar) to check alist of words similar to one that you input.
1. The Dictionary method is best used for instances in which you either know part of the password or
know the phrase that you used (but not the capitalization or characters).
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Start cracking the ZI P password. Click the Start or Run button in your application, then wait for the
password to finish cracking. As mentioned previously, this process may take days to complete.
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Review the cracked ZIP password. Once the password has been cracked, you should see a notification in
the program. Y ou can then use the cracked password to open the ZIP folder.

Y ou finished reading the article "How to Remove the Password from a Zip File Without Knowing the
Password" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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