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How to remove malicious programs GS.Enabler,
SK.Enabler, SK.Enhancer, WS.Enabler?

Programs like GS.Enabler (GS.Enabler.exe), SK.Enabler (SK.Enabler.exe), SK.Enhancer (SK.Enhancer.exe)
and WS.Enabler (WS.Enabler.exe) of the manufacturer PremiumSoft is considered as unwanted programs
(potentially unwanted programs - PUPs). These programs 'hide' on the user's computer and make some changes
to the settings, jeopardizing the system.

Programs like GS.Enabler (GS.Enabler.exe), SK.Enabler (SK.Enabler.exe), SK.Enhancer (SK.Enhancer.exe)
and WS.Enabler (WS.Enabler.exe) of the manufacturer PremiumSoft is considered as unwanted programs
(potentially unwanted programs - PUPS). These programs "hide" on the user's computer and make some changes
to the settings, jeopardizing the system.

These unwanted programs - Potentially Unwanted Programs (PUP) can download malware on the system that
has been attacked, disable antivirus programs and redirect the browser to the ad pages to make money. Usually
PUPs are often included in programs, free software that users download and install from unknown sources.

So how to remove malicious programs GS.Enabler, SK.Enabler, SK.Enhancer, WS.Enabler on your
computer, please refer to the following article of Network Administrator.
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GS.Enabler

Use the Following information to get technical suppart For
a5.Enabler

Publisher: ' ' Prémiumsaft  ~ =

Version: 2.2.0.1647

..................

Step 1. Start the computer in 'Safe Mode with Networking' mode

To start your computer in Safe Mode with Netowrking, follow the steps below:
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- On Windows 7, Vista and Windows XP:
1. Close all programs and then restart your computer.
2. Press the F8 key while the computer restarts, before the Apple logo appears.

3. At thistime, the menu " Windows Advanced Options Menu " appears, use the arrow keys to select Safe M ode
with Networking and press Enter .

Advanced Boot Options

safe Mode

Safe Mode w

Description: Start wWindows with core drivers, plus networking support.

ENTER=Choose ESC=Cance]l

- On Windows 8 and 8.1:
1. Pressthe Windows + R key combination to open the Run command window.

2. On the Run command window, type ' msconfig ' and press Enter .

=/ Run
i Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Qpen: miscenfig W

1

OK Cancel Browse...
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3. Now on the screen appears the window S ystem Configuration , here you click the Boot tab , then select
Safe Boot and Network .

| General| Boot | services | Startup | Toos |

Windows 8 (C:\Windows) : Current OS; Default OS I

Advanced options... Set as dyfpiy . Wintipeseeq
Boot options Timeout:
Safebnot [0 6UI boot |30 seconds
) Minimal [JBootlog
() Alternate shel [ Base video
2 () Active Directory repair [ 08 boot information [ Make al bttwt settings
=@ Network

P o || i [ wn || re
4. Click OK and then restart your computer.

Note:

To restart Windows to normal mode (Norma Mode), you perform the same steps and then remove Safe Boot

item is finished.

Step 2: Remove malicious programs and unwanted programs from
Control Pand

1. Todothis:
- On Windows 8, 7 and Windows Vista: Goto Start => Control Panel .

- On Windows XP: Goto Start => Settings=> Control Panel .
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- On Windows 8 and 8.1:
Press the Windows + R key combination to open the Run command window.

Next enter Control Panel there and press Enter.

Type the name of a program, folder, decument, or Internet
reseurce, and Windows will open it for you.

' .r:mimt panel




2. On the Control Panel command window:
- On Windows XP: double-click Add or Remove Programs.

- On Windows Vista, 7 and Windows 8: double-click Programs and Features or Uninstall a Program .

@ » Control Panel » All Control Panel iems » v |4y
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File Edit WView Tools Help

Adjust your computer’s settings
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3. On the window of the programs displayed:
- Arrange the programs displayed by the installation date (click Installed On).
- On thelist of programs, find and remove malicious programs, which include:

GSEnabler, GS.Enabler, GS-Enabler, GS_Enabler (by 'PremiumSoft’)
SKEnabler, SK.Enabler, SK-Enabler, SK_Enabler (by 'PremiumSoft’)
SKEnhancer, SK.Enhancer, SK-Enhancer, SK_Enhancer (by 'PremiumSoft’)
WSEnabler, WS.Enabler, WS-Enabler, WS_Enabler (by 'PremiumSoft')
Adobe Updater

DDoWnloAD kkeaepEr

dowunL oaditokeeeep

DoWnloaad keepera

EZDownloader

10. GS.Supporter 1.80

11. OptimizerPro

12. Optimizer Prov3.2

13. SearchNewTab

14. ss Helper

15. ssu Supporter

16. surf and keEap

17. Y outubeAdblocker

CoNo~®WNE

- Also find and remove recently unknown programs installed on your system.



Step 3: Delete folders and maliciousfiles

Note:

Y ou will have to activate hidden files and folders on the system.

Refer to the steps to enable hidden files and folders on Windows 10, 8 and 7 here.
1. Navigate to the following links and proceed with deleting the items:
C: Program FilesGS-Enabler

C: Program FilesEZDownloader

C: Program FilesOptimizer Pro

C: Program FilesSK-Enabler

C: Program FilesSK-Enhancer

C: Program FilesSurFNakeeap

C: Program FilesY outubeAdblocker

- On Windows XP:

C: Documents and SettingsAll UsersApplication DataQuickset

C: Documents and SettingsAll UsersApplication DataSoftWarehouse
C: Documents and SettingsAll UsersApplication DataStarAppGS-Enabler
- On Windows8, 7, Vista:

C: UsersAll UsersQuickset

: UsersAll UsersSoftWarehouse

: UsersAll UsersStarAppGS-Enabler

: ProgramDataBetter Soft

: ProgramDatal nstal|M ate

: ProgramDataSK -Enabler

: ProgramDataSoftWarehouse

O O o o o o o

: ProgramDataStarA ppGS-Enabler



Step 4: Remove settings and folders of adware (Adware) with
AdwCleaner

AdwCleaner is afree tool, which you can use to easily remove unwanted adware, programs (PUPs - Potentially
Unwanted Programs), Toolbars, attackers. browse (Hijackers), .

1. Download AdwCleaner to your device and install it.
Download AdwCleaner to your device and install it here.
2. Close all the programs you are open, then double-click AdwCleaner to open the program on your computer.

3. Accept the terms and then click the Scan button.

ok - AdwCleaner - v3.003 - Xplode - Général Changelog Team - [t
File Tools Help
Auvaiting action.
Actions WWW.WIintips.org Other
Qs | D [ vomst | 2222 Oonme
Resuts \
B0 Services | | Foiders | | Fies | T Shotcuts | 8 Regaty | =] Products | # intemet Bxploeer [ §* |
Complete name Service name

4. After the scan finishes, click Clean to remove all malicious programs and unwanted programs.
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File Togcls Help

@ AdwCleaner

Pendng. Plaaze uncheck slaments you dont want to remonve.

Actians .wintips.org Crher
Resuts

(3 Services | U Foders | [ Fles | T Shortcats | @ Registy | =] Procucts | @ itemet Explorer | § * |*
Path
[#f] C:\ProgramData\Babylan
[¥] C:\PregramData)\Starhpp
[¥] C:\PregramDatah Tarma Installer
[¥] CUsers\Admin\AppData\Local\cre

—

il CAlbcers\ Admint AnoDatal Locall gudhdelta

5. On the AdwCleaner - Information window, click OK, then click OK again to restart your computer.

“-Mhm-ﬂﬁ]-!pbdl-ﬁ&hbﬂﬁuﬂgﬂrhng- = !I
Filg Teok Heig

L [Fevciomer oo WL
- I wou have been brought 1o use Adw(Cleaner, it's probably becsuse

Actiers your PC centaned potentully whwanted programd o sdwiie

\ Potentially unwanted programs sre cften proposed during the
= rstallatson of softwane. They may be present form of toolbars that Ee
pomiptines change the home page of the browier snd shew mibermaet
browvsing

Fapits 7], bt oL
: YW WINTINDS . OLC
3 Sernd Tum‘h;ﬂm 1me$$ii'm the compiuter, it Figp
I essential to follow these tips:
Path
7 cAp - Abwiays download a prograen from the offcial bnk, or s trusted sie
0l APrg = When installing a program, do not chick too fast [Next] without paying
o) CAPg sttention to Terms of Use and third-party programs svaileble
& AP « M third-party progiams she sviilabls (teolbars, 6o, ). ehoheck ol
9 Ealked checkbores abowt bam.
) cAvst - Enable detection of PUPY in your sntranad
gl Wou can alvo install Mosts Anti-PUR/ Adware from Adwleaner by
FiE=Y chekang “Tools™ and then “Hosts Anti- PUR/ Adwane”
¥ C\Prd

6. After the computer has finished booting, close the AdwCleaner "information (readme) window again and
follow the steps below.



Step 5: Usethe Junkware Removal Tool to remove Junkwarefiles

1. Download the Junkware Removal Tool to your computer and install it.
Download the Junkware Removal Tool to your computer and install it here.
2. After successfully downloading and installing the Junkware Removal Tool, proceed to open the program.

Press any key to start scanning your computer with JRT - Junkware Removal Tool.

Jun kwa
Uer
Informati

Thiz softwa
warranty of any

3. Wait for JRT to scan and clean your system.

B Administrator: Junkware Removal Teol by Thisisu - Version 614 = (=] &
val Tool <JRT> by Thisisu
6.1.4 <64.86.2014:1>
Information hout thisz tool can be found at
. thisizsudax.org

'} Backing up registry to C:\Windews\ERUNTURT

Cumnent file:
Users\00000002\U s1Class. dat

7 of 8 files saved

P L L L L L L L L L L

y key to comtinue . . .

Creating a registry backup

4. Close the JRT log file and restart your computer.



L IRT - Matepad

File Edst Format Yiew Help
e s

I
Junkware Removal Tool (IRT) by Thisisu
version: 6.0.1 (09,15, 2013:1)
0s: windows 7 professional x86
ran by admin on Mon 09/30/2003 ar 10:27:39.69

- services
— Registry values WWW. WINTIPpS. 0rg

anes REQTSEFY KiEyS

Successfully deleted: [Registry Eey] HEEY_LOCAL MACHIME'Software'\Microsoft’ Internet
Successfully deleted: [Registry key] HEEY_LOCAL MACHIME'Sof tware'\Microsoft’\ Internet
Successfully deleted: [Registry key] HEEY_LOCAL_MACHIME'Software'\Microsoft’\Tracing'
Successfully deleted: [Registry wey] WEEY_LOCAL_MACHIME'Software'\microsoft’\ Tracing'
successfully delered: [Registri mey] MMEY_LOCAL_MacHIME'Sof tware'\microsoft windows:
successfully deleted: [Reqistry Key] HEEY_LOCAL_MACHINE'Sof tware'\Microsoft'windows'

~— Files

Step 6: Remove malwar e with Malwar ebytes Anti-Malwar e Free

- Download and install M alwar ebytes Anti-M alwar e Free:
Download Mawarebytes Anti-Maware Premium to your device and install it.
Download Mawarebytes Anti-Malware Premium to your computer and install it here.

To ingtall the free version of the application, uncheck the 'Enable free Trial of Mawarebytes Anti-Maware
Premium’ option on the final installation screen.

757 Setup - Maiwarebytes Anti-Malware = e

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished instaling Malwarebytes Anti#Malware on
your computer. The application may be launched by selecting
the installed icons.

P Click Finish to exit Setup.

[] Enable free trial of Malwarebytes Anti-Malware Premium
[¥] Launch Malwarebytes Anti-Malware

www. wintips.org



- Scan and clean your computer with M alwar ebytes Anti-M alwar e

1. Run Mawarebytes Anti-Malware and allow the program to update (update) the latest version (if needed).

& Malwarebytes Anti-Malware

® Databases Out of Date

Your database is out of date. It is important to keep protected by nstaling the
Btest updates.

Update Now

WA NIFITIRS . e

2. After the update process finishes, click the Scan Now button to start the scan of your system, remove maware
and unwanted programs.

EF Malwarebytes Anti-Mahwace Home (Free) 21 61022 =8 ==

Dashboard

@ Malwarebytes Anti-Malware (Free)

License o Malvarebytes Anti-Makvare (Free)

Database Version o 0 MNintips.org

Scan Progress ® Not Running

Real-Time Protection & Avalable with Mabvarebytes Anti-Malvare Premism

3. Wait until the system scan finishes.



¥ hshwacebytes Anti-Mabware Home (Free) 2161022 F=R N |

Matwarebytes

Threat Scan

AIRAREF s AL RS

Y

4. When the scan is complete, click Quar antine All to remove the detected threats.

Th reat Scan Results 8 of & identified threat{s) are selected

Theeat Category Tyoe Leation =

+ |  Seolen.Data & Mshvare File C\Users\Admin\AppDatal,  \dclogs\2014-05-17-T.dc

| Stolen.Data ® Malvare Folder C:\Users\Admin|AppDatal Roaming|dcogs

| Stolen. Dot ® Malware WYL WITRETD 5. O Cewsers\adminiappbatal,..\dcloge\2014-05-19-2.9¢

| TrojanAgernt & Mabware Fibe C a3\ Admin | AppData| Roaming S ample. ink

« | PUFOptional Mindspari.A Potentially Unwanted Frogram Registry Key HELMLSOFTWAREWYOAWES 32H0DE InbaxAce_1g

+ | PUROptional.Mindspari.A Fotentially Unwanted Frogram Regisiry Key HEUNS-1-5-21- 19682006...\SOFTWARE! Inboochce_1g

+ | FUF.Optional. Mindspark.A Potentially Unwanted Program  Registry Key HEUNS-1-5-21-19682006...\SOFTWARE InboxAce_1g

+ |  Hijack.Userlnit & Makvare Regisiry Data HELM\SOFTWARE\MICROS. . .ONWINLOGOH | Userinit =

Remove Selected £

5. After the process has finished, restart your computer to complete the process.

_|

't“ Malwarebytes Anti-Malware e

All selected items have been removed successfully. A log file has been saved to
the logs folder.

Your computer needs to be restarted to complete the removal process.
Would you like to restart now?

6. After the computer has finished booting, run Mawarebytes Anti-Maware again to confirm there are no
"threats" on your system.




Tip: To make sure your computer is virus-free and safe, perform a full scan of your system with Mawarebytes
Anti-Malware in Safe Mode.

Step 7: Clean up junk items and files

Use CCleaner to clean the system, remove temporary internet files and registry files.
Download CCleaner and install it here.

Step 8: Scan the system again

Restart your computer, then use an antivirus program to scan the system again.

Y ou can refer to some effective antivirus software for Windows computers here.

Step 9: Reset your browser to the default setting state

- On Internet Explorer:
To reset Internet Explorer to the default setting, follow the steps below:

1. Open Internet Explorer, then click the jagged icon in the top right corner of the screen, select Internet Options.

EJ hatps google.cam £-&¢ | HGoogle @
File Edit View Favorites Tools Help Print *
File 3
Zoom (13%) 3
Safety 3

Add site to Start menu

View downloads Crl+)
Manage add-ons

F1I Developer Tooks

Go to pinned sites

‘ O Ie Compatibility View settings
Intesmet op‘t-onsq—

About Internet Explorer
T

Gaogh teaCh m Fasiing Lusciy

2. Now on the screen of the | I nternet Options window, here you click the Advanced tab .



3. Thenclick Reset .

General | security | Privacy | Content | Connections | Programsfl Advanced | ]

Home page -
m To create home page tabs, type each address on its own line,
about:blank -

| useaument | [ usedefout [ Useblank |
Browsing history -

Delete temporary files, history, cookies, saved passwords,
and web form information,

[ClDelete browsng Niih Pll B5% org

Delete... || setngs |

Search
p Change search defailts,
Tabs

ekl how in Sa
= EI:# webpages are displayed

Appearance
| Coors || Laguages || Fonts || Accessbity |




Settings
il Accelerated graphics
Use software rendering instead of GPU rendering™
& Accessbility
7] Always expand ALT text for images
7] Enable Caret Browsing for new windows and tabs
7] Move system caret with focus/selection changes
| Play system sounds
] Reset text size to medium for new windows and tabs
Reset zoom level for new windows and tabs

= B.rmsln;
V] Automatical with C
F1 oo Bl TV el
/| Disable script debugging (Internet Explorer)
V| Disable script debuaaing (Other) i
a4 i 3

*Takes effect after vou restart Internet Explorer

| Restore advanced settings |
Reset Internat Explorer settngs
Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state

o J[ cancel || appy |

4. On the ' Reset Internet Explorer settings ' window , select ' Delete personal settings ' then click the Reset
button.



k Are you sure you want to reset all Internet Explorer

Resetting indudes:
+ Disable toolbars and add-ons * Advanced options
+ Default web browser settings + Tabbed browsing settings
+ Privacy settings + Pop-up settings
+ Seauity settings o
1 WWW. WINCIPS.0rg
- (/] Delete personal settings

Resets home pages, search providers and Accelerators to default
settings. Deletes temporary Internet files, history, cookies, web form
information, ActiveX Filtering and Tracking Protection data, and
passwords.

ou must restart Internet Explorer for these changes to take effect.

wwm—z-’[wllwi

5. After the reset process ends, click the Close button to close the confirmation dialog window. Finally restart
your I nternet Explorer again.
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General | seauity [ Privacy | Content | Connections [ Programs | Advanced |

Resetting Internet Explorer settings p*

LI

+/ Resetting user customizations
" Disabling browser add-ons
+ Applying default settings

V/ Deekape e
— th Compe

WwWwW. wintips.org

[¥] Disable script debugging (Internet Explorer)
II?I Disable script debugging (Other) *
L] it d ]
*Takes effect after vou restart Internet Explorer
Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default
condition.

Yiou should only use this if your browser is in an unusable state.,

—ZP[MIIWJIMI

6. Close al Internet Explorer browser windows, then restart the browser.
- On Chrome browser:

1. Click the 3 dash lineicon in the top corner of the screen, select Settings.



L C A 8 hrpsy/www.google.com/?gws_rd=créei=08tPUojflubR4QTA-0G4Dg ke E

New tab
New window

MNew incognito window

Boakrmarks L4
Edit Cut  Copy Paste
Zoem - |100% + | 2
Save page as.

W WSOy e e
Print... trl+P
Tools b

Histery

Dewnloads

Sign in ta Chreme...

Google Searct Settings fff—
About Google Chrome
Help

Exit

2. Now on the screen appears the Settings window, here you scroll down to find and click Show advanced
settings (show advanced settings).

~ Google 3} A, Settings ®
C i [ chromey/settings aLy =
Chrame Settings b

B Cipen s specfic page o set of pages. Set pages

=) e

Gt Ehemed

& Show Home button
e QR0 (08 Change
Alveays Shew the Bookmadks bar
WWw.wintps.org
Search
Set which search engineg it used when starching from ihe gmniboe.

Geoght T Manage eaich engined.

Users
Tou aie currently the ondy Google Throme user

Add new wier. Delete this user || Import bookmarks and seftings...

Drefault browser

Make Gosgle Cheome my default browser

Goagle Chagme is ned oumently your defaull berowser,

Show advanced setbings P

3. On the screen, an advanced installation window of the Chrome browser will appear, here you scroll down to
find Reset browser settings . Next click on Reset browser button.



I B Geogle w0 A Seumgs ®
C # [ chromey/settings vy

Chrome Settings
Ask where to save each Tile before downloading

| Seetings HTTIS /S50
MASFBGE CEPtiTiCates.
Chiedk for ierver certilficate revacation
Googh Cloud Print
Set up or manage printers in Gobe AU e EEE D] Ii,_g;-, .0 :’g
Farage
Show natificabions when new printers are defected on the nefwork
System
C el iy g background kppd whien Googht CRicae ii doied

o Use hardware acceleration when svailable

Reted browser sethings

Reitore bagwier 1ettings 10 their crigingl Gefauls,
Fetet browier seftings h

Hide sdvanced settings

4. A confirmation window will appear on the screen, your task isto click the Reset button to confirm.

Reset browser settings

Your browser settings will be restored to their onginal defawits. This will reset
your homepage, new tab page and search engine, disable your extensions and
unpin all tabs. It will also clear other temporary and cached data, such a5 cookies,
contént and site data.

ATiInS

WWW.WINups.org

Leam more Reset Cancel

of| Help make Google Chrome better by réporting the current -..-!‘1-:-.;-.‘

5. Restart your Chrome browser.

- On Firefox browser:
1. Click the 3 dash line icon in the top right corner of the screen, then select Help.
2. On the Help Menu, click Troubleshooting Information .

If you cannot access the Help menu, enter about: support in the address bar to open the Troubleshooting
information page.



Firefox -

TenTan * 97 Bookmarks *

| B New Private Windo Hist L 1
ew findow Dwﬂ:’d v @ || Google A B ¥ &
Edit | uB o
Find... # Add-ons
Save Page As... Options :
Email Link... Help * Help

= Print.. * | Getting Started | I
S . VA bR B Begfonf () | s

Troubleshooting Information

Full Screen Submit Feedback... \
Set Up Sync...

i Restart with Add-ons Dicabled...

! | About Firefox 1

3. Click the ' Refresh Firefox ' button in the top right corner of the Troubleshooting Information page.

7} Troubleshooting Information [+]
€ | @ aboutsupport 77 v €& || Bl - Googte P B + #®

Troubleshooting Information

-

This page contains technical information that might be useful when you're Reset Firefox to its default
trying to sohve a problem. If you are locking for answers to commen questions state
about Firefox, check out our gupport website.

o I you're having major problems
WWW.WINTIDS. 00 | whichyou can't resolve, start fresh

[ Copy raw daia Io clipt “ Copytexio ci I with only your essential infarmation.

Reset Firefoc

Application Basics

User Agent Mezilla/S.0 (Windows NT 6.1: rv:23.0) Geeke/20100101 Firefox/23.0 ‘
Profile Folder Show Folder |

4. Continueto click the Refresh button Firefox on the confirmation window.

Are you sure you want to reset Firefox to its initial state?
Firefox will try to preserve your:

Browsing History and Bookmarks

Saved Passwords, ., \intins.org

Saved Form History

Cookies
Firefox will restart and everything else will be removed.

> (Rt on] [




5. Firefox will automatically close the window and return to the original default installation state. Once
completed, awindow displaying the information will appear. Click Finish .

Refer to some of the following articles:

1. 9 most effective antivirus software for Windows today

1. How to get rid of root virus* .OSIRIS - Ransomware Locky?

1. Remove completely navigation Y eabd66. cc in browsers
Good luck!

Y ou finished reading the article "How to remove malicious programs GS.Enabler, SK.Enabler,
SK.Enhancer, WS.Enabler?" edited by the TipsM ake team. We hope this article has provided you with many
useful tech tips and tricks. You can search for similar articles on tips and guides. Thank you for reading and for
following usregularly.
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