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How to remove fake popup window 'Update Flash
Player' or 'Update Java'?

These popup windows are not created by Adobe Flash Player or Java developers, but created by cyber criminals,
criminals use these popup windows to spread the software. advertise and attack user browser.

On a beautiful day, suddenly on the window of Internet Explorer, Firefox and Google Chrome browser popup
window asking you to update (update) Adobe Flash Player or Java , most likely your computer has software
Unwanted ads or programs.

These popup windows are not created by Adobe Flash Player or Java developers, but created by cyber criminals,
criminals use these popup windows to spread the software. advertise and attack user browser.
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Popup windows that advertise this fake Flash Player or Java appear to be because they are attached to extensions
(extensions) on Internet Explorer, Firefox and Chrome browsers, during the installation of utilities expanded,
users accidentally installed it without knowing it.

Malicious extensions are often included in free software and programs that users download from the Internet.

And once malicious extensions are installed, every time you use the on-screen web browser will display fake
popup windows that require updating (updating) Adobe Flash Player or Java. On these popup windows you will
see a message saying that you need to update or install Flash Player or Java to watch the video. If you click
Download or Run Update or Click to install now, instead of installing or updating Adobe Flash Player or Java
you will have to agree to install adware or malicious programs on your computer.

When updating or installing a fake Flash Player or Java Java link, you will probably install unwanted programs
such as toolbars (Sweet-Page Toolbar, Delta Toolbar, Trovi Search), adware ( WebCake, EnhanceTronic,
CouponBuddy) or other malicious programs on the computer.

If an adware program is installed on your computer, in the process of using a web browser (Google Chrome,
Firefox, Microsoft Edge or Internet Explorer), you will see different popup popup windows. . Which includes:



1. Banner ads on the website you visit.

2. Content of random web pages is converted to hyperlink.

3. The browser displays popup windows that suggest you to update or install fake software.
4. Unwanted adware programs are installed on the system without users knowing.

Therefore:

When installing any software, you should pay close attention to the software's installation routine, including
additional installation options, such as atoolbar. So be careful what you agree to install

Always choose the Custom Installation option and deselect al that you suspect, especially the software you don't
want to install. Choose to download the software on trusted sites.

Stepsto remove popup windows'Update Flash Player' or fake'Update
Java

Step 1. Use Malwar ebytes Adwcleaner to scan the system

AdwCleaner is afree utility that will scan your system and web browsers to find and remove software installed
on your system without your knowledge.

1. Download AdwCleaner to your device and install it.
Download AdwCleaner to your device and install it here.

2. Before installing AdwCleaner, close all web browsers on your computer, then double-click the AdwCleaner
icon.

If Windows asksif you want to install AdwCleaner, click Yesto allow the program to run.

User Account Control

Do you want to allow this app to make
changes to your device?

Q‘"\ AdwCleaner is a free Adware/PUP removal

tool.

Verified publisher: ToolsLib
File origin: Downloaded from the Internet

Show more details
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3. When the program has opened, click the Scan button as shown below:

£ Malbwarebytes Achwleaner - vE.030 -
File Teals Lenguage Help

Malwarebytes
AdwCleaner’

Watrng for schon

Actions
;#.‘ Scan a,
Ths

s

At laaner @ o pan of the Malwvarsbyes family Leam mome and gat fsa toal heme

And AdwCleaner will start the scanning process to find and remove malware (malware) as well as adware.

4. To remove the malicious files detected by AdwCleaner, click the Clean button.
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5. AdwCleaner will notify you to save any files or documents that you are reopening because the program needs
to restart the computer to complete the process of cleaning up the malicious files. Your task is to save the files

and documents again, then click OK .
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After your computer has finished booting and you are logged in again, AdwCleaner will automatically open a
L og file containing the files, registry keys and programs that have been removed from your computer. Y ou can
review thislog file and close the Notepad window again.

Step 2: Scan your computer with Malwar ebytes Anti-Malware

Mawarebytes Anti-Maware is an on-demand system scan tool that will remove all malware (malware), adware
'‘Update Flash Player' or 'Update Java from your Windows computer. . The important thing is that Malwarebytes
Anti-Malware will runin paralel with other antivirus software without conflict.

1. Download Mawarebytes Anti-Malware to your computer and install it.
Download Mawarebytes Anti-Malware to your computer and install it here.

2. After downloading Malwarebytes Anti-Maware, close all programs again, then double click on the icon
named mbam-setup to start the installation process of Malwarebytes Anti-Malware.

The User Account Control dialog box appears now on the screen asking if you want to run the file. Click Yesto
continue the installation process.



User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Malwarebytes Anti-Malware

Verified publisher; Malwarebytes Corporation
File ongin: Downleaded from the Internet

Show more details

3. Follow the on-screen instructions to install Mawarebytes Anti-Maware Setup Wizard.

l?.l-l Setup - Malwarebytes Anti-Malware -

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will instal Malwarebytes Anti-Malware verson 2.2.1. 1043
on your Compalter,

It is recommended that you dose all other apphcations and
temporarily dsable your antivirus and firewall before

continuing.

Chck Mext to continue, or Cancel to exit Setup.

Click Next to install Malwarebytes Anti-Maware, until the last window click Finish to complete.



j%.i]! Setup - Malwarebytes Anti-Malware

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished instaling Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the installed icons,

Click Firish to exit Setup,

[+] Enable free trial of Mahvarebytes Anti-Mahvare Premium
[] Launch Malwarebytes Anti-Malware

4. After installation is complete, Malwarebytes Anti-Malware will automatically open and update antivirus data.
To start the scanning process, click the Scan Now button.
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A scan has never been run on your system
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Database Version & 2016081604
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Real-Time Protection & Makvare and Makoious Webste Protedbon enabled

5. Mawarebytes Anti-Malware will start scanning your system to find and remove malware.
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6. After the scanning process has finished, a window will appear displaying all the files and malicious programs
detected by Malwarebytes Anti-Maware. To remove the malicious programs detected by Mawarebytes Anti-
Malware, click the Remove Selected button.
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7. Mawarebytes Anti-Malware will remove all the malicious files, programs and registry keys it finds. During
the removal of these files, Mawarebytes Anti-Malware may require a reboot of the computer to complete the
process.

Step 3. Scan the system with HitmanPro

HitmanPro will find and remove malware (malware), adware (adware), bots and other malware. The program is
designed to run in parallel with other antivirus software, tools, Firewall.

1. Download HitmanPro to your device and install it.



1. Download HitmanPro (32-bit version) to your device and install it here.
2. Download HitmanPro (64-bit version) to your device and install it here.

2. Double-click the 'HitmanPro.exe' file (if using 32-bit win) or the 'HitmanPro_x64.exe' file (if using win 64-
bit) to open the application.

Next, click Next to install HitmanPro on your computer.
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Click Next to scan for malicious software
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4. After the process finishes, HitmanPro will display the list of malicious programs (maware) that it finds on
your system. Click Next to remove the malicious programs.

&% HitmanPro 3.7.14 - Build 265 (64-bit)

Scan results
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certain programs may terminate unexpectediy,
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5. Click the Activate free license button to try HitmanPro for 30 days and to remove the malicious files from
your system.

& HitmanPro 17,14 - Build 265 (64-bit)
Product Activation

Actrate your copy of HtmanPro to remowve malicsows software.

Please enter the product key that you recened when you purchased HitmanPro in the field below in format
M- B0 J00U0K, Actrvation will regaster the product key to this computer

do not have 2 product key

= Activate free license
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License information
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Step 4. Scan your computer using Zemana AntiMalware



Use Zemana AntiMaware to remove extensions and malware on your browser and other malicious programs on
your computer.

1. Download Zemana AntiMalware to your device and install it.
Download Zemana AntiMaware and install it here.

2. Double-click the file named 'Zemana.AntiMalware.Setup.exe' to install Zemana AntiMaware on your
computer.

The User Account Control dialog box appears now on the screen asking if you want to run the file. Click Yesto
continue the installation process.

Uses Account Controd

Do you want to allow this app to make
changes to your device?

| :
ﬁl Advanced Mahware Protection

Verified publisher. Zemana Ltd.
File origin: Downloaded from the Internet

Show more details

3. Click Next and follow the on-screen instructions to install Zemana AntiMalware on your computer.



L?ﬂ Setup - Zemana AntiMabware

Welcome to the Zemana
AntiMalware Setup Wizard
This will install Zemana AntiMahvare on your computer,

It is recommended that you doss all other applications before
continuing.

Click Mext to continue, or Cancel to et Setup.

Go to the Select Additional Task window, you can uncheck the Enable Real Time Protection option and click
Next.

IE‘J Setup - Zemana AntiMalware

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would ke Setup to perform while installing Zemana
AntiMalware, then dick Mext.

Additional kcons:
[+7] Create a desktop icon
%Enahl: Real Time Protection

4. When the Zemana AntiMalware window opens, click the Scan button .
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5. Zemana AntiMaware will start scanning your computer for malicious files. Scanning may take up to 10
minutes.
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6. At the end of the scanning process, Zemana AntiMaware will display a list of all detected malicious
programs. Click the Next button to remove all malicious files from your computer.
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Zemana AntiMalware will remove al malicious files from your computer and will require the system to reboot
to remove all malicious programs.

Step 5: Reset your browser to the default setting state

- On Internet Explorer:
To reset Internet Explorer to the default setting, follow the steps below:

1. Open Internet Explorer, then click the jagged icon in the top right corner of the screen, select Internet Options.
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2. At thistime, the I nter net Options window will appear, where you click the Advanced tab , then click Reset .
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3. On the 'Reset Internet Explorer settings window , select '‘Delete personal settings and click the Reset
button .
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4. After the reset process finishes, click the Close button to close the confirmation dialog window. Finally restart
your Internet Explorer again.
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Step 5: Reset your browser to the default setting state

- On Firefox browser:

1. Click the 3 dash lineicon in the top right corner of the screen, then select Help.
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2. On the Help Menu, click Troubleshooting I nformation .
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If you cannot access the Help menu, enter about: support in the address bar to open the Troubleshooting
information page.
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3. Click the 'Refresh Firefox' button in the top right corner of the Troubleshooting Information page.
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4. Continue to click the Refresh button Firefox on the confirmation window.
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5. Firefox will automatically close the window and return to the original default installation state. Once
completed, awindow displaying the information will appear. Click Finish.

- On Chrome browser:

1. Click on the 3 dash lineicon in the top corner of the screen, select Settings.
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2. Now on the screen appears the Settings window, here you scroll down to find and click Show advanced
settings (show advanced settings).

settings

Settings
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3. On the screen, an advanced installation window of the Chrome browser will appear, here you scroll down to
find Reset browser settings . Next click on Reset browser button.

£ Settings ®
L= LR -/ /settings 1
Chrome Settings
£ O LSO S WY O i
Manage
I = 1 ]

Accessibility




4. A confirmation window will appear on the screen, your task isto click the Reset button to confirm.

Refer to some of the following articles:
1. How to remove Trustedsurf.com on Chrome, Firefox and Internet Explorer
1. Rooted Delta Search on Chrome, Firefox and Explorer browsers
1. Want to load page speed on Edge browser faster, enable this feature

Good luck!

Y ou finished reading the article "How to remove fake popup window 'Update Flash Player' or 'Update
Java'?" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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