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How to Open Portsin Linux Server Firewall

ThiswikiHow will teach you how to open ports in three popular Linux firewalls. If you're using a product like
ConfigServer Firewall (CSF) or Advanced Policy Firewall (ADP), you can control open portsin the firewall's
main configuration...

Method 1 of 3:

Using Uncomplicated Firewall for Ubuntu

wikigwiki-virtuainox:-5 [|

Login toyour server. If you're using Ubuntu on your desktop, press Ctrl + Alt/+ T| to open aterminal
window.
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wikigwlki-VirtualBox:~5 sudo ufw status verbose
[suda] password for wiki:

Status: inactive
wikigwlki-VirtualBox:~5 sudoe ufw enable

Firewall is actlve and enabled on system startup
wi kA gkl -VirtualBox:~5 [

Type sudo ufw status verbose andpress?Enter . If UFW isaready running, you'll see
a status message, aswell as alist of any firewall rules (including opened ports) that already exist.[1]

1. If you see amessage that says Satus. inactive, type sudo ufw enabl e attheprompt and
press ? Enter ' to start the firewall.

wiklgwlki-VirtualBox:~5 sudo ufw allow ssh
Rule added

Rule added (v&)

wikigwlkl-VirtualBox:~5 sudo ufw allow GB86:6HT/tcp
Rule added

Rule added (v&)

wikigwiki-virtualBox:~5 [l

Use sudo ufw allow [port number] toopenaport.Forexample, if youwant to open
the SSH port (22), you'dtype kbd and press?Enter to open the port. There's no need to restart the
firewall, as the change will take effect immediately.[?]
1. If the port you're opening isfor aservicelistedin / et c/ servi ces ,youjust typethe
service's name instead of the port number. Example: sudo ufw all ow ssh .
2. To open aspecific range of ports, usethesyntax sudo ufw all ow 6000: 6007/tcp ,

replacing 6000: 6007 withthe actua range. If the rangeis UDP ports, replace t cp with
udp .



3. To specify an IP address that can access the port, usethissyntax: sudo ufw al |l ow

from 10.0.0.1 to any port 22 .Replace 10. 0. 0. 1 withthelP address, and
22 with the port you want to open to that address.

wikigwiki-VirtualBox:~5 sudo ufw status numbered

wikigwiki-VirtualBox:~5 sude yfw delete 2

Deletefirewall rulesthat aren't needed. Any ports that aren't specifically opened are blocked by default.
If you open a port and decide you want to close it, use these steps:

1. Type sudo ufw status number ed andpress?Enter . Thisdisplaysalist of all
firewall rules, each beginning with a number to represent it in the list.

Identify the number at the beginning of rule you want to delete. For example, let's say you want to
remove the rule that opens port 22, and that rule islisted on line 2.

3. Type sudo ufw del ete 2 andpress?Enter toremovetheruleat line 2.

2.

Method 2 of 3:

Using ConfigServer Firewall



ikigwiki: ™ su_

Logintoyour server. If you're not logged in asthe root user, you can su to root to adjust your
configuration.

pRNrootawik i /homeswik i cd setc/csf

Gotodirectory that containsyour CSF config file. Thefileiscalled csf . conf ,andit'ssavedto
[ etc/csf/csf.conf bydefault.[3] Todothis, type cd /etc/ csf andpress?Enter .



3. oot@wiki:fetesesfd vim csf.conf_

Open csf.conf inatexteditor.You canuseany text editor you wish, such asvim or nano.
1. Toopencsf.confinvim,type vi m csf. confi g andpress?Enter .

0,110, 143,443, 465,587, 933,995, 995"

Add an incoming port tothe TCP_1 N list. TCP ports. Once you have the file open, you will see
TCP_I N and TCP_OUT sections. The TCP_ I N section lists open inbound TCP ports separated
by commas. The ports are in numerical order to make things easy, but it's not required that the ports you
stick to the order. Y ou can add ports to the end of the sequence, just separate them with commas.
1. For example, let's say you want to open port 999, and the current open portsare 20, 21,
22, 25, 53, 80, 110, 143, 443, 465, 587, 993, 995.
2. After adding port 999 to the ligt, it will look likethis. 20, 21, 22, 25, 53, 80,
110, 143, 443, 465, 587, 993, 995, 999 .
3. To get into insertion/typing mode in vim, pressthe i’ key on the keyboard.



# Allow outgoing TCP
TCP_OUT = "20, 43,53,80,110, 113,443, 567,673, 993 F95 999"

Allow outgoing TCP tothe TCP_OUT list. Just as you did with the incoming port, add any outbound
TCP portsyou'd liketo opentothe TCP_OUT list.

wiki

Save your changes and exit thefile. Follow these steps to save and exit thefile:
1. Pressthe Esc! key.
2. Type : wq!
3. Press?Enter..



Type service csf restart andpress?Enter . Thisrestartsthefirewall and opensthe new
ports.
1. Todeny aport, re-open the file, delete the port, save the file, and then re-start the firewall.

Method 3 of 3:

Using Advanced Policy Firewall

ikigwiki:™$ su_

Login toyour server. If you're not logged in asthe root user, youcan su to root to adjust your
configuration.



Gotothedirectory that containsyour APF config file. The file you're looking for is called
conf.apf ,anditllbein / et c/ apf bydefault[4l Type cd /etc/apf toenterthat
directory.

Open conf . apf inatexteditor.You canuseany text editor you wish, such asvim or nano.
1. To open conf.apf invim, you'dtype vi m conf . apf andpress?Enter .



Add inbound portstothe | G_TCP_CPORTS list. Once you have the file open, you will see

| G TCP_CPORTS and EG_TCP_CPORTS sections. The | G_ TCP_CPORTS section lists

open inbound ports separated by commas. The ports are listed in numerical order to make things easy, but
it's not required to stick with it. Y ou can add ports to the end of the sequence, just separate them with
commas.

1

2.

3.

For example, let's say you want to open port 999, and the current open portsare 20, 21,
22, 25, 53, 80, 110, 143, 443, 465, 587, 993, 995 .

After adding port 999tothe | G_TCP_CPORTS ligt, it will look likethis: 20, 21,
22, 25, 53, 80, 110, 143, 443, 465, 587, 993, 995, 999.
To get into insertion/typing mode in vim, pressthe i' key on the keyboard.

Allow outbound portstothe EG_TCP_CPORTS list. Just as you did with the incoming port, add
any outbound TCP portsyou'd liketo opentothethe EG_TCP_CPORTS list.



wiki

Save your changes and exit thefile. Follow these steps to save and exit thefile:
1. Pressthe Esc! key.
2. Type : wq!
3. Press?Enter .

oot@uiki:/ete/aptd service apf -r_

Type service apf -r andpress?Enter . Thisrestartsthe APF firewall and opens the new
ports.
1. Todeny aport, re-open thefile, delete the port, save the file, and then re-start the firewall.

Y ou finished reading the article "How to Open Portsin Linux Server Firewall" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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