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How to open a port with Windows Firewall in
Windows 10

If an application or program requires a specific port to be opened, here's how you can use Windows Firewall to
open a port in Windows 10.

If an application or program requires a specific port to be opened, here's how you can use Windows Firewall to
open aport in Windows 10.

Note: You need admin rights to create, delete or edit Windows Firewall rules.

Stepsto open a port in Windows Firewall

To open a port in Windows 10, you need to create custom rules in Windows Firewall. Follow the steps below to
create arule to open ports with Windows Firewall.

Open portsfor Inbound Traffic (traffic generated from the I nternet to the server)
1. Open Start by pressing the key W n.

2. Search for and open " Windows Defender Firewall” .

3. Click the " Advanced Settings' link on the | eft.

4. Select the " Inbound Rules' option on the left.
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Select the "Inbound Rules' option
5. In the new window, select the Port option and click Next.

. @ MNew Inbound Rule Wizard

| Rule Type
Select the type of firewall e to create,

Steps:

@ Rue Type What type of rule would you like to create?

@ Protocol and Ports

@ Action O Program

e Profie Rule that controls connections for a program.

@ Name ® Port
Rule that cortrols eonnections for a TCF ar UDP podt.

@FirewallAP1.dil 80200
Rule that contrals connzctions for a Windows experience.

O Custom
Custom rule.
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Select the Port option and click Next
6. Depending on which port you want to open, select " TCP" or " UDP" and click Next. In the example case, the

author will select the TCP option .

7. Select the Specific local ports option and enter the port number you want to open in the blank field. Click
Next.
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@ Rue Type 3oty to TCP or UDP?

@ Protocol and Ports @® TCP

@ Action ) ubP

@ Profile

@ MName Does this nie apply to all local ports or speciic local pors?

(@) Specific local ports: :?5;;] :
Example: 80, 443, 5000-5010
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Select the Specific local ports option
8. Select Allow the connection and click Next.

9. Select the type of network you want to apply the rule to, and click Next.
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@ Rue Type When does this rule apply?
& Protocol and Ports
@ Action ] Domain
@ Profile Applies when a computer is connected to its corporate doma.
@ Name ] Private
Applies when a computer is connected (o a private network location, such as a home
or work place.
£ Public
Ppplies when a computeris connacted to a public network location.
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Select the type of network you want to apply the rule to
10. Give ameaningful name and click Finish.
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@ Rule Type

& Prtocol and Ports

@ Action
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Name therule
Y ou should see the new rule configured in the Windows Firewall rules window.
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Y ou should see the new rule configured in the Windows Firewall rules window
Open portsfor Outbound Traffic (traffic generated from server to I nter net)

To open aport for Outbound Traffic, follow the steps listed below.
1. Open Start.

2. Search and open the Windows Defender Firewall .

3. Click Advanced Settings.

4. Select Outbound Rules.

5. Select the Port option and click Next.



6. Depending on which port you want to open, select " TCP" or " UDP" and click Next.

7. Select the Specific local ports option and enter the port number in the blank field. Click Next.
8. Select Allow the connection and click Next.

9. Select the type of network you want to apply the rule to, and click Next.

10. Give ameaningful name and click Finish.

Disable to delete port opening rulein Windows Firewall

If you no longer need a dedicated rule to open a port, you can disable or delete the rule.

To disable the firewall rule from opening the port, right-click the rule in the settings of the Windows Firewall
and select the Disable Rule option .
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Disable open firewall rules
To delete arule, right-click on the rule and select the Delete option .
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Remove firewall rules that open ports

Y ou finished reading the article "How to open a port with Windows Firewall in Windows 10" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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