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How to lock USB portson Windows 7/8/10

Locking USB ports on your Windows computer will help protect your data more securely, preventing others
from borrowing your computer and potentially spreading viruses when they plug in USB drives or any other
external storage devices. Below are some ways to disable USB ports on your computer or laptop.

USB ports are acommon way for viruses to infect computers today. However, if you rarely use USB ports or
don't want others to use them on your computer, you can lock the USB ports.
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How to disable USB ports on a Windows computer

L ock USB ports on Windows computers by:
1. Disabling Autorun

2. Through BIOS

3. Through Registry

4. Through Device M anager

5. Using software

I nstructions on how to lock USB ports on Windows

1. Lock USB ports on Windows by disabling Autorun.

Step 1: Pressthe Windows + R key combinationto open the Run command window, then type Gpedit.msc into
it.
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Step 2: Select Computer Configuration (1) => Administrative Templates (2) => Windows Components (3)
(If using Windows XP, select Computer Configuration => Administrative Templates => System)

Next, select Autoplay Palicies (4) -> In the Details panel , double-click on Turn off Autoplay (5) .
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Step 3: Click Enabled , then in the Turn off Autoplays dialog box, click All driversto disable Autorun on all
drives.
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2. Lock USB ports on your computer via Bl OS.

Refer to the instructions on how to access BIOS here -> access Advanced Settings or Onboar d Devices (the
order may vary depending on the motherboard).
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In USB Configuration , change Enable to Disable, then press F10 to save the changes and restart the system.

3. Lock USB ports via Registry

The steps are similar on both Windows 7 and Windows 8 computers :



Sep 1: Pressthe Windows + R keys on your keyboard to open the Run dialog box . In the Run dialog box,
type Regedit and press Enter.
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Sep 2 : In the Registry Editor window, navigate to the following path.
HKEY_LOCAL_MACHINESY STEM CurrentControl SetServicesUSBSTOR

Then, in the right-hand column, find the Start section.
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Sep 3: Double-click on the Start menu . A dialog box will appear; enter the value 4 in the Value data field and

click OK.
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Close the window, and from now on, when you plug a USB drive into your computer, the computer will no
longer recognize your USB drive.

4. Lock USB ports via Device Manager

Step 1: Type " device manager" into the Search box on the Start Menu, then select Device manager .
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Step 2: Select Universal Serial Bus Controllers (USB).



;.j.j Device Manager
File Action View Help
= @ E Em =

ij| Audioinputs and outputs
E Computer
Disk drives

Display adapters

DVD/CD-ROM drives

Firmware

Hurman Interface Devices

IDE ATA/ATAP| controllers

Keyboards

Mice and other pointing devices

Maonitors

P Metwork adapters

= Print queues oaimien phi
= Printers vn
[J Processors

W7 Security devices

E=[l & 38l

!t Software components

B Software devices

i Sound, video and game controllers

S Storage controllers

i3 System devices

W i Universal Serial Bus controllers

i Intel(R) USE 3.1 eXtensible Host Controller - 1.10 {Microsoft)
i USE Compaosite Device
i USE Reoot Hub (USE 3.0)

Step 3: Select the USB port you want to disable -> USB Root -> select the Driver tab -> select Disable.
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5. Lock USB ports using software.

Y ou can download the USB Disabler Pro software here.

With these simple steps, you can lock the USB ports on your Windows 7/8 computer. Additionally, if you
encounter any errors while using a USB drive, you can refer to other troubleshooting tips.

Y ou finished reading the article "How to lock USB ports on Windows 7/8/10" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

