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How to know if Facebook, I nstagram, Google and
other social networ ks have been hacked

If you think you are being targeted, or worse, the account has been hacked, how do you know who has someone
holding your account?

Hackers often target profiles of wealthy politicians or investors. But practically anyone can become a target. An
attacker may be a partner or a cyber criminal who wants to attack the victim's bank account.

If you think you are the target, or worse, the account has been hacked, how do you know if someone is holding
your account?

It isreally adifficult question to answer, because online services offer different types of data and they are often
not easily found. Today, TipsMake.com will guide you to read the basic steps to see if there are any traces of
penetration in your online account, such as Gmail, email from Microsoft, Facebook and Twitter, or not.

Warning : Sometimes, users cannot receive a clear answer about whether an account has been hacked. If in
doubt, you should seek advice from an expert, such as afriend who works for IT or a company's technical advice
line. In addition, the scope of this guide covers only online services. If hackers get into the computer, all of these
services can be compromised and the techniques described here will not be able to help detect anything.
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Thefirst thing to do if you suspect someone has hacked into your Gmail account isto log into Gmail and check
Last Account Activity '. Thisoption islocated in the bottom right corner of the Gmail main interface.
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A window that looks like this will appear:

[ NN Achivily Pdcrergtion
8 bitps:mal googie.commatyu N .
Activity on this account

T feafurs prowices: informaton sbout e laest sotivity on this mal socoount and By
conourren] activily. Leaom mong

Thes @oooed doas rod seem B ba open namy olher locaton. Mowewr, Bhers mary b Sessiors
e e mapt beden sigreisd ot

Bt et 1 (T s il

Reeert Betivity.

Access Type [ 7] Liseation (I sddresa) | 7 ) Diartasl Tirrss
{Browser, mobds, POF3, olc ) (Diaplaryed

i
Timay Tore)
Beowser (Chvome) Showdelals |~ unied Sistes 1N [ 3043 prm 0
e
age)
(LIEXES unzed States () [ NGNG 3234 o (B
e
)
Wit unted States (5] [ 281 p

{82
MenADs

-
Browser (Chvomel Show dolndy | " Linded Sises [N "'3“ v
howur g}

Browser (Chrome) Show dotads | * United States (Y [N 1:18 pmi (2
hours aga)
Browser (Chroma) Show detets | * Unted States (NY) 1401 pm
{5 hours
B50]
Browser (Chroma) Show detady | * United States. (5 ) R 1235 pm
[ huars
)
Beowsar (Chroma) Show datals | * United Suses (YR 11:25 am
{4 hours
o)

by inﬁﬁﬁl B0 o (8

TiRas )
[ unsed States () [N B2 e (7
s

Alpit prefensnie: Shaw a0 slert B prnausl Bc8ly Shanag

¥ el it ':ﬁ'rﬁ— Bl G Tie Sl

Thih gaeripien’ i uiing 1P .1-'}:kr'_._ (Usked Snaned (WY

Do you recognize the devices and IP addresses listed here? If the answer is no, and you see a place that looks
very strange (such as this place is in another country that you have never been to), that could be a sign that
someone has logged in to the account. Your Gmail. In that case, click on the' Sign out all other web sessions'
option. This option will force anyone (except you) to log out of your account and change your password
immediately.

Next, visit the Google account security dashboard, perform a security check and complete the steps. Please
review which applications have access to information on your account. Do you recognize those applications? If
not, revoke the access rights. Here, users can also see if there are any security measures, as well as check the



two-factor authentication settings for Gmail.

Finally, check to see if hackers have added any filters, email redirects or forwarding settings to stealthily steal
your email and hide the fact that they did it. Don't forget to check the trash to see if any forwarding emails have
been deleted by hackers.

If you find anything suspicious, change your Gmail password immediately.

M icrosoft Outlook

'‘Giant' emall service Microsoft provides the same mechanism as  Google.  Visit
https://account.micr osoft.com/security and click Review Activity to view recent logins and other activities.

This option will take the user to a page that looks like this:

=E Microsoft Store Products Support 2 W 6

Account Your info Privacy Security Rewards: Payment & billing ~ Senvices & subscriptions

See when and where you've used your account

You should recognize sach of these recent activities. If one looks unfamiliar, click it to let us know,

Learn mare about the recent activity page

Learn how to make your account mone secune

Recent acthvity
Time (GMT) Session Type Approximate lecation

RV r_'tl‘ 1 hour ago Successful sign-in United States
Device/platform Emad address Clarkgtiram Bridgepor
Mac 08 I 3
Browser/app Session activity
Chrome Alternate emadl address added

Successful sign-in
IP address L Tremion 1 st
This is your cument session.
p i"{__\ 1 hour age Account created United States
) Englan nised susen Privacy & oookles  Terma of use  Conudtis & Microsedt 2008

If you see anything suspicious, go back to the main Security page and then click the Change Password option .

Y ahoo

Like Google and Microsoft, Y ahoo gives users the ability to view some information about the device and which
I P address was used to log into the account.

To seethis data, visit https://login.yahoo.com/account/activity.
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i= Preferences Chrome, Mac OS X

MNew York, New York, United States
this session

Satari mabile, 08 sign out
aw York, N
14 sec:

 York, United States

If you click on the individual devices displayed in the test list, you can see more information about the IP
address, time and location of the login in the last 30 days.

Y ahoo aso has a site that helps users identify legitimate Y ahoo sites, requests and contact information to help
users discover fake pages.

If anything unusual happens on the Recent activity page , change the password immediately.

Facebook

This social network has a series of tools to help users find out if something unusual is happening or not. Visit the
Security and Login page of Facebook (https://www.facebook.com/sinstall?tab=securance). Here, users can
see the logged-in place, afeature similar to Gmail.

Where You're Logged In

El Mac - New York, NY, United States
Chrome - Active now

[E iPhone 7 - New York, NY, United States

sterday at 10:09 AM

g] iPhone 7 - New York, NY, United States
L Facebook app - September 22 at 11:567 AM

5] Windows PC - New York, NY, United States

Chrome - June 28 at 8:21 PM

& Seeless Lag Out Of All Sessions

If moving to the device name section, its IP address will be displayed.

Users should enable ' Get alerts about unrecognized logins ' settings, let Facebook alert if someone signsin
from your |P address or new location to your account.

If you think someone has broken into your account, check out the App passwords and Authorized Logins
section to seeif there's anything suspicious or not. If yes, deleteit. If you think something is wrong, change your
Facebook password immediately. That also helps log out any hacker.



Further reference: How to know your Facebook has been hacked

Twitter

This blog service has no details to find out if your account has been hacked. If you're still worried, visit
https://twitter.com/sinstall/simes and see which device has been used to access your account. Unfortunately,
this option does not display the IP address.

Recently used devices to access Twitter Log out all
J;l' Mac Manhattan, NY Current device
rad ™,
J;l' MM Nevada, USA Sep 1,2018, 11:23 AM ( Logout )
0s = ,,
.-/ ‘\-.
Q iPhone Dec 31, 1869, 7.00 PM | Logout |
., i’y

Again, if you see anything suspicious, log out and then change the password. Also, take a moment to review the
applications that have access to your Twitter account here.

| nstagram

This photo sharing social network has a feature to check previous logins, but the data types displayed are quite
limited. All the user can see is the date and time of login, no location, no IP address.

To check, visit https://www.instagram.com/accounts/access tool/ and click View All under Activity, Logins

@ | Mstagram ® O 2

Edit Prafile
Logins
Change Password
Authorized Applications
Email and SMS

Manage Contacts

‘ Privacy and Security

If using the mobile application, click the Hamburger menu in the top right corner, then select Settings in the
lower right corner, scroll down to the Privacy and Security section and click Account Data. Then continue
scrolling down and clicking All under Activity, Logins.

If you see a suspicious login (which is alittle hard to identify), change your password immediately.



Steam

This video player platform does not allow users to see which computers or |P addresses are logged in. But if you
are worried about hacked hackers, go to https://store.steampower ed.com/account/, click Manage Steam
Guard in Account Security, then click 'Deauthorize all other devices'.

Concerned your credentials are saved on another device?

Click below to deauthorize all computers or devices, other than this one, that you have previously used.

This security step is recommended if you previously used a public PC or accidentally saved your
password on a device that isn't yours.

Thiswill force anyone else to log in to your account. After that, change your password immediately.
See more;

1. Google instructs how to handle when awebsite is hacked

2. How to identify alink is safe?

3. How to get back Facebook is hacked and lose registration email
4. How to retrieve a hacked Facebook account

Y ou finished reading the article "How to know if Facebook, Instagram, Google and other social networks
have been hacked" edited by the TipsM ake team. We hope this article has provided you with many useful tech
tips and tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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