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How to install DNS Server on Windows Server 2019

From Microsoft, the Domain Name System (DNS) is one of the industry standard protocol sets that includes
TCP/ 1P, dong with DNS Client and DNS Server that provide name resolution services that map names to the
I P addresses of computers. .

In today's article, TipsMake will explain how to install DNS Server on Windows Server 2019 and then perform
other additional configuration. Before proceeding, make sure that you have configured a static |P address on
your server.

Install DNS Server on Windows Server 2019

Configure DNS Server to provide hostname resolution or | P address!

On the CUI settings, set up asfollows:

Step 1. Run PowerShell as admin and enter the following code to install DNS Server.

W ndows Power Shel | Copyright (C) Mcrosoft Corporation. Al rights reserved. # il
On the GUI settings, set up as follows:

Step 2. Run Server Manager and click Add rolesand features.
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Step 3. Click the Next button .

[ Add Roles and Features Wizard

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

Ton

emove roles, role services, or features:
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Remove Roles and Features rd

Before you continue, verify that the following tasks have been completed:

* The Administrator account has 3 strong password
* Network settings, such as static IP addresses, are configured
* The mast current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard, complete
the steps, and then run the wizard again

To continue, click Next.

[] Skip this page by default
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Step 4. Select Role-based or feature-based installation .

fEzs Add Roles and Features Wizard

ation type
Ji

s and features on a running physical computer or virtual
/HD)

machine, or on an offline virtual hard disk (V
Installation Type

® Rele-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Befors Vo Select the installation type. You can install

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based or
session-based desktop deployment.

<Previous | | Mext> | Cancel ].

Step 5. Select aHost for which you want to add services.
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Select destination server

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
_) Select a virtual hard disk

Server Pool

Filter:

Name P Address Op-erating System

s Server 2019 Datacenter Evaluation

;I Computer(s) found

This page shows servars that are running Windows Server 2012 or a newer release of Windows Server, and
that have been added by using the Add Servers command in Server Manager. Offline servers and newly-
added servers from which data collection iz still incomplate are not shown.
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Step 6. Check the box DNS Server .

e Add Roles and Features Wizard - 85 %

Select s

Select one or more roles to install on the selected server.

nstallaton Roles Description
[ Active Directory Certificate Services Domain Name System [DNS) Server
[ Active Directory Domain Services pro'.-uc:e\s naﬂle resclution for TCR/IP
E [ Active Directory Federation Services networks. DNS Server is easier to
[ Active Dirsctary Lightweight Directory Services manage when it is installed on the
[ Active Directory Rights Management Services same server as Active Directory
[] Device Health Attestation Domain Services. If you selact the
[] DHCP Server Active Directory Domain Services role,
“ you can install and configure DNS
E Server and Active Directory Domain
t (@] File and Storage Services (1 of 12 installed) Services to work together.
E Host Guardian Service
[ Hyper-v
] Metwork Controller
[ Metwark: Policy and Access Services
[] Print and Document Services
[C] Remote Access
[[] Remate Dasktop Services
[ Volume Activation Senvices
[ wab Server (11S)
] Windows Deplayment Services
T1 K diniie i B i 5 S

Step 7. Additional features required to add DNS Server. Click the Add Featur es button and then click Next .
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[ Add Roles and Features Wizard

Add features that are required for DNS Server?

4 Remote Server Administration Tools

Role Administration Tools
[Tools] DMNS Server Tools

] Include management tools (if applicable)

Add Features

The following tools are required to manage this feature, but do not
have to be installed on the same server,

Cancel

ption

n Name System (DNS) Server

s name resolution for TCP/IP

ks, DNS Server is sasier to

e when it is installed on the

erver as Active Directory

n Services. If you select the

[Directory Domain Services role,
install and configure DNS

and Active Directory Domain

s to work together.

Step 8. Click the Next button .

[ Add Roles and Features Wizard

Select features

00000000000mA

100000

Select one or more features to install on the selected server.

Features

MNET Framework 3.5 Featur:

MET Framework 4.7 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)
BitLacker Drive Encryption

BitLocker Metwork Unlock

BranchCache

Client for MFS

Containers

Data Centar Bridging

Diirect Play

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

/O Quality of Service

IES Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSNS Server senice

o] ] [ [

Description

MET Framework 3.5 combines the
power of the .NET Framework 2.0 APls
with new technologies for building
applications that offer appealing user
interfaces, protect your customers
personal identity information, enable
seamless and secure communication,
and provide the ability to moded a
range of business processes.

Step 9. Click the Next button .
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DNS Server

Domain Name System (DNS) provides a standard method for associating names with numeric Intermet
addresses, This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchécal namespace, ensuring
that each host name will be unique across a local or wide-area network. Windows DNS services can be
integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating the need to
add DINS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data along
with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. i you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

<Previows | | Newt> | |

Step 10. Click the Install button .

e Add Roles and Features Wizard - 85 %

Confirm instal

ion selections

To install the following roles, role services, or features on selected server, click Install.

Ll Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have been
selected automatically. if you do not want to install these opticnal features, click Previous to clear their
check boxes.

DINS Server

Remote Server Administration Tools
Role Administration Tools
DNS Server Tools

[instat ] [ comcel |

< Previous

Step 11. After finishing the installation process, click the Close button .
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& . | ats ~ o PO DESTINATION SERVER
Installation progress RX 7anwond

View installation progress

@ reeture instaliation

nstallation succeeded on RX-7.snv.world,

DNS Server
Remote Server Administration Tools
Role Administration Tools

DNS Server Tools

= You can close this wizard without interrupting running tasks. View task progress or open this page
BN again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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Add the Forward Lookup Zonetothe DNS Server

Step 1. Run Powershell as administrator and configure it as follows.

The following example adds a Forward L ookup Zone with the Zone-Name setting " srv.world" , Zone-File
"srv.world.dns' . In general, give your domain name or part of your domain name to Zone-Name.

W ndows Power Shel | Copyright (C) Mcrosoft Corporation. Al rights reserved. PS |

Step 2. Run Server Manager and select Tools> DNS.
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« Dashboard

Component Services

Computer Management

122 Dashboard MIELCOMETO SERVER MANA Defragment and Optimize Drives

§ Local Server
& All Servers
2 DNS

B3 File and Storage Services b QUICK START

Disk Cleanup

[ oms
P!
o & Event Viewer {}

SCSH Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bith

4 Performance Monitor

WHAT'S NEW

Print Management
Recovery Drive
Registry Editor
LEARN MORE Resource Monitor
Services
ROLES AND SERVER GROUps| /e Configuration

group

System Information
Task Scheduler

E% DNS Windows Defender Firewall with Advanced Security




Step 3. Select Hostname in the left panel and right click on Hostname to bring up the menu and select New Zone

£ DNS Manager = =} x
File Action View Help
e |amXEB =2 Bm & @&
[& ons Name
v 3 RX-T - T
1 Configure a DNS Server...
? N{}Zon;_

Set Aging/Scavenging for All Zones...

ol

Scavenge Stale Resource Records
Update Server Data Files
Clear Cache

Launch nsleckup
All Tasks ]
View El

Delete
Refrech
Export List...

Properties

Help

Create a new zone.
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Step 4. Click the Next button .

 J—

FI Mew Zane Wizard *
4 Welcome to the New Zone
I ul Wizard
" %‘ This wizard helps you create 3 new 2one for your DNS
Server.
B A zone translates DNS names to related data, such as P

addresses or network senvices,

To continue, dick Next.
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Step 5. Check the Primary zone box and click the Next button .
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4 ZoneType ;.
=l The DINS server supports various types of zones and storage. ! |
o
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Sebact the type of zone you want to create:

(®) Primary zone
Creates a copy of & zone that can be updated dractly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority

(SOM), and passbly ghue Host (A) records. A server containing 3 stub 2one is not
authoritative for that zone.

<gock [ Mea> | | cance
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Step 6. Check the Forward L ookup Zone box and click the Next button .

o
FI Mew Zone Wizard *
4 Forward or Reverse Lookup Zone ".
| You can use a zone for forward or reverse lookups. !
q *
“

Sedect the type of lockup zone you want to create:

(®) Forward lookup zone
A forward lookup zone translates DNS names into I addresses and provides
nformation about avadable network senvices.

() Reverse kokup 20ne
A reverse lookup zone transiates [P addresses into DNS names.
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Step 7. Enter aname in the Zone name field . As described on the screenshot below, please give the domain
name or part of the domain name to this Zone name.
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| Mew Zone Wizard X
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4 ZoneName ".
= What is the name of the new zone?
3 g
“

The zone name spedfies the portion of the DS namespace for which this server ig
authoritative, It might be your organization’s domain name (for example, miqosoft.com)
or & portion of the domain name (For example, newzone micrasoft.com). The zone name is
not the name of the DINS server,

Zone name:
srv.workd

o ] [ e
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B
&  ZoneFile 3

g You can create a new zone fie or use a file copied from another DS server,

1 L
“

Do you want to create a new rone file or use an existing file that you have copied
from another DNS server?

(@) Create a new file with this fle name:
[[srv. workd dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
HSystemPootielsystem32'dns an this server, and then dick Next.

<bsc | Mewt> || conce

Step 9. Click the Next button and keep the default options.
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/:1 Dynamic Update “
= You can spedfy that this DNS zone accepts secure, nonsecure, of no dynamic |
"'| updates. i
“
|

Dynamic updates anable DS chent computers to register and dynamically update their
resource records with a DING server whenever changes ocour.

Select the type of dynamic updates you want to allow:

This option is available only for Active Directory-integrated zones.

() Allowe both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
% This option is a significant seauity vulnerabiity because updates can be
L3  accepted from untrusted sources.
(®)Do not alow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually,

<gock [ Mea> | | cance

Step 10. Click the Finish button .

Mew Zone Wizard *

Completing the New Zone Wizard

¢ ol &b o e

a’ You have successfully completed the New Zone Wizard, You
. spavified the folowing settings:
- [Name:  srv.word |
Type:  Standard Primary
Lockup type: Forward
| File name: svawarid.dns
Hote: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resol ton usng nslookup.

To chose this wizard and create the new zone, deck Finish,

<o [hn ] [ comce

Step 11. A new zone has been created in the Forward Lookup Zone.
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Y ou finished reading the article "How to install DNS Server on Windows Server 2019" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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