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How to Install Apache Guacamole via Docker on
Ubuntu 22.04

Apache Guacamole is afree and open source remote desktop gateway that allows you to remotely connect to
your computer/server using different protocols such as SSH, RDP and VNC.
Apache Guacamole is maintained by the Apache Software Foundation and is under the Apache 2.0 License.

Apache Guacamole is a remote desktop gateway without a client. Y ou can access Apache Guacamol e using just
aweb browser from anywhere at any time. Y ou should use Apache Guacamole if you have multiple remote
operating systems with different protocols, such as Windows with RDP and Linux systemswith VNC and SSH.

In thistutorial, you will install Apache Guacamole — Remote Desktop/Server Gateway — via Docker on an
Ubuntu 22.04 server. Thisincludesinstalling and configuring Nginx as a reverse proxy for Apache Guacamole.
Finally, you will have Apache Guacamole running as a Docker container and securing the installation viaan
SSL/TLS certificate on the Nginx reverse proxy.

Prerequisites

To get started with this guide, you must have the following requirements:

1. A Linux server running Ubuntu 22.04 Server.
2. Non-root users have sudo/root admin privileges.
3. A domain name points to the server's | P address.

Once the requirements are ready, you can now start installing Apache Guacamole.

| nstall Docker Engine and Docker Compose

In thistutorial, you will run and install Apache Guacamole as a container service through Docker and Docker
Compose. This example uses afresh Ubuntu 22.04 server, so includes Docker and Docker Compose installation.

To get started, run the apt command below to install the basic dependencies. Enter y when prompted and press
ENTER to continue.

sudo apt install ca-certificates curl gnupg |sb-rel ease

Output:
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# sudo apt install ca-certificates curl gnupg lsb-release
g package lists... Done
Building dependency tree... Done
Reading state information... Done
lsb-release is already the newest wversion (11.1.8ubuntu4).
ca-certificates is already the-newest' ve on-(2e211e16ubuntue.22.04.1).

ca-certificates set to manually install

curl is already the newest version (7.81.8-1lubuntul.é6).

gnupg is already the newest version (2.2.27-3ubuntu2.1).

@ upgraded, © newly installed, @ to remove and @ not upgraded.
root@test-server:~#
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Next, run the command below to add the GPG key and repository for Docker packages.

sudo nkdir -p /etc/apt/keyrings curl

-fsSL https://downl oad. docker. com | i nux/ ubul

“deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.

#
~# sudo mkdir -p /etc/apt/keyrings
#

# curl -fsSL https://download:docker.com/Tinux/ubuntu/gpg | sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg
~#
# echo \
pkg --print-architecture) signed-by=/etc/apt/keyring: cec.gpg] https://download.docker.com/linux/ubuntu \
$(1sb_i th&ii? -cs) stable" | sudo tee /etc/apt/sources.list.d/| > /dev/null
root@t. er: 4
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Then, update and refresh your Ubuntu package index viathe apt command below.

sudo apt update

:~# sudo apt update
1 s://download.docker.com/linux/ubuntu jammy InRelease
2 :f/mirrors.edge.kernel;org/ubuntu jammy InRelease
it:3 ://mirrors.edge.kernel. -_ﬁ1bun*u jammy-updates InRelease
4 s://mirrors.edge.kernel. jammy-backports InRelease

A5 ps://mirrors.edge.kernel. orﬂ/ubuntu jammy-security InRelease
Reading package lists... Done
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With the Docker repository added, you can now install the Docker engine and Docker Compose plugin using the

apt command below. When prompted, typey , then press ENTER to continue.

sudo apt install docker-ce docker-ce-cli containerd.io docker-conpose-plugin



root@test-server:~#
t-ser :~# sudo apt install docker-ce docker-ce-cli containerd.io docker-compose-plugin
ng package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:

docker-ce-rootless-extras docker-scan-plugin lib}td17 libslirpe pigz slirp4netns
Suggested packages:

aufs-tools cgroupfs-mount | cgroup-lite
The following NEW packages will be-installed:
containerd.io docker-ce docker-ce-cli docker-ce-rootless-extras docker-compose-plugin docker-scan-plugin 1
@ upgraded, 18 newly installed, @ to remove and 46 not upgraded.
Need to get 113 MB of archives.
After this operation, 431 MB of additional disk space will be used.
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Service Docker will start and activate automatically. Y ou can verify the Docker service through the following
systemctl command utility.

sudo systentt!l is-enabled docker sudo systenct| status docker

Y ou will receive aresult indicating that the Docker service has been enabled and will automatically run on
startup. And the status of the Docker serviceis running.

Finally, to allow non-root users to run Docker containers, you must add your user to the 'docker’ group. Run the
usermod command below to add your user to the ‘docker’ group. Also, remember to change the username to your
user.

sudo usernod -aG docker alice
Now, you can log in as your user and run the Docker container via the command below.
su - alice docker run hello-world

On success, you will receive a hello-world notification from the Docker container as shown in the following
screenshot.

st-server:~%
st-server:~% docker run hello-world
Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
2db29718123e: Pull complete
Digest: sha256:aa@cc8855b82dc25@9bed2e19b275c8f463506616377219d9642221ab53cfafe
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

generate this message, Docker took the following steps:

. The Docker client contacted the Docker daemon.

. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amde64)

. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

try something more ambitious, you can run an Ubuntu container with:
% docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:

TipsMake

After installing Docker and Docker Compose, you will next start creating a project directory to deploy Apache
Guacamole.



Set up project directory

First, make sure you are logged in as a non-root user by running the following command.

su - alice

Create a new project directory '~/guacamole-server' and move your working directory into it.

nkdi r -p guacanol e-server; cd guacanol e-server/

Then, in the '~/guacamol e-server' directory , create a new directory 'init' and a ‘docker-compose.yml’ file.
nkdir -p init touch docker-conpose.ymn

Next, run the following 'docker pull' command to download the Docker images needed for the Apache
Guacamole installation. Y ou will download 3 different images, guacd as the proxy manager, guacamole as the
frontend of Apache Guacamole and postgres:13 will be used as the database backend for the Apache Guacamole
container.

docker pull guacanol e/ guacd docker pull guacanol e/ guacanol e docker pull postgres:

Download the guacd image.

$
$ docker pull guacamole/guacd

Using default tag: latest

latest: Pulling from guacamole/guacd
548fcab5fe88: Pull complete
2432129f45e5: Pull complete
f4lce49f@611: Pull complete
812e2e3e509d: Pull complete

26713975e2dd: Pull complete
2074b50cdd15: Pull complete
f6cd76f9e@6f: Pull complete
Digest: sha256:1ceb95f1a346b62d203884de95bb399519b2feB89e5d906ee2bbc667900edafas
Status: Downloaded newer image for guacamole/guacd:latest

docker.io/guacamole/guacd:latest
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Download image guacamole.

docker pull guacamole/guacamole

latest: Pulling from guacamole/guacamole
6e3729cf69e@: Pull complete
96aa423488f0: Pull complete
ec7d76853@ca: Pull complete
34735e297¢95: Pull complete
4dc2293174b5: Pull complete
adaadf54874e: Pull complete
9aaB2b2c64ab: Pull complete

14a189ebde8b: Pull complete

bdad165ee6d3: Pull complete

33f6b35bab3b: Pull complete

832@c12a32f9: Pull complete

Digest: sha256:95ed639cab52622fb8665018dc8813%aab29edf554ac2c7@e573abb22a457a6e
Status: Downloaded newer image for guacamole/guacamole:latest
docker.io/guacamole/guacamole:latest
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Download the PostgreSQL 13 image.

@test-server:
gtest-server
13: Pulling from library/postgres
8740c948ffd4: Already exists
c8dbd2beab5@: Already exists
85d9dc9defbd: Already exists
ddd89d5ec714: Already exists
f98bb9f@386 Already exists
8554611e703 Already exists
64e@aB869447 Already exists
8b868a753f4 Already exists
29acea52752 Pull complete
©4331b81a28 Pull complete
faal6d75699 Pull complete
8992a861a7@ Pull complete
3a@e6483774c: Pull complete
Digest: sha256:1c36ddec7e477d7f7e472df3cddcdccl1c95526e74caB2b75ed4a2c2cd4ebd2f1db
Status: Downloaded newer image for postgres:13
docker.io/library/postgres:13
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Once the necessary Docker images are downloaded, execute the following command to run the new guacamole
container and run the 'initdb.sh’' script to create the database schema for your deployment. Y ou will create the
guacamol e database schema as 'init/initdb.sql".

docker run --rm guacanol e/ guacanol e /opt/guacanol e/ bin/initdb.sh --postgres > ini
Verify the contents of the guacamole database schema viathe cat command below.
cat init/initdb.sql

Output:

$ mkdir -p init
$ docker run --rm guacamole/guacamole /opt/guacamole/bin/initdb.sh --postgres > init/initdb.sql
$ cat init/initdb.sql

- Licensed to the Apache Software Foundation (ASF) under one

- or more contributor license agreements. See the NOTICE file
- distributed with this work for additional information

- regarding copyright ownership. The ASF licenses this file

- to you under the Apache License, Version 2.8 (the

- "License"); you may not use this file except in compliance
-- with the License. You may obtain a copy of the License at

http://ww.apache.org/licensas/LICENSE-2.0

- Unless required by applicable law or agreed to in writing,
- software distributed under the License is distributed on an
- "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY

- KIND, either express or implied. See the License for the

- specific language governing permissions and limitations

- under the License.

- Connection group types

CREATE TYPE guacamole_connection_group_type AS ENUM
' ORGANIZATIONAL ',
" BALANCING

-~ Entity types

CREATE TYPE guacamole_entity_type AS ENUM(
"USER’,
' USER_GROUP’

-- Object permission types

CREATE TYPE guacamole_object_permission_type AS ENUM(
'READ"
‘u
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Set up docker-compose.yml

Now that the necessary Docker images have been downloaded, you can start configuring the ‘docker-
compose.yml' script and setting up the Apache Guacamole installation.

Start by opening the 'docker-compose.yml' configuration file with the following nano editor command.

nano docker-conpose. ym

Add the following lines to thefile.

version: '3.7 # networks networks: guacnet: driver: bridge # services services:
Save and close the 'docker-compose.yml' file when finished.

With this ‘docker-compose.yml’ script , you will create 3 containers/services as follows:

1. guacd — main component of Apache Guacamole will be used to proxy many protocols such as SSH, RDP,
VNC, etc.

2. postgres — database backend for your Apache Guacamole installation. Y our datawill be stored in this
container.

3. guacamole — Apache Guacamole web application connected to PostgreSQL and guacd services. This
container will expose port 8080 on your server.

Start Apache Guacamole

Before starting, make sure you are in the 'guacamole-server' project directory. Then, run the following 'docker
compose' command to create and start deploying Apache Guacamole.

docker conpose up -d

You will get output like this— There are 3 different containers guac_postgres, guac_guacd and guac_guacamole
created and started.

docker compose up -d

TipsMake

Verify the list of services/containers running on your Apache Guacamole project via the following command.
docker conpose ps

If you see'STATUS as'Up' then the container/service is running. On the 'PORTS section , you will see the
ports displayed by container for the host.



Container 'guac_guacamole' exposes TCP port 8080 on both the container and the Docker host. With this, you
can access your Apache Guacamole installation.

Open aweb browser and go to the server | P address, then port 8080 (ie: http://192.168.5.100:8080/ ). Y ou will
see the Apache Guacamole login page.

Log in viadefault user 'guacadmin’ and password ‘guacadmin’. Then click Login to confirm.

O & o- 192.168.5.100:8080/guacamole/i/ &

S

APACHE GUACAMOLE
guacadmin

On success, you will get the Apache Guacamole user dashboard.

<« c O R 192.168.5.100:8080/guacamole/st b3 © @ 8

RECENT CONNECTIONS & guacadmin

ALL CONNECTIONS

With that, confirm that the installation of Apache Guacamole via Docker and Docker Compose is complete and
successful. However, for thistutorial, there are still some actions that need to be taken to secure your Apache
Guacamole deployment.

Additionally, when troubleshooting errors when deploying A pache Guacamole, you can check the logs for each
container viathe 'docker compose' command below.

Basic usage of 'docker compose' to check logs.

docker conpose | ogs docker conpose | ogs SERVI CE



Check logs for specific containers/services via ‘docker compose' command .

docker conpose | ogs guacanol e docker conpose | ogs guacd docker conpose | ogs post:

I nstall Nginx web server

For this tutorial, you will run Apache Guacamole with Nginx reverse proxy. In this section, you will install the
Nginx web server and the Certbot tool to create SSL/TLS certificates. Y ou will then verify the Nginx service to
ensure that it is enabled and running.

Run the following apt command to install the Nginx, Certbot, and Certbot Nginx plugins. Enter y when
prompted for confirmation and press ENTER to continue.

sudo apt install nginx certbot python3-certbot-nginx

root@test-server:~i

root@test-server:~# sudo apt install nginx certbot python3-certbot-nginx

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
fontconfig-config fonts-dejavu-core libdeflatee libfontconfigl 1ibgd3 libjbige libjpeg-tu
libnginx-mod-mail libnginx-mod-stream libnginx-mod-stream-geoip2 1ibtiff5 libwebp7 libxpn
python3-josepy python3-parsedatetime python3-requests python3-requests-toolbelt python3-r

Suggested packages:
python-certbot-doc python3-certbot-apache libgd-tools. fcgiwrap nginx-doc ssl-cert python-

The following NEW packages will be installed:
certbot fontconfig-config fonts-dejavu-core libdeflate@ libfontconfigl libgd3 libjbige 1i
libnginx-mod-mail libnginx-mod-stream libnginx-mod-stream-geoip2 1ibtiff5 libwebp7 libxpn
python3-configargparse python3-icu python3-josepy python3-parsedatetime python3-requests
python3-zope.hookable

@ upgraded, 37 newly installed, @ to remove and 46 not upgraded.

Need to get 4,010 kB of archives.

After this operation, 14.6 MB of additional disk space will be used.
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After Nginx and Certbot are installed, run the following command to verify Nginx service status. Thiswill
ensure that the Nginx service is enabled and running on your system.

sudo systenttl is-enabled ngi nx sudo systentt!| status nginx

The 'enabled' output confirms that the Nginx service is enabled and will run automatically on system boot. The
‘active (running)' output confirms that the Nginx service is running.

rootatest-server:~#

rootatest-server:~# sudo systemctl is-enabled nginx
enabled

rootatest-server:~# s

® nginx -

/nginx—-t--q -g daemon on;
nginx -g daemon on; master_pro

-4
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Set up a UFW firewall

After installing Nginx, you will next set up the UFW firewall that isinstaled by default on your Ubuntu system.
In this section, you will add the OpenSSH service to open port 22 and add the 'Nginx Full' service to open both



HTTP and HTTPS ports on ufw. Then you will start and enable ufw. Finally, you will verify the status of the
ufw firewall.

Enter the following command to add OpenSSH and 'Nginx Full' services to the ufw firewall. 'Rules updated'
output confirms that new rules have been added to ufw.

sudo ufw all ow OpenSSH sudo ufw allow ' Ngi nx Ful |’

Next, enter the following command to start and enable the ufw firewall. Enter y when prompted and press
ENTER to continue.

sudo ufw enabl e

Now, you will get output like ' Firewall is active and enabled on system startup ', which means ufw firewall is
running and enabled and will start automatically on system startup.

root@test-server:~#

root@test-server:~# sudo ufw allow OpenSSH
Rules updated

Rules updated (v6)

root@test-server:~# sudo ‘ufw allow 'Nginx Full®
Rules updated
Rules updated (v6)
dtest-server:~# sudo ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? y

TipsMake

Verify the status of the ufw firewall by entering the following command.
sudo ufw status

Y ou will get the status of ufw firewall as' active ' and enabled services 'OpenSSH' will open SSH port 22 and
service 'Nginx Full' will open both HTTP and HTTPS ports.

ptest-server:~#
root@test-server:~# sudo ufw status
Status: active

To Action From

OpenSSH Anywhere
Nginx Full Anywhere
OpenSSH (v6) Anywhere (v6)
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Set up Nginx as areverse proxy

To secure your Apache Guacamole deployment, you will use Nginx as areverse proxy and enable HTTPS
secure connections on it.

In this section, you will create anew Nginx server block configuration that will be used as a reverse proxy for
Apache Guacamole, then generate an SSL/TL S certificate through Certbot and L etsencrypt to secure the Apache
Guacamol e deployment.



Create anew Nginx server block configuration '/etc/nginx/sites-avail able/guacamol e.conf' using the following
nano editor command.

sudo nano /etc/nginx/sites-avail abl e/ guacanol e. conf

Add the following lines to the file and make sure to change the domain name in the configuration below. With
this, you will set up Nginx as areverse proxy for the Apache Guacamole container that has exposed port 8080 on
the Docker host.

server { listen 80; server_name guacanol e. hwdomai n.i o; root /var/ww htm ; index
Save and close the file when finished.

Next, run the command below to enable the Nginx server block file '/etc/nginx/sites-available/guacamol e.conf'.
Then, verify the Nginx configuration to ensure that you have the right settings.

sudo I n -s /etc/ngi nx/sites-avail abl e/ guacanol e. conf /etc/ ngi nx/sites-enabl ed/ si
If successful, you will get aresult like ' test successful — syntax ok .

Now, run the following systemctl command utility to restart the Nginx service and apply the changes.

sudo systenttl restart nginx

Output:

root@test-server:~#
nane /etc/nginx/sites-available/guacamole

sudo ln -s /fetc/nginx/sites-available/guacamole /etc/nginx/sites-enabled/

server:~# sudo nginx -t

e configuration file /etc/ng /nginx syntax-is-ok
config tion file /etc/nginx/ conf test is successful
root@test-server:~#
root@test-server:~# sudo systemctl restart nginx
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At this point, Apache Guacamole is running with Nginx as a reverse proxy with your domain name — this
example uses the domain name 'guacamol e.hwdomain.io'. Now to secure your Apache Guacamole deployment,
you will need to generate an SSL/TLS certificate through Certbot and L etsencrypt.

Enter the following certbot command to generate anew SSL certificate for your Nginx virtual server. Make sure
to change the domain and email address details in the following command.

sudo certbot --nginx --agree-tos --redirect --hsts --staple-ocsp --email alice@

Once generated, your SSL certificate will be available in the '/etc/letsencrypt/live/guacamol e.hwdomain.io/*
directory. Additionally, your Nginx server block will be automatically changed when SSL is enabled and
automatically redirected from HTTPto HTTPS.

Visit Apache Guacamole



Open your web browser and visit the domain of the Apache Guacamole installation (for example,
https.//guacamole.hwdomain.io/ ).

Log in with the default user and password 'guacadmin'.

O B o- https:/guacamole.hwdomain.io/s: w
APACHE GUACAMOLE
.........

RECENT CONNECTIONS & guacadmin -

ALL CONNECTIONS

At this point, you are done installing Apache Guacamole through Docker and Docker Compose. Additionally,
you configured Nginx as areverse proxy for Apache Guacamole and secured it viaan SSL/TLS certificate from
L etsencrypt.

Y ou finished reading the article "How to Install Apache Guacamole via Docker on Ubuntu 22.04" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.

© 2019 TipsMake.com


https://tipsmake.com

