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How to install and use Procmon on Linux, an open
sourcetool just released by Microsoft

Procmon is asystem utility that helps users easily track system calls (system calls), access the Registry and file
activity related to processes running in the operating system.

After a long time of planning with many delays, Microsoft has finaly officially released the popular utility
Sysiternals Procmon Linux version so that users can track the activities of running processes right on the
operating system. on this open source.

Procmon on Linux

1. What is procmon?

2. How to install and build Procmon on Linux
1. System requirements
2. Install Procmon
3. Build Procmon from source

3. How to use Procmon

What is procmon?

Perhaps many Windows users are no stranger to this tool. Procmon is a system utility that helps users easily
track system calls (system calls), access the Registry and file activity related to processes running in the
operating system.

Tracking these processes allows users to early diagnose problems that may occur on the system, such as
application conflicts, excessive resource usage, or even malware infection.
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Tim,.. Process Name Qperation Path

1:14:... Wsvchostexe ERegOpenkey HELMSystem\CurrentControl SetiControl Cryptography\Providers

1:14.... Misvchost.exe #RegOpenkey HELMSystem! CurrentControl SetiContrel\Cryptography\Providers

1:141... Esvchostexe ERegCloseKey HELM\System! CurrentControl Set\ContrelCryptography'\Providers

1:145.. Mavehostexe #{RegOpenkey HKLM\System| CurrentControl Set\Contrel\Cryptography\Configuration

1:14.... Mavchostexe ERegOpenkey HELMSystem! CurrentControl Set\Contrel Cryptography\Configuration

1:14:... Wavchost.exe ERegClosekey HKLMSystem| CurrentControl SetiContral\ Cryptography\Configuration

1:14.... Kavchostexe E{RegQueryWalue HELMSystem\ CurrantControl SetiServices\B THPORT\Parameters\Devicasy .
1:14:... Ravchost.exe ERegQueryValue HELM\System! CurrentContrel SetiServices\ETHPORT\Parameters\Devices) .
1:14:... Wavchost.exe ERegCuen/Value HEKLM\System! CurrentControl SetiServices\BTHPORT\Parameters\Devicesl .
1:14.... Davchostexe E{RegQueryValue HELMSystem| CurrentContrel Set\Services\B THPORT\Parameters\Devicesy .
1:14.... Ravchost.exe ﬂ:ﬂegClo:pry HELM\System! CurrentContrel Set'Services\BTHPORT\Parameters\Devicest .
1:14:... W svchost.exe BWriteFile C:Windows\System32iwinevilLogs M ft-Windows-AppXDegloyment®s |
1:14:... Ravchostexe BhWriteFile C:Windows\System32iwineviiLegs\Microsoft-Windows-Universal Talematry( .
1:14:... R avchostexe ShwriteFile C:\Windows\Systermn32iwineviiLegs\Microsoft-Windows-PushNotification-Pla .
1:14:... Navehostexe BWriteFila C:Windows\Systam32iwineviiLegs'\Microsoft-Windows-AppModal-Runtima® .
1:14:... Msvehost.exe BWriteFile C:Windows\Systam32wineviiLegs\Microsoft-Windows-Hyper-\-VmSwitch.( .
1:14:... Wavchostexe DWriteFile CoWindows\System3ZiwineviiLogs\Wicrasoft-Windows-Codelntegrity®%dOpe |
1:14:... Wavehostexe BWriteFila C:\Wind watam32iwineviiLogsMi ft-\Windews-SettingS Onalr .
1:14.... Lsvchost.exe BWriteFile C\Windows\Systemn32iwineviiLogs\Microsoft-Windows-WindowsUpdateClie .
1:14:... Wsvchostexe B WriteFile CAWind 32lwineviiLogs\Application. evix |
1:14:... Ksvchost.exe
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Procmon for Windows

The launch of the open source Procmon tool for Linux plays an important role, giving Linux users an additional
tool to help track processes running on systems similar to Windows, as can be seen. in the demo below:

Procmon demo on Linux

How to install and build Procmon on Linux

System requirements

1. Operating system: Ubuntu 18.04 LTS with kernel> = 4.18 and kernel = 5.3.
2. cmake> = 3.13 (build-time only)
3. libsglite3-dev> = 3.22 (build-time only)

Install Procmon

Sign up for Microsoft key and feed:
wget -q https://packages. m crosoft.com confi g/ ubuntu/ $(l1 sb _rel ease -rs)/ packages:

Then use the following command to install Procmon:



sudo apt-get update sudo apt-get install procnon
Build Procmon from sour ce

Install dependency:

sudo apt-get -y install bison build-essential flex git libedit-dev libllvn.0 I
Build and install BCC:

git clone --branch tag_v0.10.0 https://github.comiovisor/bcc.git nkdir bcc/buil
Build Procmon:

git clone https://github.conl M crosoft/Procnon-for-Linux cd Procnon-for-Linux nk
Build package Procmon:

The distribution packages for Procrmon on Linux are built using cpack. To build the deb package for Procmon on
Ubuntu you just need to run:

cd build cpack .

How to use Procmon

When using Procmon on Linux, users can specify the process ID they want to track or specific system calls with
the following arguments:

Usage: procnon [ TUY CH?N]
There are OPTIONS including:
1. -h/- help: Print this help screen
2. -p /- pids. Separate the processid list with commas for monitoring
3. -e/ - events. Separate alist of system calls with acomma for monitoring
4
5

. -C/ - collect [PATHWAY]: Option to start Procmon in non-terminal mode
. -f /- file PATHWAY : Open the trace file Procmon

For example, to monitor processes with id 738 and 2657, enter the following command:

sudo procnon -p 738, 2657

To monitor PID 738 and list all read / write calls, use the following command.

sudo procnon -p 738 -e read,wite

For more information about using Procmon in Linux, you can refer to the GitHub website of this project HERE:

Y ou finished reading the article "How to install and use Procmon on Linux, an open sour ce tool just
released by Microsoft" edited by the TipsM ake team. We hope this article has provided you with many useful
tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following usregularly.
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