l ipsMake.c.,m

TipsMake > Technology >Linux >

How to install and use Kali Linux on VmWare
virtual machine

Until now, afamous Linux distro, Kali Linux, has aways been sought by security experts or hackers. Why?
Simply because Kali Linux has a built-in range of tools for penetration, hacking, analysis, etc. all are categorized
very clearly.

Until now, a famous Linux distro, Kali Linux, has always been sought by security experts or hackers. Why?
Simply because Kali Linux has a built-in range of tools for penetration, hacking, analysis, etc. all are categorized
very clearly. Join TipsMake.com to consult how to install and use Kali Linux on VM Ware virtual machines.

1. Download Kali Linux:

Y ou can download the Kali Linux installation as an SO file directly or viatorrent at:

1. Kali Linux Home: https://www.kali.org/downloads/
2. Kali Linux virtual machinefileasVM Ware, ARM or Kali ARM code.

In terms of capacity, Kali Linux's "gentle" 1SO file is also over 1GB for the x86 architecture, which is much
heavier than the 32-bit version of normal operating systems, as well as other Linux distros. . But what makes
Kali Linux so specia is its high compatibility with many different medium configuration machines. Let's test it
out at the bottom of the article.

Inthisarticle, we proceed to install Kali Linux Light version file (meaning gently, download the 1SO file directly
here).

Refer to how to install Linux from the SO file on Windows here.

2. Stepstoinstall Kali Linux on VM Ware virtual machine;

Aswe know, VM Ware software is one of the most stable virtual machine creation applications on the Windows
environment. The Windows version we use in this test is 11.x. Now start, you start VM Ware, create a new
virtual machine as usual, select Custom mode to change the custom as you like.

Options as usual, to select the operating system as shown below:

1. Guest operating system : you choose Linux - of course
2. Version : choose the highest Debian support on VM Ware, hereis 7.x
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New Virtual Machine Wizard x|

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

—Guest operating system
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Note that if you install Kali Linux 64 bit, you must also choose Debian 64 bit

The remaining steps are as simple as usual, you Next> Next> Finish . Some of the parameters we apply in this
example:

1. Hard drive capacity: 40GB

2. RAM: 1660M B

3. Network mode: NAT

. CPU: 2 coresof 2 cores

. 1 /O Controller type: LS| Logic
. Virtual disk type: SCSI

o 01 A~



Mew Virtual Machine Wizard x|

Ready to Create Virtual Machine
Click Finish to create the wirtual machine. Then you can install Debian 7.x.

The virtual machine will be created with the following settings:

Marmne: Test Kali Linux QTM [
Location: Di:Yso fileVali Linux YmWare
Version: Workstation 11.0

Operating System: Debian 7.x

Hard Disk: 40 GB
Memaory: 1660 ME
Metwork Adapter:  MNAT
Other Devices: 4 CPU cores, COYDVD, USE Controller, Printer, Sound... j
. I"\:\"- ‘ b I'\-.-t | I'-\. | 11 "\.T \ \.T
Customize Hardware. ..

<gack |[ Fimsh | cancel |

Because there are many small, odd steps, | will split up as below. Invite you to follow!
Step 01:

When you start installing Kali Linux, you will seeimages like this:

KALI

“the quicter you become, the more you are able to hear”

Boot menu

Live (686-pae)

Live (686-pae failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options




There are severa options, such as Live, which is an online installation, requiring an Internet-connected device.
Since we installed from the full 1SO file, here we switch to Install (command line interface) or Graphical Install
(graphical interface support).

Step 02:

The first is the section for Language selection, there are many languages ??listed here, if you want to use
Vietnamese, then you can scroll down to the bottom of the list to see Vietnamese - Vietnamese as the picture:

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Slovak - Sloventina

Slovenian -  Slovenscina

Spanish - Espanol

Swedish - Svenska

Tagalog - Tagalog

Tajik - Touuki

Tamil - @i

Telugu - Bl

Thai - Aanevlae

Tibetan -

Turkish - Tirkge

Ukrainian - ¥YkpaiHcbKa

Uyghur - i

Vietnamese - Tiéng Viégt

welsh - Cymraeg

Screenshot Go Back | Continu

L

Click Continue to continue
Step 03:
Yes, notice very polite by Kali Linux when you choose Vietnamese language pack when installing. That is

because due to incomplete information, some messages will still display English language as default. Click
Continue:



1] Windows Server 2012 1] Windows 8 Ertberpriss 1] Winsdows B. 1 x64 1] Windows 10 64

o) Test Kali Lin

Select a language

Ban dich cda bd chi djt chua hohn tit bing ngdn nglr 44 chon.

Néu ban khéng phai chay mot tien trinh cbi dit mic dinh hoan toln, rit 6 thE 13 mét s6 hip thogi s@ hién
thj bing tiéng Anh thay thé.

gé;.l ban chua quen voi ngdn nigirxen ké, khuyén ban hodc chon ngdn ngir khac hodc hiy bo tién trinh cai
rz?';; tuc cai it bing ngdn nglr 85 chon khéng?
= Khong

(4.}

Chyp anh Tidp tyc

Step 04:

Select geographic location, Vietham :

7 Windaws Server 2013 ) Windows & Enterprise () Windows 8.1 x54 (1] Windows 10 x64 1] Windows 10 ! Test Ka

Chen noi ban &

Chon mot vj tri nao dé thi né duec sir dung de a3t mui giv, cing (v.d.) giap dit mién dja phuong ciia hé
thong. Vi tri nay binh thuong nen la quoc gia ban &.

& day thi co cacvi tri dya vao : Chau A, kKhang ¢d noi ban athihay bam <Lii= d& chon mién khac.

Qudc gia. hat hodc wing:

Phi-li-pi-ng

Tha-gi-ki-xthanh

Thi-moa Le-xg-te

Thai Lan

Thé Mhi Ky

Trung Quic

Tudc-mé-ni-xtanh

Tich Lan

U-xg-bé-khi-xtanh
L
Xin-ga-po

Y-&-men

O-man

DaiLoan

An-di

Chyp anh Tidgp tyc

Step 05:

Select typing mode, or Configure keyboard. | recommend that you keep this part of the keyboard as English
instead of other languages, because when you enter your account and password, the language system on the
keyboard will change, if you are not used to it, it will I don't know which way to go:



T Windows Server 2012 7] Windows 8 Enterprise 7] Windows 8. 1 x64

Cau hinh bian phim

Ban phim cén dung;
e

Sinhala

Xlo-vac

Xlo-ve-nia

Tay Ban Nha
Thuy-dién

Phap Thuy 5i

Pirc Thuy Si

Tajik

Tiéng Ta-min

Tiéng Te-lu-gu

Thai

Tiéng Ti-bé

Thé Nhi Ky (bd tri F)
Thi Nhi Ky (ba tri )
U-eg-rainh

Uyghur

[T Windows 10 354

(5] Windows 10 [ Testk

Tiéng Viét

Chyp anh

Step 06:

Click Continue, the installation process will read and write system files from the 1SO file and gradually create
the Kali Linux operating system. At this step, you will name the computer like naming PC Name on Windows:

i ] Windaws Server 2012 7] Windows 8 Enterprise

€3u hinh mang

Hay nhap tén may cho h@é thang nay.

T indaws 8. 164

1] Windows 10 054

| Tiép tyc

71 Windows10 ) Test Kal

Tén may (hostname) la mét tirrigng 1& nhan biét hi thing cia ban cho mang. Néu ban chua biét tén may

nitn la 3
cd tac dyng Mang bé&n ngoail.
Tén mdy:

kali-gtm

Chyp anh

Step 07:

Next step, configure the domain . If you use a single machine, just skip this step and click Continue. The system

will create a domain with the name localhost to use:

i, hiy héi quan tri mang. Néu ban dang thiét 1jp mang & nha, van co the tao gi & day (vi né khéng

Tiép tyc




Céau hinh mang

Tén mién (domain name) la phan cha dja chi Mang & bén phai tén may (host name). N6 thuong co phan
cuor

.com, .co  cong by

-net Mang

.edu giao dyc

.or té chire.

.info thang tin

Néu ban dang thiét 13p mét mang & nha, vin c6 thé tao tén mién (vi né khong phai thujc vé Mang bén
ngogil, nhung hay chacla ban dung cung mét tén mien trén mei may vi tinh trén mang cyc bj.

Tén mién:

QTMdomain

Step 08:

The system will automatically configure the network, and that setting will be done. Next is to set the admin
password for the root account - here Kali Linux translates as the master account:

] Windows Server 2012 7] Windows & Enterprise [ Windows 8.1 054 171 Windows 10 064 7] Windows 10 ) Test Kz

Thiét 15p ngudi dung va mat khau

Ban can phai dat mat khau cho nguéi chi {root), tai khoin quan tri he lhéng. Mot nguoi dl'.ln_q hiém déc
hodc ngudd ding khang co kinh nghiém, k 6 quyén truy cap oda ngubi chi co thé 94y ra két qua tai hai.
Vi vay ban nén chen can than mat khau nguoi chi khang phai dé doan. Bimg chon tirnam trong tir dién
nao (cd chuong trinh xir Iy toan bd moi tir dién), hodc tir lién quan dén ban mjt cach dé dang. Mat khiu
manh gém cd ca chir 1an con 56 va cé d§ dai it nhat 8 chir (dai hon 13 manh hon).

Mit khiu tét chira phéi hgp chil, con s& va cham cau, va nén dugc thay déi theo dinh ky.

Ngudi dung ehi khéng nén ¢ mat khiu tréng. Néu ban d& tréng thi tai khoan ngudi chi b tit va ngual
dung dau tién cda hé thong duoc gan quyén trd thanh nguai chu bang lénh « sudo =,

Ghi chii ring ban s& khang thé xem méat khiu trong khi gé.
Mat khau chd :

QTMabc123456

+| Show Password in Clear

Hay nhap lai mat khau nguai chi nay, dé xac nhan ban da gé dang.
H3y nhip lai mat khau cn xac nhén:

[@TMabdi 23456

~| Show Password in Clear

Chyp anh i Tiép tuc |

The root password requires a combination of special characters, uppercase, lowercase, numbers and letters. Here,
for example, QTMabc123456

Step 09:



Next, Kali Linux will ask you to partition the hard drive format and use what parts to install
first, theentirehard drive, English isUseentiredisk :

| WNIGOWS SEMVEr &L [ WINOOWS 3 ENTETprE 1 VTGOS B, 4 XTY 1 WInEowS I [y vesti

Phan ving dia

B cai dat nay o6 the hudng dan ban gua tién trinh phan ving dia (dung luge 48 chudn khac); con néu ban
mudn, bam cé thé by lam nhurthe, Vai khéa nang phan vung da hudng dan, ban van con cb dip sau dé xem
lai va dac ché kél qua.

Néu ban chon sir dung kha nang phan viing d& huong din cho toan b dia, budc ké tiép s& héi ban dia nao
can dung.

Fhueng phap phan ving:

Huéng dan — diing toan bo dia
Hudng dan — diung toan b dia va t! lap LvMm

Huang dan — dung toan bé dia va thiét lap LvM da mat ma
Bang tay

Chup anh

Step 10:
Select the 40GB partition we have set up in the previous step:

] Windows Server 2012 171 Wirdows 8 Enterprise 7] windows 8. 1 x64 17 windows 10 x64 171 windows 10 ) Test Ka

Phan vung dia
Ghi ehi rang moi dir lléu ndm treng dia 43 chgn s bl xca hoan tean, nhung chi sau khi ban da xac nhan
ban thye su musn lam cic thay déi dé.

Chen dla can phan ving:

5C513(0,0,0) (sda) - 42.9 GB VMware, VMware Virtual 5

Step 11:

. Here | choose the



For new users, leave the option to throw all system files into a single partition (All files on one partition -
recommended for new users) - All filesin one partition (recommended for new users):

13 VR AR D8 VY WA | PR RIS O i A | VEN RS O, 1 AT | VO RS I AT R LT L

Phan vang dia
D& chon dé& phan ving:
SCSI3 (0,0,0) (sda) - YMware, VMware Virtual 5: 42.9 GB

Dia nay co thé duge phan viing bing mét cha vai luge d6 khac. Néu chua chic, ban hay chon diéu thir nhat.
Lupe a6 phén ving:

Mgi tap tin trén mot phan vang (khuyén cho nguoi ding mai)
Phan viing « /lhame » ridng

Cac phan ving = fhome =, « fvar », va « ftmp = riéng

Chyp anh Tiép tyc

Step 12:

Select Finish partitioning and write changesto disk - Finish partitioning and write changesto disk:

Phan vang dia

Day I3 ban tém tit esc-phin ving va diém 1dp déu hién thix duoe cdu hinh. Hay chon phan wing nao ¢d thist 1ap can
sua ddi (he thdng tan Go. diém lap vv). sic chim con ranh nal can tao phan wing. hodic thiét by nal can khd tao bang
phan vang.

Phan ving 43 huong dan

Cau hinh RAID phan mém

C3u hinh bd quan ly khai tin hop Iy
Cau hinh khai tin da mat ma

Configure iSCSI volumes

= SCS13 (0,0,0) (sda) - 42.9 GB VMware, VMware Virtual §
= #1 chinh 41.2GB f extd !
= #5 hoply 1.7 GB f trao dai trao dai

Hean lai cac thay dai trén phan viang
Phan viing xong va ghi cac thay d8i vao dia

Chup anh Tro gidp

[ Tigp tuc

Step 13:

Save the changes. Select Yes- Yesat this step:



Windows Server 2012 Windows 8 Enterprise | Windows 8.1 x84 Windows: 10 x64 5] Windows 10 | Test Kali

Phan ving dia

Méu ban tiép tuclai, cac thay d6i bén dudi <& duge ghi vao dia. Khong thi ban & co kha nang lam thay dsi
nira bang tay.

Bang phan ving cia nhimg thiét bj sau da thay déi:
5C513 (0,0,0) (sda)

Mhiing phan wiing sau s& duge dinh dang:
phan ving #1 cia thiét bj SCS13 (0,0,0) (sda) dang extd
phan viing #5 ciia thiét bj S€513 (0,0,0) (sda) dang trao dai
Ghi cac thay dai vao dia cha ?
Khéng

® Co

Chup anh

Step 14:

The process isrecorded as Installing this system will take place in about 10-15 minutes. Just wait:

Cai dat hé théng

2 pang cai djt hi théng...
Bang sao chép dir féu vao dia...

Step 15:

Next is the Network mirror configuration - the Viethamese translation package is network mirroring . Select
Yes- Yesto be able to use any network in the mirror system to update and update the software later:



Céu hinh bé quan Iy géi

Mgt may nhan ban mang c6 the duge dung dé I3y phan mém thém vao ndi dung cia dia CD-ROM. Ciing co
thé chira phién bain mal hon cta phan mém da co.

Dung may nhan ban mang khong?
Khéng

Lo

Chup anh

Tiép tuc |
Step 16:

Leave this section blank:

Cau hinh b quan ly gdi
Néu ban can phai sir dygng may by nhiém HTTP dé két ndi dén Mang, hay nhap thong tin dy nhiém vao day.
Khdng thi bé rong.

Hay nhap thong tin-Oy nhigm co dang chuan: <http:/lingudi_dungl:mat_khidul@lmayl:cdngli=.
Théng tin dy nhiém HTTP (bd réng néu khang cd):
[

Step 17:

The configuration process will run again, it will take about 10-15 minutes. Note that thisis a very important step,
which isthe option to load GRUB into Kali Linux's startup section, it is mandatory to select Yes- Yes:



Cai 43t b nap khdi dong GRUB vao dia cing

Ca vé la ban cai dat mai nay la h¢ diéu hanh duy nhat trén may tinh nay. Néu co, ban nén cé thé cai dat an
toan bé nap khéi dong GRUB vae muc ghi khéi dgng chi trén dia cang thi nhat,

canh bao : néu trinh cii d3t da khing phit hign duoc mét he diéu hanh thém nam trén may tinh cia ban,
viéc sira di myc ghi khi dong chu sé tam thoi lam cho hé diéu hanh @6 khong cé kha nang khai dong, di
GRUEB ¢6 thé dugc ciu hinh bing tay vao lac sau dé khéi déng né.
Cai g5t b$ nap khd déng GRUB vas mue ghi khd dong chu khéng?

Khéng

# Co

Tiép tuc

If GRUB isnot selected at this step, Kali Linux will not be able to boot
Step 18:

Select / dev / sda so that the system throws GRUB into it:

Cai djt bd nap khai djng GRUB vao dia cimg

Ban can phai lam cho hé thing mai cai dat co kha nang khdi dong, bang cach cai dat bj nap khai djng
GRUB vao mit thict bi khéi déng dirge. Phuong phap thudng la cai dat GRUB vao muc ghi khai dong chu
trén dia cing thi nhat. Néu ban muén, cing co-the cai it GRUB vao noi khac trén dia dé, hojcvao dia
khac, hojc ngay ca vao dia mem.

Thiét by nei cdn cai 45t bS nap khd ddng:

Mhap thiét bj tha cong

Chup anh

Tiép tyc

Step 19:

Then the system continues to run for another 5 minutes. Basically this is done, to this screen of Installation
complete like this, you click Continue and the system will restart automatically:



Cai djt xong

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, sothat you boot into the new system rather than restarting the installation.

Tiep tuc

Actually, Kali Linux will run for another 5 minutes before restarting
Step 20:

When you see the login screen like this, it means that the Kali Linux installation is basically done, now we can
log in to the system. This s the root account entry step, the password isinitialized in the previous step:

1 Windows Server 2012 Windows 8 Enterprise 1 Windows 8. 1 x84 1 Windows 10 x64 ] Windows 10 ! Tes

T5, 12:03 R =aDuiz @ O

Username: root and password: QTMabc123456 isused in this test



T5, 13:50

And here, the screen when | first logged into Kali Linux will look like this. Just like the message above, some
dialogs are till in half Vietnamese English half:

Bang
> Welcome to the first start of the panel
u Chon cai d3t ma ban musneh lan khéi dgng dau tiégn.

| Sir dung cai dat mac dinh | |~ Mét thanh panel tréng

In general, Kali Linux's interface is somewhat similar to other distros of Linux such as Debian, Ubuntu, Linux
Mint . All programs and applications are arranged in the Applications section at the top left corner of the screen
as shown below. Here, and you can see alot of applications that support network analysis and security .



& Chay chuong trinh...
@ Tinh gi l3p dong lénh
B3 Tinh quan ly tép tin
|| Tinh doc thur

Trinh duyét

|5/ Settings 3

® 01 - Information Gathering

a 02 - Vulnerability Analysis
03 - Web Application Analysis

a 04 - Database Assessment
05 - Password Attacks
06 - Wireless Attacks

# 08 - Exploitation Tools

Accessories

O internet

B multimedia

B office

B3 system

® Théng tin vé XFCE

G Thodt ra

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥V ¥ ¥

The shutdown, restart, and sleep menus are also located in the Exit section

The file browser window feels quite similar to Windows. The basic navigation buttons for windows, such as
zooming, zooming, and turning off, are arranged in exactly the same way as Windows, and there is no such thing
asa"Ribbon" or "reverse" hybrid version like on Mac OS X:

File hé thong - Trinh quan li tap tin
Sira déi Hiénthi Bi Tro gidp
+ &

&nh bao: ban dang ding tai khoan root, ban cd thé gay nguy hiém cho hé théng.

1
e hé thang . . a -
ili Live A bin boot dev etc
ppy Disk
™ . . . .
ot home lib media mnt
an hinh nén . . . .
iung rac
opt proc run
= NN
shin srv sys tmp

And like al other distros in the Linux family, Kali Linux's default browser is certainly Mozilla Firefox, with
many add-ons that support security as shown:



splications  |[7) Bae maét, thi thudt, ma... [File h& théng - Trinh qua... L | |Th{.r nam 08 Thang chin 2016

10 mat, tha thuat, mang may tinh, h@ digu hanh, tin hocvan phong - Quantrimang.com - Mozilla & -~ (=) .4

Mozilla Firefox We... ® @ More protection. ... % | Kali Linux, an Offensi... x [ @ Baomat, thithu.. x | &

i) guantrimang.com o | |¥ TBEe 9 3 #®

st visited v Jfjoffensive Security & Kali Linux & Kali Docs & Kali Tools MExploit-DB Wy Aircrack-ng

g Devig
Fra
giva
may
Sira
hawve
trén
Sird
am ™ mdk
uéng dan lién két Product key Windows 10 ban {

oi tai khoan Microsoft

E Blalia 6100 chinh bh3nag bhanaf zin nalda @x I

BT @ 2~ .

And finally, Terminal - the command line support tool is definitely indispensable in any Linux-based operating
system:

m;\pphcatnons |Bao mat, tho... LFile he thong ... | g Terminal - root Terminal - root@kali-gtm;: ~ | 14:14

H Terminal - root@kali-gtm: ~

Taptin Soanthado Xem Terminal Tabs Trg gidp
1~

Good luck!

Y ou finished reading the article "How to install and use Kali Linux on VmWar e virtual machine" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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